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lNpaBoBasa oroBopka kopnopauumn Schneider Electric

Kopnopauwms Schneider Electric He rapaHTMpyeT HaaeXHOCTb, 6e30LLMGOYHOCTL U NOMHOTY NPeaCcTaBneHHON B
HaCTOSLLEM PYKOBOACTBE MHpopMmaLummn. [laHHOe n3gaHue He sBMsieTcsl 3aMeHon NogpoOHOMY onepaTMBHOMY
nnaxy, paspaboTaHHOMY C Y4ETOM KOHKPETHbIX YCITOBUI MOHTaXa. Takum obpasom, kopnopaums Schneider Electric
He HeCeT HUKaKoW OTBETCTBEHHOCTY 3a yLlepO, HapyLLEHWS 3aKOHOB, HEMPAaBUIbHO BbINOMHEHHbLIN MOHTaX, cOoM
CUCTEMbI 1 Apyrne Npobrembl, KOTOPbIE MOTYT BO3HUKHYTL B CBA3M C UCMONb30BaHNEM HACTOSALLENO U3AaHWUS.

NHdopmaLms, cogepkallasicss B HacTOsILLEM U3AaHWKW, NPedoCTaBnsSeTCs B BUAE «KaK €CTb» UCKIIOUYUTENIbHO
ONs pacyeTa 1 NPOEeKTUPOBaHUA BbIYUCIIUTENBHOTO LieHTpa. IHdopmaLumsa anga gaHHoOro nsgaHus 6eina
nobpocoBecTHO cobpaHa kopriopaumen Schneider Electric. OgHako He gaeTcs HUKAKOW rapaHTUK, BbIPaXKEHHOMN
Unv noapasymeBaeMoW, B OTHOLLIEHWW MOSHOTbI M TOYHOCTU NPEACTaBIIEHHON B M3AaHUM UHGOPMaLnK.

KOPIMOPALIUA SCHNEIDER ELECTRIC UIU NIOBAA FONOBHAA NN AOYEPHAA KOMINAHUA UNA
OUNNAT KOPMOPALIMXA SCHNEIDER ELECTRIC UM COOTBETCTBYIOLLUE CITYXALLUME,
PYKOBOOUTENW, COTPYOHUKN HE HECYT OTBETCTBEHHOCTMU 3A JNIOBbLIE NPAMbIE, KOCBEHHbBIE,
NOBOYHbIE, LUTPA®HbIE, OCOBbIE U CNYYAMHBIE YEbITKU (BKITHOYASA, B TOM YUCHIE, YEBITKU
U3-3A YTPATbI MPEANPUATUA, PACTOPXXEHUA NOIOBOPA, MOTEPU BbIPYYKW, OAHHbIX,
NH®OPMALIUA NN NMPEPbLIBAHNA OEATENBbHOCTW), BO3HUKLUUE B PE3YJILTATE U B CBA3U C
UCMNMONb30OBAHUEM HACTOALLUENO U3AAHUA UMM HECMTOCOBHOCTU EO UCIMONb30BATb, AAXE
ECJTN KOPINMOPALIUA SCHNEIDER ELECTRIC BEbIJTA HENOCPELACTBEHHO YBEOOMIJIEHA O
BO3MOXHOCTM TAKUX YBbITKOB. KOPMOPALMA SCHNEIDER ELECTRIC OCTABNAET 3A COEOU
NMPABO UBMEHATb UM OBHOBINATb COOAEPXXAHUE U ®OPMAT HACTOSALLIEIFO U3OAHUA B NIOBOE
BPEMA BE3 YBE[JOMJIEHUA.

ABTOpPCKME, UHTENNEKTYarnbHbIE N MHBIE UMYLLECTBEHHbIE NPaBa Ha cogepXaHue (BKM4as, B TOM Yucne
nporpaMmHoe obecneveHune, 3ByKOBble 1 Buageodannbl, TEKCT U hoTorpacmm) HacTosLwero nagaHus
npuHagnexart kopnopauun Schneider Electric unu ee nuueHsnapam. Bce npasa Ha cogepxaHue, He
npenocTaBneHHble ABHbIM 06pa3oM B HACTOSILLEM JOKYMEHTe, 3aluuileHbl. Hukakme npaBa He nepepatoTcs, He
OTUYXXOAKTCH U He NepexoasaT nuuam, NonyyarLwmm AoCTyn K JaHHON nHdopMaumu.

HacTosiwee n3gaHue uenvkom nnm nobasi ero yactb He nogrexar nepenpogaxe.
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BBeneHue

OnucaHue npoaykra

PyHKUMMN

VYkazanHble HIKe 11aTel ceteBoro ynpasnenus MBI (IICY) nponsBoacTBa KoMIaHUN
Schneider Electric npencrapmnsror co0oii BeO-pomyKThl, UMetonue ceprudukar [Pvo
Ready. YerpoiictBamu ¢ yctanoBieHHBIME [ICY MOXHO YIIPaBIIATH ¢ UCITOIB30BaHUEM
Pa3IMYHBIX OTKPBITHIX CTAaHAAPTOB, TAKMX KaK:

[Ipotokon nepenauun runeprekcta (HTTP) be3zonacusiit komanauslil npoueccop (SSH)

IIpocToii mpoTokon ceTeBoro ynpaeiaeHus 1IpoTokon nepenayu runeprekcTa Ha ypoBHE

Bepcuit 1,2cu3 3amuiieHHbIx coketoB (HTTPS)
[Iporokon nmepenaun daitnos (FTP) Secure Copy (SCP)

Telnet Syslog

RADIUS Modbus

Certesoii mpotokoin BACnet (Building PacmmpsiemMblii TPOTOKOI ay TeHTU(UKAIUN

Automation and Control Networks Protocol) (EAP) mo moxansnoii cetn (EAPoL)

[Tnara cereBoro ynpasieans AP9630:

L]

Ob6ecneunBaet ynpasnenue MBI n uMeeT GyHKIUY IUTAHUPOBAHUS CAMOJMATHOCTHKH.
ObecnieurBaeT perucTpanuIo JaHHBIX U KYPHAJIBI COOBITHI.

Ilo3BomseT HAaCTpanBaThb YBCAOMJICHH C TIOMOIIBIO PETUCTpAllU COGLITI/II\/'I, 3J'IeKTpOHHOﬁ IIOYTHI,

cucteMHOro xypHana (Syslog) u SNMP-nipeprsiBanuii.
Ob6ecneunBaet noaaepxky PowerChute Network Shutdown®.

ObecnieunBaeT MOANEPKKY UCIIONB30BaHMSI CEpPBEpa MPOTOKOJIa AMHAMUYECKON KOHQUTYpaluy y37a
(Dynamic Host Configuration Protocol — DHCP) mn mpoTokoia HagansHO# 3arpy3ku (BOOTstrap
Protocol — BOOTP) mus npenocrapnenus cereBbix 3Hadernid (TCP/IP) ruaTsl ceTeBoro ynpaBieHHs.

[Ipenocrasinsier BO3MOXHOCTB IKCTIOPTa MOIB30BATENBCKOrO (haiina koHdurypanu (.ini) ¢ HACTPOSHHOMH
TUTaTHl Ha OTHY WK O0JIee HEHACTPOEHHBIX ITaT 0e3 mpeoOpa3oBanus (aiiyia B JBOMIHBIN (aiii.

Ob6ecneurBaeT BEIOOP MPOTOKOJIOB 3AIUTHI ISl Ay TEHTU(UKAIMN WK IH(QPOBaHHS.

Ob6ecmieunBaer cBsi3b ¢ StruxureWare Data Center Expert, StruxureWare Operations wiu
EcoStruxure™ IT.

[onnepxusaer nporoxon Modbus TCP/IP.
[onnepxuBaet nporokosr BACnet/IP.

[Tnara cereBoro ynpasnerns AP9631 Brirouaer B cebs Bce (YHKIUM TUIATHI ceTeBoro ynpasienus AP9630,
a TaKKe TIEPEUNCIICHHbIE HU)KE BO3MOXHOCTH:

L]

[Ipenocrapnser nsa nopra USB, xoTopsie noaaepxkuBatoT ooHOBNIeHUe npomuku [ICY u UBIT ¢
ycTpoiictea USB.

HOI[I[Cp)KI/IBaeT JIBa YHUBCPCAJIbHBIX IIOPTa BBOAA-BbIBOJd, K KOTOPBIM MOXHO MOAKIIOYNUTH
cleayrouume yCTpoucTRa:

— naruyuk temmepatypbl (AP9335T) win narunk temneparypsl/Bnaxnoctu (AP9335TH);

— BXOJHBIE-BBIXOJHBIE PA3bEMBI pEJi€, KOTOPBIE OAIEPKUBAIOT 1BA BXOAHBIX KOHTAKTa U OTHO
BBIXOZIHOE peJie (C MCIOIb30BaHUEM YyCTPOHUCTBA BBOAA-BBIBO/A C CyXUMHU KoHTakTamu AP9810,
KOTOPOE SIBIISIETCSI TOTIOTHUTETEHBIM KOMITOHEHTOM).
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[Tnara cereBoro ynpasnenus AP9635 Brirouaer B ce0s Bce YHKIIMU TUIAThI CeTeBOro yrpasienus AP9630,
a TaK)Ke TICPEUNCIICHHBIC HUKE BO3MOKHOCTH:

* IIpemocranset nBa mopra USB, koTopsie momnaepkuBatoT oonosneHue npommsku [ICY u UBII ¢
ycTpoiictea USB.
* TlomnepuBaeT OUH YHUBEPCAIbHBII MOPT BBOJA-BBIBO/IA, K KOTOPOMY MOXKHO MOJIKITIOUNTh
Cleayrolue yCTpoucTRa:
— naruyuk temmepatypbl (AP9335T) win narunk temneparypsl/Bnaxnoctu (AP9335TH);

— BXOJHBIE-BBIXOJHBIE PA3bEMBI PEJi€, KOTOPBIE TOAEPKUBAIOT 1BA BXOAHBIX KOHTAKTa U OTHO
BBIXOJTHOE pelie (C UCTIOb30BaHNEM YCTPOMCTBa BBOJA-BbIBO/IA C CYXHMHU KOHTakTamu AP9810,
KOTOpOE SIBJISIETCSI JOTIOIHUTENBbHBIM KOMIIOHEHTOM).

* llopnepxuBaet ynpasiieHHE I10 BCIIOMOTaTeIbHOMY KaHaIly C JOCTYIIOM K HHTepdeicy KOHCOIH IIaThl
yIpaBJieHus 10 Tele()OHHOM IMHUH Yepe3 MOJIEM.

* Tlomnepxusaer cBsi3b Modbus RTU uepes mopt RS485 B nononnenne k nporokory Modbus TCP/IP.

YcTpouncTBa, B KOTOPbIX MOXHO ycTaHaBnuBaTthb MNCY 2

[Tnaty ceTeBOro ynpaBiieHUs 2 MOXXHO YCTAaHOBUTH B JIFOOOE COBMECTUMOE YCTPOUCTBO ¢ oTcekoM Smart Slot,
B TOM YHCJIC B CIEIYIOIIHE YCTPOiCcTRA:
+  Jio6wie UBIT Smart-UPS®

* Jlrwo6sre UBII Symmetra® — UBII Symmetra PX 250 win Symmetra PX 500 coBmecTMBI
ToINbKO C maroii AP9635.

«  MGE® Galaxy® 3500
* bnok pacumpenus (AP9600)*
* TpoliHo# 00K pacIMpeHus (AP9604)*

*O,Z[I/IHapHI:IG WM TPOMHBIE ONIOKH paclImpeHns: coBMecTUMBI TolbKo ¢ UBII, ocHameHHpIMz
nocnenoBarenbHbIM opToM DBY. Onu coBMecTrMsI Tonbko co cienyrommmu moaensimu UBIT: SURT,
SURTA, Symmetra Power Array/RM/LX/PX (3a uckimouenuem PX 250/500), SU, SUA u SUM.

[onusrit cincok coBMectumbix MBI, B koTopsie MoxHO ycTaHOBUTE [ICY 2, cM. B cTaTse
FA237786 6a3bl 3HaHui Ha

UcxopnHasa HacTpouka IPv4

Yro6w [ICY 2 morna paboTath B ceTH, He0OXOANMO HacTpouTh ciienyromue napamerpsr TCP/IP:

e [IP-appec IICY;

e wmacka noaceru mis IICY;

* [P-ampec numo3a nmo yMmom4aHuro (TpedyeTcs TOJIBKO B TOM CITydae, €CIU MPEBBIIICH Pa3Mep CErMEeHTa).
MPUMEYAHME. Ecnu nutio3 o yMoI4aHUIO HEOCTYIICH, UCTob3yiiTe IP-aapec koMibroTepa, KOTOpBIi
KOTOPBI OOBIYHO paboTaeT v HaXOaUTCs B Toi ke mojcetw, uro u [ICY. IICY ucnonp3yeT nuto3 mno

YMOITYaHUIO IS IPOBEPKHU CETH MPH HU3KOM Tpaduke.

MPUMEYAHME. Tlnara cereBoro ynpasnenus umeeT npedukc MAC-anpeca 00:C0:B7 wm 28:29:86.
Yool mpoBeputh MAC-anpec [ICY, nepeiinnte B MeHIO . Orot npedpukc MAC-anpeca
MOYKHO MCTIOJIB30BaTh JJIsl HACTPOiKH ciry>xk061 DHCP.

[MPUMEYAHMUE. He ucnone3yiite agpec obpatHoii cesizu (127.0.0.1) B kauecTBe aapeca muiro3a

10 YMOJTYaHHIO. DTO MOBJIEYET 3a CO00i OTKIIIOUEeHHE IIaThl. B 3TOM cityyae Hy:KHO BOWTH B CUCTEMY

C MTOMOIIBIO MOCIe0BaTeNbHOTO nHTEp(deiica u ycranoButh napamerpbl TCP/IP Ha 3HaueHus

10 YMOJIYaHHUIO.
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Konduryparus napamerpos vacrpoiiku TCP/IP npuBogutcs B « PykoBOJICTBE 110 YCTAHOBKE IJIAThI
CETEBOTO YIIPaBIICHUS», KOTOPOE UMEETCS Ha BeO-caiiTe U B I1€YaTHOM BHUJIE.

[Tompo6urie cBenerns 00 ucnonp3oBanuu cepepa DHCP mns mactpoiiku napametpoB TCP/IP Ha
IJiaTe CeTeBOro ynpasieHus cM. B pasaene «Ilapamerpsr orBeroB DHCP».

UcxonHasa HacTpouka IPv6

Kondurypanus cetn IPv6 obecrieunBaet yHHBepcalbHbIe BOBMOXKHOCTH ISl BBITOTHEHUS TPEOOBaHUIA
noJp30Baress. IPv6 MOXXHO HCTIONB30BATh B JIFOOOM MECTe, TJIe B 3TOM uHTepdeiice BBomuTcs [P-anpec.
HacTpoiiky MOXHO OCYIIECTBISATh BPyYHYI0, aBTOMaTu4ecku uin ¢ nomoinsto DHCP; cMm. «Dkpan HacTpoek
TCP/IP pis IPv6».

CeTeBoe ynpaBrieHMe C UCNOoNb30BaHUEM APYrUX NMPUIIOXeHUN

OTH NPUIOKEHHUs, YTHIUTHL U pecypchl padotarot ¢ MBI, kotopsiit mogkmtouaercs k cetu yepes [ICY 2.

* PowerChute Network Shutdown — aBTomMaTn4eckoe KOppEeKTHOE OTKIIIOUEHHE KOMITBIOTEPOB,
MOJKJIIOYEHHBIX K ycTpoiicTBam MBI

«  APC PowerNet® MIB — uHpopmanus o focryrne k yerpoiicream MBI o nporokory SNMP.

*  StruxureWare Data Center Expert — ynpapieHHe 3€KTPOUTAHUEM Ha YPOBHE NPEANIPHUATHS U
ynpasineHnue arenraMu SNMP, Takumu kak ceteBble ycTpoiictBa MBI u qatunku okpyskaromeil cpepl.

* EcoStruxure IT Gateway — obnaynoe 1O a5t MOHUTOpHHTa, TO3BOJISIOLIEE OTCIICKUBATH YCTPOHCTBA
UBIT uepes nporoxonsl SNMP u Modbus.

* Macrep HacTpoiiku [P-koHduUTrypanun ycTpoicTB — HacTpoiika OCHOBHBIX ITapaMeTPOB OIHOH IJIaThl
CETEBOTO YIIPABJICHHUS B CETH WM HECKOJBKHX; CM. paszien «Mactep HacTpoiku [P-xoHdurypamum
YCTPONCTBY.

* Security Wizard — co3nanue cepTuuKaToB ceppepa 0€30MacCHOCTH Ha TPAHCTIOPTHOM YPOBHE
(Transport Layer Security — TLS) u xoct-kiroueit Secure SHell (SSH), koTopbie ToMOTaroT 3aIUTHTh
[EJIOCTHOCTh ¥ KOHPHUACHITHANBHOCTH cBs3H ¢ [ICY.
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®yHKUMN BHYTPEHHErO yrnpaBneHus

O630p

Hcnons3yiite BeO-unTepdeiic nonp3oBarens nim nHTepdeiic KoMaHIHOM CTPOKH IS TPOCMOTPA COCTOSTHUS
WBII, ynpasnenus UBII u IICY. MoxHo Takxke ncnoiabs3oBats npotokosl SNMP st konTposns cocrosiausa MBI

Bonee noppobHyro naopMmarmio 06 nHTepdetice monp3oBaTels cM. B pasneie «Bed-unrtepdetic
MOJIb30BATENS» M PYKOBOACTBE sl MHTEepdeiica komanauoi crpoku (CLI) Ha BeO-caiite

Cwm. paznen «9xpanbl SNMPy» s mommygenust uadopmarun o koHTpoie noctyna k [ICY mo
nporokony SNMP.

MpuopuTteT gocTtyna npu Bxoge B CUCTEMY

MOKHO BKJIFOUUTh BO3MOXKHOCTh OJHOBPEMCHHOTI'O BX0/Jlda B CUCTEMY HCCKOJIBKHUX HOHLBOBaTCHeﬁ, KOTOPBIC
06na,ua}0T PaBHBIMU IpaBaMu JOCTYyIIaA. CmM. pasacia ((SKpaH «praBJ'IeHI/Ie CCAHCOMM»».

Tunbl y4eTHbIX 3anucen

[ICY obnanaer pa3nMYHBIME YPOBHSIMH JOCTYIA — MPUBHICTUPOBAHHBIN TOJIE30BaTENb, aIMUHUCTPATOD,
MI0JIb30BAaTEIb YCTPOMCTBA, TOJIBKO YTCHHUE, TOJIBKO CETh:

* [IpuBuwiernpoBaHHbIIi M0JIL30BaTe/Ib MOXKET UCTIONB30BATh BCE MEHIO HHTep(eiica moabp3oBaTest
U Bce KoMaHbl B nHTepdelice KoMaHTHOM cTpoKu. IIprBHIernpoBaHHbIN OIB30BaTENb TAKKE
OIpeaeNseT JONOJIHUTENbHBIE YUETHBIC 3aMKCH MTOIb30BaTeNIeH U YCTaHABIMBAET IEPEMEHHBIE JUIS
Jpyrux nons3oareneid. [Ipu mepBoM Bxoe B cUCTEMY Kak UM TIOJIb30BATENs, TAK M apoilb [0
ymomuanuio ape. B Bepcuu 6.8.0 mociie Bxona B cucteMy BaM OyleT NPeyIOkeHO BBECTH HOBBIM HapOlb.
IIpumeuyanue. [IpuBHIErNPOBaHHOTO [10IH30BATENS HENB3S IEPEUMEHOBATh WIN YAAIUTH, HO MOXKHO
BBIKJIFOYHTH. PeKoMeH1yeTCsl BBIKITIOUNTD YUETHYIO 3alMCh [IPUBUIIETHPOBAHHOIO HOJIB30BATENS 110CTIE
CO3JIaHMS JIOTIOTHUTENBHBIX YUETHBIX 3amvceil aaMuHucTparopa. [lepes BeIKITtoOueHIEM
MIPUBUIIETHPOBAHHOTO TIOJIb30BATENs YOEIUTECh, 9TO CO3/1aHa KaKk MHHUMYM OJlHa yYeTHas 3alich
aJMAHUCTPATOPA.

*  AJIMHHHCTPATOP MOXET HCIIOJH30BaTh BCE MEHIO HHTepQeiica OIb30BaTeNsl M BCE KOMaH/IbI B
uHTepderice KOMaHIHON CTPOKU. MIMs TOJIb30BaTENs 10 YMOIYaHUIO — apc.

e Tlonw3oBarens ¢ IpaBaMH MOJIbL30BaTEJIsL YCTPOﬁCTBa o6naz[aeT IIpaBaM JOCTYyIIa AJI1 YTCHUA U
3aIllMCHU K dKpaHaM, OTHOCAIINUMCS K YCTpOﬁCTBy. (DyHKLII/II/I AIAMHUHHUCTPATOPA, TAKHUEC KaK YIIPABJICHUC
ceaHcaMu B MeHIO «be3onacHoCTb» 1 «BpaHL[May3p» B MCHIO (()KypHaJ'H:I», 336J'IOKI/IpOBaHLI.

WM nonp3oBarens 1o yMOIYaHUIO — device.
» Jlomp30BaTens C MpaBaMH TOJbLKO YTeHHUs 007IaaeT CIeIyoM OTPaHNICHHBIM JJOCTYTIOM:
— JlocTyn TosibKO Yepe3 nHTepdeic moIbp30BaTels.

— JlocTyn K TeM e MEHIO, UTO U JUIs II0JIb30BaTelisl YCTPOWCTBA, OIMCAHHOTO BBILIE, HO Oe3
BO3MOXXHOCTH U3MEHEHUSI HACTPOEK, YIPABICHUS yCTPOUCTBAMHU, YAAJICHUS JaHHBIX WIH
HCIIOJIb30BaHUS NTapaMeTpoB nepenaud (aiinos. CchblUIKM HA TapaMeTpbl KOH(QUTypalun
oroOpaxarorcsi, Ho HeakTuBHBI. (IIpu oToOpaskeHny KypHaIOB COOBITHH U JAHHBIX KHOIIKA
OYMCTKH JKypHajia Ul JaHHOTO [0JIb30BaTeNsl He 0TOOpaxaeTcsl.)

ITo yMosuaHuUIO B KaY€CTBE UMEHU MOJIb30BATEIIS UCIIOJB3YETCSl 3HAUEHHUE readonly.

* Tlomp30Barenb ¢ MpaBaMHU TOJBKO CeTh MOXKET BEITIOTHATE BXOJ TOJHKO C TIOMOIIKLI0 BeO-uHTepdeiica
oJIb30Bares u uaTepdeiica komanaHoi ctpoku (Telnet/SSH, a He mociaenoBarensHEIH OPT). VMs
MOJIL30BATEINS U TTAPOJIh TI0 YMOTYAHUIO OTCYTCTBYIOT.

3aﬂaﬁTC CBOHM 3HAYCHUA UMCHMU I10JIb30BaTCIsl U naponeﬁ JJIA YUCTHBIX 3anucei. MiMs nojb3oBarens u
apoJin, UCIOJIb3yEMbIC 110 YMOJIYAaHUIO, YKa3aHbl B JOKYMCHTAIIUU U ITIO3TOMY HE 00€eCreynBaroT
HHMKAKOMN 3allIUTHI.
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B Bepcumn 6.8.0 no YMOJIHaHUKO yYEeTHbIE 3anncn agMMHNUCTPaTopa, Nofb3oBaTtens yCTpOVICTBa,
nonb3oBartensa C npaBaMun «TOJNTbKO O5d YTeHUA» KU Nonb3oBaTtena C OCTYNOM «TOJIbKO K CETU»
OTKMOYEHbI. VX Henb3sa aKTMBMpoBaTb A0 TeX Nop, NoKa naposib no ymondyaHuio ana yquH0|7|
3anucu cynepnonb3oBaTens (apc) He 6y/:|,eT N3MEHEH.

Hudopmanuio no Ha3HAYECHUIO u JUIsl YIETHOH 3aMucH
aZIMHHMCTPATOPA, [10JIb30BATENS yCTPOICTBA U MIOIB30BATEIIS C [IPaBaMH TOJIBKO IJIS1 YTEHUS CM.
B paszene «JIokanpHbIE OIB30BATENN.

BoccTtaHoBneHune yTepssHHOro napons

Jns noctymna k naTepdheiicy KOMaHIHOW CTPOKH MOXHO MCTIONB30BaTh JJOKAIBHBIA KOMIIBIOTED,
MOJIKJIFOYEHHBIN K MocienoBareibHoMy nopty Ha [ICY 2.

1.

BBI6epI/IT6 HOCJ'IC,I[OBaTCJ'IBHLIfI IIOPT Ha JIOKAJIbBHOM KOMIIBXOTEPEC U OTKIIFOYHUTE CJ'Iy>K6y, KOTOpas
HCIIOJIB3YCT 3TOT OPT.

[TogcoenuuuTe MpuIaracMelii Kabenb Nocae0BaTenbHOro HHTepdeiica (HoMep KOMIOHEHTa
940-0299) k BEIOpaHHOMY TIOPTY KOMITbIOTEpPA M K IOPTYy HacTpoiiku Ha [ICY 2.

3amycTuTe Ha KOMITBIOTEPE MPOrpamMMy SMYIISK TepMuHana (Hanpumep, HyperTerminal, Tera Term
umu PuTTY) u macTpoiiTe crnemyromuye napaMmeTpsl sl BRIOPaHHOTO MOpTa: CKOPOCTH Nepeaadn
9600 6uTt/c, 8 OUT maHHBIX, 6e3 MPOBEPKH YETHOCTH, | CTOMOBHIN OUT, 6€3 KOHTPOJIS MTOTOKA.

Haxxmute kaBumry ENTER (TTpy HEOOXOIMMOCTH HECKOJIBKO pa3) [T BBIBOJA 3aipoca Ha BBOJ
(Mms monb3osarens). Ecnu 3anpoc Ha BBOX He oToOpaxaercs, yoequrech B TOM, YTO:

— IMOPT MOCJICAOBATCIBHOI'O BBOJAA-BbIBOJAd HC NCIIOJIB3YETCS APYTUM IIPUITIOKCHUCM
— HapaMeTpbl TCpMHUHAJIA COOTBECTCTBYIOT IapaMCTpaM, YKa3aHHBIM B OII€paliunu 3;
- COOTBGTCTBYIOHII/II;'I Ka0eIb HCIIOJIB3YCTC, KaK YKa3aHO B OlI€paliun 2.

Haxwure knasumry Reset (Copocuts). Maankarop «CocTossHuE) HAYHET TOOYEPETHO MUTATh
CIICAYIOIIMMH LIBETAMU: OPAHXXEBBIH U 3eeHbli. [loka MuraeT HHANKATOp, HE3aMEIIUTEIIEHO
Ha)xXMHTe KinaBuiry Reset eme pas /11 BpeMEHHOTO BO3Bpara 3HauU€HH 110 YMOIYAHUIO A1 UMEHU
MOJIb30BATEINS U IapoJIsl.

Haxxmurte HeCKONBKO pa3 KiIaBHIy ENTER JUIsl IOBTOPHOTO OTOOpaXKEHHS 3armpoca , 3aTeM
YKKUTE 3HAUCHUE apc¢ (3HAUYEHHUE TI0 YMOTYAHHIO) B KAUYECTBE UMEHH TI0Nb30BaTels u napodis. (Eciau
MTOCJIE TIOBTOPHOTO OTOOPaXKEHHS 3aIpoca Ha BBOJ 3HAUEHUS MpoIieAypa BX0a 3aHIMAaeT
cBhImie 30 ceKyHII, HEOOXOAMMO ITOBTOPUTH IEUCTBHE 5 ¥ MPOTIETYPY BXO/A.)

B unTepdetice koMaHTHOW CTPOKH IJI N3MEHECHHS ITapaMeTpa (ITaposp), KOTOPEII Ha
JTAHHOM JTarle UMeeT 3HAYeHHE apc, UCTIONB3YHTE CIEMYIOIINe KOMaH IbI:

user -n <uMsA IIOJIb30BaTeEJIA> —pw <napom: [IoJib30BaTEJIA>
Hanpumep, atoOb1 n3MeHUTH Mapoib Ha XY Z, BBEIUTE:
user -n apc -pw XYZ

[Tpu 71066IX M3MEHEHHSIX YYETHOH 3aIiCH TI0Ih30BaTENST HEOOXOINMO YKa3aTh Mapoilb
MPUBWIETHPOBAHHOTO MOIb30BaTeNs.JlONOIHUTENBHEIE CBEJIEHNA CM. B pa3zaene «[lomp3oBarens»
PYKOBOJICTBA 10 HHTepdeiicy komanaHoi crpoku [ICY.

B nensix 6€301macHOCTH MOKHO OTKIIIOUHUTh YUETHYIO 3alMCh IPUBHIIETUPOBAHHOTO
nojip3oBarens. YToObl MPOBEPHUTH, YTO YUeTHAs 3aIIKCh TPUBHIIETUPOBAHHOTO
MIOJIb30BATENsl BKIIIOYECHA, BBEAUTE!

user —n <uMMA II0JIL30BaATEJIA>

[Tpu oToOpaskenun coodmeHust Access: Disabled (HocTym 3ampenier) MOXHO
CHOBA BKJIIOYUTH [TPUBUIIETHPOBAHHOTO MOIB30BATEIIS, BBEIS CICAYIONIYI0 KOMAHITY:

user -n <uMs IIOJIB30BaTeya> —-e enable
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8. s BBIXO/A U3 CHCTEMBI BBEAUTE quit WK exit, MOAKIIOYNTE paHEE OTCOCAMHEHHEIN Kabelb
MOCJICA0BATEILHOIO MHTEP(Eiica U TOBTOPHO 3aIyCTUTE OTKIIIOUCHHYO CITYkKOY.

NMepepHan naHenb (AP9630)
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KomnoHeHT OnucaHue
1 TTonxmouaet IICY K TOKaTbHOMY KOMITBIOTEPY € TIOMOIIBIO KaOest
KonconpHbIiH nocyezoBaTeIbHOTo HHTepdeiica (Homep kommorenTa APC 940-0299) st

[IOCJIE0BATENbHBIN IIOPT

HACTPONKH UCXOIHBIX ITApaMEeTPOB CETH MITH JJISI IOCTyTIa K HHTepdeiicy
KOMAaHIHOM CTPOKHU.

2 | Pasbem 10/100 Base-T

TTopximrouaer IICY k cetn Ethernet.

3 Kuomnka copoca

OcymectaisieT copoc uHTEepdeiica cereBoro ynpasneHus. [Ipumedanune. 31o
HE BJIMSET Ha BBIXOJHYIO MOIIIHOCTh YCTPOMCTBA, B KOTOpOM ycraHosineHa [ICY.

4 MuaukaTop akTHBHOCTH
cetu Link-RX/TX (10/100)

Cwm. pasgen «Munnkarop aktuBHOCTH ceTr Link-RX/TX (10/100)».

5 I/IHZ[I/IKaTOp COCTOSAHHUA

CwM. pasaei ((I/IHﬂI/IKaTOp COCTOSAHMUSD).

NMepepHan naHenb (AP9631)
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KomnoHeHT OnucaHue
1 Mudopmarmro o oonosnenuto npommBky [ICY cM. B pasnene «Ilepenada
[opter USB (haitroBy, a mHpOpMarro 1o o0HoBIeHHIo npomuBky MBI cm. B pasmene
«O6noBnenue npommBky MBI ¢ ycrpoiictBa USB (Tomsko AP9631 wm AP9635)».
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KomnoHeHT

OnucaHue

3 ‘YHuBepcanbHble TOPTHI
BBOJZIa-BBIBOZA

K yHuBepcambHOMY MOPTY BBOZA-BbIBOJIA | MOAKIIOYAIOT IaTYUKH
TEMITepaTypbl WM AATYMKH TEMIeparypbl u BIakHocTH. K mopry 2
MOJKIIIOYAIOT Pa3beMBbI JOMOIHUTENBHOTO PEIEHHOrO BBOJA-BbIBOAA.
JlonosHUTENBHBII peneiHbIi BBOJI-BBIBOJL IMEET /B BXOIHBIX KOHTAKTa U OJTHO
BBIXO/IHOE pelle.

Paszvem 10/100 Base-T

TTopxmrouaer IICY & cetn Ethernet.

5 Knormka copoca

OcymectsiseT copoc naTepdeiica cereBoro ynpapneHus. [Ipumeuanue. I1o
HE BIUSET Ha BRIXOAHYIO MOIIIHOCTH YCTPOICTBA, B KOTOpoM ycTaHoBieHa [ICY.

KoncompnbIi
MOCJIeI0BATEIbHBIN TOPT

[oaxmouaer [ICY k 10KaJIbHOMY KOMIIBIOTEPY C TIOMOIIBIO KaOeIs
nocnenoBarensHoro nHTEpdetica (Homep komnoHneHTa APC 940-0299) mns
HACTPOWKH MCXOIHBIX MTAPaMETPOB CETH I JUIA JOCTyIa K HHTepdeicy
KOMaHAHOM CTPOKH.

7 | VInauKaTop akTHBHOCTH
cetu Link-RX/TX (10/100)

Cwm. pasgen «Mannkarop aktuBHOCTH ceTr Link-RX/TX (10/100)».

8 I/IH,HI/IKaTOp COCTOSAHHMA

CBGTOI[I/IOI[HHﬁ HWHAUKATOP SBJIACTCA HCTOYHHUKOM CBETA. Cm. pazaen
«I/IH,HI/IKEITOp COCTOSAHMUSD).

NMepepHan naHenb (AP9635)
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KomnoHeHT

OnucaHue

ITopter USB

Hudopmaruro mo obHosienuto npormmBku [ICY cM. B pazaene «[lepenaua
¢aiinosy, a HpOpMaryio o ooGHosieHHo pormBku MBI cM. B paznene
«O6nosnenue npormsku UBII ¢ ycrpoiictea USB (Tonbko AP9631 mm AP9635)».

‘YHuBepcCalbHbII OPT
BBOJIa-BBIBOJIA

Hcnonp3yeTcs 1Sl NOAKIIOYEHNS] BHEIIHUX JAaTYMKOB K IJIaTE€ CETEBOTO
ynpasiesus (IICY).

MO>HO MOAKITIOYHUTh AATIUK TEMIEPaTyphl, TaTIUK TEMIIEPATypPhl/BIaXKHOCTH
WUJIM pa3beM JOMOIHUTENBHOTO PENeiHOro BBO1a-BbIBO/IA. [|ONOIHUTEIBHBIN
peneiHbIil BBOA-BBIBOJ UMEET JIBa BXOJHBIX KOHTAKTa U OJJHO BBIXOJJHOE pelie.

ITopt Mmonema

[onxirounte kabens RJ-11 k mopTy Momema 1yist MOy deHus JOCTyIa K HHTepdercy
KOMaHJTHOH CTPOKH depe3 TelaeGOHHYFO JIMHUIO s yrpaBieHus onHodaszHeiM VBT
Smart-UPS® 1 MBI Moneru Symmetra™ 1o BcrioMorareabHOMY KaHay.
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KomnoHeHT

OnucaHue

Pasrem Modbus

HUcnonssyercs ast nogxtouenust IICY k cucreme aucneTyepu3aiu HHXKEHEPHOTO
o6opynosanus (Building Management System — BMS). B komruiekT BXoaT aBa
IITBIPEBBIX pa3beMa st KIIEMMHOM KopoOku (Homep komrioreHTa: 730-0532).
[ura Modbus momaepxwuBaetcs it oqaodasHex MBI Smart-UPS® u UBII
MOJIENN Symmetra® nipu ycranosierHo# [ICY ¢ MukporporpaMMHBIM
obecriedeHreM Bepcur 6.4 WM BBIILIE, 8 TAKXKE IPH MCTIONB30BaHUH TIPUIIOKEHHS
Smart-UPS/Symmetra.

IIpumeuanue. Yto6s1 npoBeputs coBMectiMocth MBIT ¢ Modbus, obparurecs k
noxkymenTtauu o UBIL

Paszvem 10/100 Base-T

TTonxmrouaer IICY k cetu Ethernet.

Kaomnka copoca

Ocymectsisier copoc unTepdeiica cereporo ynpapienus. [Ipumedanne. 31o He
BJIHSIET Ha BBIXOIHYIO MOIITHOCTH YCTPOMCTBA, B KOTOpOM ycTaHoBieHa [ICY.

KoncomapHEbIH
MTOCIICIOBATEIEHBIA TIOPT

Honxmrouaer [ICY K 10KaTbHOMY KOMITBIOTEPY C MOMOIIBIO KaOes
rocienoBarebHoro HHTepdeiica (Homep komrnoneHTa APC 940-0299) st
HACTPOMKH UCXOJHBIX NTApaMETPOB CETH HIIH IS IOCTyNa K HHTepdeicy
KOMaHIHOW CTPOKH.

8 MupukaTop akTUBHOCTU
ceru Link-RX/TX (10/100)

Cwm. pazaen «Muaukarop akriuBHoctu cet Link-RX/TX (10/100)»

9 WNHpaukaTop cocTosHUA

CBeTOMMOMHBIN WHINKATOP SBISETCS HICTOUHUKOM cBeTa. CM. paszen
«HauKaTop COCTOSTHUS.

OnuncaHve nHom KaTOpOB COCTOAHUA

Uuan KaTop COCTOAHUSA

DTOT CBETOMMOAHBIN HHIUKATOP yKa3biBaeT coctosinue [ICY.

CocroaHue OnucaHue

BhIKIIOUEH * [Inara cereBoro ynpapicHHS padOTaeT HEMPABUIEHO. YOCAUTECH, UTO IIJIaTa
CETEBOTI0 yMpaBJicHHs MPAaBUIBHO yCTaHOBJICHA B pazbeM SmartSlot na UBII. Eciu
WHIMKATOP HE BKIIIOYAETCS, MOXKET MOTPEOOBAThHCS TOMOTHUTENbHOE YCTPAHEHNE
npo6iueM. JlononHUTENbHBIE CBEICHNS CM. B pasziesie « YCTpaHeHue mpooiem».

BosMoxna OJlHa U3 CJICAYIOHNX CHTyaHHﬁI

* Ha rutaty cereBoro ympaBieHHs HE OAAETCS BXOAHOE ITUTaHHE.

HenpepsiBHblit
3eJIeHbII

[Tapamerpsr TCP/IP B rutare ceTeBOro ynpaBlIeHHs 3a/laHbl IPABHIIBHO.
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CocTosiHune OnucaHue

B miare ceteBoro ynpasieHus oOHapyKeHa alnaparHas HeucrpaBHoCTb. OOpaTuTech
B CIIy’KOy TeXxHUUYeCcKoi mopnepxku. CM. paszuen «ImobaipHas ciiy)x0a TeXHUYECKON
noanepxkn kommanun APC koprniopanuu Schneider Electricy.

HenpepoiBHblii
OpaHXEBBIN

Muraromuii 3eieHslid | B 1muare ceteBoro ynpasieHHUs! HEMPaBUIBLHO 3aJaHbl TapaMeTpPbl TCP/IP.!

Muraromui I1CY naxomurcs B pexxume Bootmonitor. /lononHUTENbHBIE CBEIEHNS CM. B pa3Jiesie
OpaHXEBbIN «Daiipl MOLLYI€¥ MUKPOIIPOTPaMMBbD».

ITonepemenHo Ecnu cBeToquOHBIN HHIUKATOP MUTAeT ¢ Hu3koi yactoToil, [ICY BeImonHsgeT
MUTaIOIINUK 3€1eHbIN 3a1pOChl DHCP?.!

U OpaHXEBbII Ecnu cBeToqMOMHBIN MHIMKATOP MUTAET YacTo, TO BeIMoHseTcs 3amyck [ICY.

1. Eciin cepsep BOOTP nnin DHCP ne ncnons3yeres, 1uist Hactpoiiku napamerpoB TCP/IP TICY cwm.
«PyKOBOJICTBO 1O YCTaHOBKE IIJIaTHl CETEBOTO YIIPABICHHSD» Ha BeO-caiiTe W B IIeYaTHOM (opmare.

2. O6 ucnonn3oBannu cepBepa DHCP cm. paszaen «Ilapamerpst orBetoB DHCP».

MupgukaTop aktuBHocTh cetn Link-RX/TX (10/100)

DTOT CBETOMOHBIN HHIUKATOP yKa3biBaeT cocrosinue cetu [ICY.

CocrtosiHue OnucaHue

Bo3MmoxHa 07jHA U3 CIIEAYIOIUX CUTYallMI:
* Ha nnaTy ceTeBoro ymnpasieHus He IOJAETCS BXOAHOE ITUTaHHE.
» OTKJIIOUCH WK HeuclpaBeH kabeins, coenuustomuii [ICY ¢ cetsio.
BrIKIIOueH * OTKITIOYEHO WM HENIPAaBIIIBHO paboTaeT ycTpoiicTso, coemuustomiee [ICY ¢ cetsio.

* [ICVY paboraeT HenpaBmIbHO. YOEeqUTECh, UTO IIJIaTa CETEBOTO YIIPaBICHUS
NIPaBUJILHO ycTaHOBIIEHA B pazbeM SmartSlot Ha MBI, Ecnu unnukarop He
BKJIFOYAETCsI, MOXKET IIOTPEOOBATHCS JOIOJIIHUTEILHOE YCTPaHEHHE MTPOo0IeM.
JlononHuTEeNEHBIE CBENICHNS CM. B pasziese « YCTpaHeHue mpoliem».

HenpepsiBHblit [1CY noakiroyeHa Kk ceTr, KoTopast paboTaet co ckopocTbio nepenadn 10 meradur
3eJIeHBIN B cekyHxy (Mobut/c).

HenpepsiBHblit [1CY noakiroyeHa Kk ceTu, KoTopast paboTaeT co CKOpocTbio nepenadn 10 meradur B
OpaHKEeBBIN cexyHxy (Mout/c).

Muraromuii 3eneHbli [ICY npuHMMaeT Wik nepeAaeT MakeThl JaHHBIX CO CKOpOCThIo nepeaaun 10 Mout/c.
Muraromui

[ICY npruHMMaeT Wiy IepeiacT MakeThl JaHHBIX CO CKOPOCThIO nepenadn 100 Mowurt/c.

OpaHKEeBBIN

PYHKLUM 3aLLUTDI

O630p

Jlnst oOHApy»KEeHHSI BHYTPEHHUX HEUCIIPABHOCTEH U BOCCTAHOBJICHHSI pab0Yero COCTOSHHS ITOCIIE BO3ICHCTRUS
HEMPEeIyCMOTPEHHBIX BXOAHBIX cHrHaioB B IICY 2 ucronb3yeTcst BHyTPEHHHI 0OIIECHCTEMHBIN MEXaHU3M
3anuThel. [IpH mepe3anycke mociie BHyTPEHHETO cO0s B KYPHAT PETHCTPAIIUK COOBITHIA 3aITMChIBACTCSI
coObITHE
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MexaHu3m ceteBoro uHtepcenca Watchdog

[ICVY 2 nucnonb3yeT cpelcTsa 3aluThl, YTOOBI 00€30MacuTh ce0sl OT CUTYaIl|H, KOT/Ia JOCTYII K CETH
HeBo3MokeH. Hammpumep, eciut [ICY 2 He noywaet u3 cetn Tpaduka B TedeHUe 9,5 MUHYTHI (TIpSIMOTO
Tpaduka Tuna SNMP wimn mmpokomonocHoro Tpaduka, TAKOTo Kak 3arpoc MPOTOKOIa pa3penieHnus aapecoB
[ARP]), To cunraercs, uto cOo0il nponsonien BHyTpHu HHTepdeiica ceTn, U MPOUCXOANT Tepe3aIrycK.

COpoc Tanmepa cetm

Uto068sI ipenoTBpaTuTh niepe3anyck IICY 2 mocie oTCyTCTBHS CETEBOM aKTHBHOCTH B TEUCHHE 9,5 MUHYTHI,
[ICY 2 xaxaple 4,5 MUHYTBI IBITAETCS CBA3ATHCS CO LILTI030M IO yMon4yaHuto. [Ipyu Hanuuuu nuiro3a o
orBevaeT IICY 2, 1 3TOT OTBETHBIN cUrHai nepesamyckaer TaiMep Ha 9,5 MunyTsl. Ecniu 11 Baiero
MPUIOKEHHUS 1ILUTI03 HE TpeOyeTcsl Wil OTCYTCTBYeT, yKaxkute [P-aapec komnbrorepa, paboTaromiero B CeTH U
Haxofsuerocs: B Toi ke nojceru. CereBoid TpauK OT 3TOr0 KoMIbloTepa OyaeT copachiBaTh 9,5-MUHY THBIH
TaiiMep AOCTaTOYHO YacTo I MpeaoTBpalieHus nepesamycka [ICY 2.

ABTOMaTM4YeCKUIN BbIXOA U3 CUCTEMbI

[To ymMouaHUIO MOJIB30BaTEI AaBTOMATHYECKU BBIXOAAT U3 BeO-uHTepdeiica u naTepderica KoMmaH1HON
crpoku IICY nmocie 3 MUHYT OTCYTCTBHS aKTUBHOCTH. BpeMst BEIXO/a U3 CETH 10 YMOTYAHHUIO JJIS KaXKI0TO
TTOJIE30BATENSI MOXKHO HACTPOUTH C TIOMOIIBIO BeO-mHTEpdetica:

Kondurypauus > bezonacuoctsb > JlokajibHble M0J1b30BaTeH > YIIpaBjieHue.
— llenkHATE TUTIEPCCHUTKY MMEHU TIOJIB30BaTENsl YUETHOH 3aIicH, KOTOPYIO HYXKHO H3MEHHTb.

— B meHro <<HpeBBIHI€HO BpEM: OXKUAaHUsI CEaHCa» U3MCHUTE BpEMS B MUHYTaXx.

ABTOMaTHUUYECKUI BbIXOA, MpoaonKNTenbHOCTb
M3 cucTembl (muH.)

Hactpoiixu o ymonganuto | 3

MuHumMyM 1

Makcumym 60 (1 gac)
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Beb-nHtepdgenc nonb3oBarens

BBeaeHue

O630p

Be06-untepdetic monp3oBaTens NpegocTaBisieT napameTpsl st ynpasinenus MBI u mnaroli cereBoro
ynpasieaus UBII 2 (IICY 2), a Takxe cpeactsa mpocmotpa coctosuust MBI

Cwm. paznen «OxpaH BeO-I0CTya», B KOTOPOM IMPUBOASTCS CBEICHUS O BBIOOPE, BKIIIOUEHHH U
OTKITIOYEHUH TIPOTOKOJIOB, YIPABIISIOMIAX TOCTYIIOM K HHTEpQEICy Mmoib30BaTens, a Takxe 00
OIpeesICHUHU TIOPTOB CETEBOr0 MHTepdeiica BeO-cepBepa U1l IPOTOKOJIOB.

NMoppnepxnBaemblie Be6-6pay3sepbl

Hns nocryna x IICY uepes ee cereBoii mHTEpQEiic MONB30BaTENsI MOKHO HUCIIONB30BaTh MOCIIETHIOI0 BEPCHIO
Microsoft® Internet Explorer® (IE) unmu Edge®, Google® Chrome®, Apple Safari® wim Mozilla® Firefox®.
[omolinyT M Ipyrue pacrpocTpaHeHHbIe Opay3ephl M BEpCHH Opay3epoB, HO OHH He OBUTH TIIATETHLHO
MPOTECTUPOBAHBI.
[ICY He MOKeT paboTaTh ¢ IpoKcu-cepBepoM. [lepen ucmonszoBanuem Opaysepa Uit AOCTyNa K
MoJIb30BaTeIbckoMy uHTEpdeiicy [ICY HE0OXOMUMO BBITIOIHUTE CIICAYIONIUE JICHCTBUS:

* Hacrpolite Opay3ep Ha OTKIIOUEHHE IPOKCH-CEPBEPa AJIS MJIaThl CETEBOro ynpasieHus [ICY.

* Hacrpotite mpokcu-cepsep, 9T00BI OH He 00padarpiBan ykazaHusli [P-aapec TICY.

Bxopn B cucrtemy

O630p

MosxHo ucnonbs3oBarh goMeHHoe uMst DNS unu cuctemnslii [P-anpec TICY ans URL-anpeca nntepdeiica
noJsib3oBarens. [ Bxona B cucTeMy MCIONb3yHTE 3aBUCSIIEE OT PETUCTPa UMsI ITOIb30BATENs U apob.
WM monp3oBarens 0 yMOTYaHHIO 3aBHCHT OT THIIA YYETHOH 3aIUCH:

*  apc Ui aIMHHHUCTpATOpa U MPUBUIETHPOBAHHOTO TOIH30BATENS.
* device I OJNB30BATEIsl YCTPOHUCTBA.
* readonly JUIs TOJIB30BATENs C IPABAMHU TOJIBKO JUISl YTEHHUS.

JIms 5THX Tpex TUIOB YYETHBIX 3aMrceil apoib 10 YMOTYAHUIO apc. 3HAYSHHE M0 YMOIYAHHIO JUIS THTIA
YYETHOM 3aITMCH «TOJIBKO CETh» OTCYTCTBYeT. CM. Tarkke « TUIIBI yUeTHBIX 3amuceii.

Cm. pasaci <<I[06aBJ'I€HI/I€ N U3MCHCHHC S3BIKOBBIX ITAKCTOB)).

Ecmm nporokon HTTPS srurouen, [ICY coznaer coOcTBeHHBIH cepTrdukar. IToT ceprudurar
comacyercs ¢ MeTofaMu mudposanus opaysepa. bonee nongpoOHO cM. B «PykoBoxcTse 1o
Oe3omacHOCTH» Ha BeO-caiite

®PopmaTtbl URL-agpeca
Ha6epute umsa DNS numm [P-anpec TICY B mone URL-aapeca Be6-Opay3epa n HaxkmuTe ENTER. [Ipn ykazanuu

nopTa BeO-cepBepa, OTIIMYHOTO OT UCIIONIB3YeMOro 1o yMordanuto, B mojie URL-anpeca o6o3pesarens Internet
Explorer HeoOXoauMo 100aBUTh K HEMY http:// WM https://.
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PacnpocTpaHeHHble coobueHusi 06 owmbkax B 0603peBaTensax npum BXoae B CUCTEMY.

CoobuweHue 06 owmnbke

Bbpaysep

NpuunHa own6KKU

«This page cannot be displayed.» (He ynaetcst orobpa3zuthb
JAHHYIO CTpaHUILY.)

Internet Explorer

«Unable to connect.» (He ynaercst yctaHOBUTB
COeJIMHEHHE. )

Firefox, Chrome

WnTepHer-noctyn
HeBo3MoxkeH, uimn URL-

aapecC yKa3aH HENIPaBUIIBHO.

Mpumepsl cpopmaTta URL. Cwm. takke «Dkpan Hactpoek TCP/IP mist IPv6y.

Mpumep n pexxum pgocrtyna

®dopmar URL

DNS-umsa Webl

HTTP

http://Webl

HTTPS

https://Webl

o ymorganuto (80)

IP-anmpec cucremsr 139.225.6.133 u mopT BeO-cepBepa

HTTP

http://139.225.6.133

HTTPS

https://139.225.6.133

He 1o ymordanuto (5000)

IP-ampec cucremsr 139.225.6.133 u nopt Beb-cepBepa

HTTP

http://139.225.6.133:5000

HTTPS

http://139.225.6.133:5000

nopt BeG-cepBepa He 1o ymomdanuio (5000)

Anpec IPv6 cuctemsr 2001:db8:1:2c0:b7£f£f:£fe00:1100 u

HTTP

http://

[2001:db8:1:2c0:b7ff:£fe00:

110071 :5000

NMepBoe nogkno4vyeHne

B Bepcun 6.8.0 ipu mepBoM BXone B ceTeBoit nHTepdeiic momp3oBarers [ICY Bam Oyaet mpemtokeHo
W3MEHHUTH MapoJib 0 YMOYAHHUIO JUUIS YUETHOM 3alKcH cynepronb3oBatens (apc) . [locne Bxona BeI Oynere
nepeHarnpaBiieHbl B OKHO 0030pa cocTostHus npoTtokona (Protocol Status Overview). Ha skpane conepxurcs

I/IH(i)OpMa]_[I/Iﬂ 0 BCCX CUCTCMHBLIX IMPOTOKOJIAX U UX TCKYHIUX 3HAYCHUAX (HaanMep, BKJIIOYCH/ BI:IKJ'IIO‘ICH).

MOo)XHO BEpHYTBHCS Ha 3TOT 3KpaH M03Ke, UCToNb3y4 cienyoomuil myts: Hacrpoiika (Configuration) > Cetb

(Network) > CBoaka (Summary).
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[JJoMawHun 3KpaH

0630p
MyTb: Hayano

Ha skpane Hauasio untepgeiica MOXXHO MPOCMATPUBaTh aKTHBHBIE CUTHAJIBI TPEBOTH M [TOCIIETHIE COOBITHS,
3alicaHHbIe B )KYpHAIe COOBITHH.

OuH WM HECKOJIBKO 3HAYKOB BMECTE C COITPOBOANTEIHLHBIM TEKCTOM YKA3BbIBAIOT HA TEKyIIee padodee
cocrosuue UBII:

O6o03HaueHne | OnucaHue

Het curnasioB TpeBoru: curHains! TpeBord orcytcrByiot; UBIT u IICY ¢gynkunonupyor
HOPMAaJbHO.

IIpenynpeskaenune: aBapuiHBIA CUTHAI TpeOyeT BHIMAaHU, TOCKOJIBKY HE YCTpaHEHHAs
BOBpeMS pobiieMa MOXKET IPUBECTH K MTOTEPEe AaHHBIX U Top4ye 000pyIoBaHNS.

KpunTuueckoe cocrosinue: KpUTHYECKUN aBapUitHbINA CUTHA, TPEOYIOIUIA HEMEIIEHHOTO
HIPUHSITHS MEP.

IR

B BepxHeM mpaBoM yriTy Ka)jI0ro SKpaHa Takue e 3Hauku coo0maroT o cocrossuuu WBIL. [Ipu Hamunuuu
JF000TO KPUTHYECKOTO VTN MPeaynpeInuTeJTbHOT0 CUTHAJIA TPEBOTH TaK)Ke 0TOOpakaeTCsl YNCI0 aKTHBHBIX
CUTHAJIOB TPEBOTU.

[l mpocMoTpa BCero xKypHana COOBITUH IIENKHUTE J0NoJIHHTeIbHbIE COOBLITHSI.

3Ha4YKU U CCbINKU

qTO6BI yCTaHOBI/ITL JIIO6OI>'I 3KpaH B KQUCCTBC JOMAIIIHECTO 31<paHa, 0T06pa>1<aeM0ro HpI/I BXOIC€ B CI/ICTCMy,
OTKpOfITC 3TOT 3KpaH N HICJIIKHUTEC 3HAYO0K - B BerHefI npaBoﬁ YacCTHu.

[{enxkuure @ , 4TOOBI BOCCTAHOBUTH O0TOOpaKeHUE JIOMAITHETO SKpaHa P BXOJIE B CUCTEMY.

B HmxHE 1€BOI YacTH KaXKA0H CTpaHUIIBI HHTepdeiica mpeayCMOTPEHBI TPX HaCTpanBaeMble CCHIUTKH Ha
roJie3HbIe BeO-caitTel. [1o ymomganwio 3t ccbutku coaepxkar URL-anpeca aiis ciaemyronux BeO-CTpaHmII:

* Ccpuka 1: cTpanuna 0a3bl 3HaHUI BeO-caiiTa C TI0JIe3HOH MHQOpMAIUeH 1Mo ITOUCKY
U YCTPaHEHUIO MPOOIIEM.

* Ccpuika 2: crpanuiia MHGOPMAIHMK 0 MPOAYKTAX BebO-caiiTa C COIPOBOIUTENBHON
uHpOpMaIHe o 000pyIOBaHUIO.

* Ccpuika 3: cTpaHuIa 3arpy3ku Beb-caiita C IOCTYITHBIM ITPOTPaAMMHBIM 00eCIIeUeHHEM
W MHKPOITPOTpaMMaMH.

[lepenacTtpoiika 3TUX CCBUIOK ONMCaHAa B paseiie «DKpaH KOHPUTYPUPOBAHHS CCHUIOKY.
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MoHuTopuHr UBI1: meHro «CocTosiHMe»

Mento «CocTosHHE» IPeaOCTaBISIET CBeIeHUs 0 TeKyleM coctosiHuu MBI u cetu.

MoskHo HacTpouts UBII 1 ceTh ¢ moMouipio napaMmeTpoB MeHI0 KoHpUrypauuu. CM. pasaessl
«Hacrpoiika napametpoB: 1» u «Hactpolika napameTpoB: 2».

CwMm. cienyromye pa3aeis:

¢ «UBII B MeHIO COCTOSHUS

* «BBon-BeiBog UBII B MeHI0 cTaTyca»

o «I pyHaIibl pO3€TOK B MCHIO COCTOSHU A

* «Cucrema Oarapeil B MEHIO CTaTyca»

*  «YHHUBEpPCAIBHBIN BBOMI-BEIBOJ B MEHIO «COCTOSTHHE»Y

¢  «CeTb B MCHIO COCTOSIHUS

NUBI1 B MeHI0 COCTOSAHUA

MyTb: CocTosiHne > UBI

3nech otobOpaxkatoTcs cBeaeHus o Harpyske MBI, 3apsiae 6arapen, HanpspKeHUU U ApYTas NoJe3Has

HHpOpMAIIHSL.

Mone

OnucaHue

IMocaexnnii nepexosn

[puurHa mocnenHero NepeKIroUeHHs Ha paboTy OT OaTapen (KpoMe MepeKIFUeHUs Py

Ha 0aTapero CaMOTECTUPOBAHUH).
Buytpennss
TeMmIeparypa Temneparypa sayTpu WBIIL

OcTrasuieecsi Bpems
aBTOHOMHOI1 padoThI

[pomomxurensHOCTs padoTs! UBII ot 6aTapen s moanep >kaHus CyIIeCTBYOMICH
Harpys3KH.

Bxon UBII

BxoaHoe HaIIPAKEHUE

Hanpspkenune nepemennoro toka (B), moixydaemoe MBII.

Bxognoe HanpsiskeHue
oaiimaca

Hanpsoxenue nepemenHoro Toka (B), nconezyemoe, xorna MBIT HaxoguTes B pesxume
Gaiiraca.
Ora ¢ynkius goctynHa He st Beex B

Boixonq UBII

BbIxogHoe HanpsizkeHue

Hanpsoxenue nepemennoro Toka (B), kotopoe mognepxkusaercst UBIT mist Harpy3ku.

Toxk Harpy3kmu

Tox (A), mogaBaeMblii BXOJAHBIM HaIPSDKEHUEM.

BrbixonHasi Harpyska

Harpy3ka momaercst Ha Kakayto (asy ¢ MOMOIIBIO HOAKIIOYEHHOT0 000pynoBaHus (KBA).

Brixognas
Harpyska (%)

Harpys3ka noznaetcst Ha kaxayto (a3y ¢ IOMOIIbIO IOJKIIOUEHHOT0 000pyJ0BaHHSA
B BHUJIE IOCTYITHOTO TIPOIIEHTHOTO 3HaueHus (KBA) 6e3 H30bITOuHOCTH.

BoixoaHast MomHocTh (%)

Harpys3ka noznaetcs Ha kaxayto (a3y ¢ IOMOIIbIO IOJKIIIOUEHHOT0 000pyJ0BaHHSA
B BHUJIE IOCTYITHOTO POLICHTHOTO 3HaueHHs (KBA).

BT Ha BBIXOAE

Harpyska UBII B Buze 1ocTynHOTO NpOLieHTHOTO 3Ha4eHus (BT).

BA Ha BbIXOge

Harpyska UBII B Buae gocTymHOro nponeHTHOro 3HaueHus (BA).

Koadduuuent nonesnoro
JIeHCTBUS HA BBIXO0/1€

IIponieHTHOE 3HaYE€HHE MOLITHOCTH Ha BXOJIE, TI0aBAEMOE HEMOCPEICTBEHHO HA HATPY3KY.
MomtHOCTE Ha BXO/I€ HE IOAAETCS Ha HAarpy3Ky, morpedisemyto MBII.

IMoTpedsieHue BLIXOAHOM
JIHEPruH

OHeprusi, McHoyb3yeMas Harpy3Koi, HaunHas ¢ MoMeHTa copoca napamerpos MBI Ha
3HAYEHUS 110 YMOJIYAHUIO.
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Mone

OnucaHue

EmkocTs 0aTapeu

IIponentHoe 3HaYeHNEe eMkocTh Oatapen WBII, noctymHoe s obecnieueHns
TTOIKITFOUEHHOTO 000PYIOBAHHS.

Hanpsixenue 0arapeu

HanpsokeHue mocTOSHHOTO TOKa Ha OaTapesx.

Buemnue 6arapeu

Yucno Oarapeii, monkmoueHHbix k MBI, kpome Bcex BHyTpeHHUX Oarapeii.

Crnenyromue napaMeTpsl JOCTYIHBI HE Ha Bcex ycTpoiicrBax MBII.

Mone

OnucaHue

HomunajibHoe
HamnpsikeHHe 6aTapeu

HomunansHas emMxocTh HanpspkeHus 6arapeit MBIL; HanpspkeHne TOCTOSITHHOTO TOKa,
KoTopoe baTapen JOKHBI obecnieunBath, korga MBI ucmons3yeT cBoro Gatapero 1t
BBIXOJJHOTO HAIPSDKEHHSL.

JeiicTBUuTe/ILHOE
HanpsKeHne
O0aTrapeiiHON MIMHBI

I[OCTyHHaH MOIIHOCTB IMMOCTOAHHOI'O TOKaA.

Tok ycTaBKH BHELIHEr0
Oarapeiinoro mkada

HopmupoBaHHbIe amnep-4achl (eMKOCTh Oatapeil) 6artapeiiHoro mmikada 1Jisi BHEIIHEro
OarapeiiHOro UCTOYHMKA MMATAHUS.

Barapeu

O6mee uncio 6atapeli (BHYTPEHHUX W BHEIITHUX ), BXOAAIUX B coctaB UBII.

HeucnpaBubie 6aTapen

KommgecTBo HencnpaBHBIX OaTapeii (OaTaper, KOTOpPBIE TOIKHBI OBITH 3aMECHEHB ).

Toxk 6arapen

Tok Ha BeIX0JIe OaTapeu.

Jara caenyromiei
3aMeHbI 0aTapen

Kax u my1s ycraHOBIIEHHBIX KOHTelHepoB Oatapeit MBI, mist 3aMeHbI 6aTapei cymiecTByer
camMas paHHSsl peKOMeHayeMas JaTa.

HNHTenieKkTyaabHbIH
MOAYJIb

Hudopmarus 06 HHTEIICKTYaTFHOM MOTyJie. DTy HH()OpMAaNnio (Bepcus
MHKPOITPOTpaMMBI, J]aTa TPOU3BOACTBA, CEPUIHBII HOMEP 1 BepCcHs 000PYI0BAHHS) MOTYT
3aIpOCHTH TPH 0OpAIIeHUH B IICHTP TeXHUUYecKoii moauepkku APC.

BxoaHoe HaIIPAKEHUE

Hampsixenue nepemennoro toka (B), moixygaemoe UBII.

BxogHoe HanpsizkeHue
Oaiinmaca

Hanpsoxenue nepemenHoro Toka (B), nconezyemoe, xorna MBI HaxoguTes B pesxxume
Gaitmaca.

Bxognast yactora

Yacrora (I'r) Hanpspkenus, norydaemoro UBII.

Yacrora

Oo6mras yactota (I'I1) A1 HANPSHKSHUS HA BXOJIC U HA BBIXOJIC.

Yacrora Oaiimaca

Yacrora (I'1) HanpspkeHwsI, Hcmoab3yeMoro pu Haxoxaenun VB B pexxume Gatinaca.

BrIxoaHo# TOK

Tox (A), mogaBaeMelii Ha HarpysKy.

BoixogHnas yacrora

Yacrota (I'11) BEIXOAHOTO HAIPSIKEHUSI.

MoLHOCTh HATPY3KHU

Harpyzka UBII B Buae 1ocTymHOro NponeHTHOro 3HaueHus (BT).

IlostHast MOIITHOCTH
HArpPy3KH

Harpyska UBII B Bune noctynHoro nponeHTHoro 3HadeHus (BA).
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Mone OnucaHue

Wndopmarust o Mmomyisix, ycranosineHHbIX B MBII. Oty undopmannio (Bepcus
Monyu MUKpPOIPOTpaMMBI, JaTa MPOU3BOJICTBA, CEPUITHBIN HOMEP U BepcHs 000pyI0BaHUSI) MOTYT
3aMpOCHTh MPH OOPAIICHUH B IICHTDP TeXHUYECKOH moiepkku APC.

Wudopmarus o CHIIOBBIX MOIYJISIX, ycTaHOBIEHHBIX B MBI OTa mHpOpMAaIms MoxeT

CuuoBoii moyJib N
oTpedoBaThCs MK 0OPAIIEHUHN B IEHTP TeXHU4Ieckon moauepxkn APC.

Beoa-BbiBoa UBIT B MeHIo cTaTyca

MyTb: Status (CtaTtyc) > UPS 1/0 (Beoa-BbiBog UBIM)

Ora QyHkuus goctynHa He ans Bcex UBII.

Brixoanoe pejie — 31ech 0TOOpaXaroTcs MHICKC, CTaTyC M PHYMHA JUIsl KaXJI0To pene. JlonoHuTebHbIe
CBEICHUS M YKa3aHMS TI0 HACTPOUKE BRIXOMHBIX pelie cM. B paznene «dkxpaH «Output Relaysy (Brixomasie pemne).

BxojHbIe KOHTAKTBLI — 371€Ch 0TOOPaXAIOTCA MHAEKC U CTaTyC KaKJOro KOHTaKTa.J{oMOIHUTENbHbIE CBEACHUS
W yKa3aHHs 10 HaCTPOMKE BXOJHBIX KOHTAKTOB cM. B pazaene «JkpaH «Input Contacts» (BXonHble KOHTAKTBI ).

pynnbl pO3eTOK B MEHKO COCTOSIHUS

MyTb: CocTosiHMe > pynnbl pO3eTOK

Ora hyrkims goctynHa He 1711 Beex MBI C ee moMoripio MOXHO MPOCMOTPETH CBEACHUS O COCTOSHUM BCEX TPYIII
posetok UBII. Cu. Taxoke ««I PpyIsl po3eToK» B MEHIO YIIPaBICHUD U ««I PYTIIIBI pO3ETOK» B MEHIO KOH(HUTYPALID).

Cuctema 6aTtapen B MeHIO cTaTyca

MyTb: Ctatyc > Cuctema 6aTtapewn

Ota pyuknms noctymHaa He 1 Beex MBI

Mone OnucaHue

Craryc cuctembl 6arapeii

HpOHeHTHOG 3HAUYCHUE CMKOCTHU 6aTapen I/IBH, JAOCTYITHOC ISl NOAACPIKaHUA

Cocrosinne 3apsiiKu
TTOIKITFOYEHHOTO 000PYIOBaHHS.

OcraBuieecst Bpemsi [pomomxurensHOCTh padoTs MBII oT GaTapeu i moaaep kaHusl CyIMIECTBYFOIICH
ABTOHOMHOI1 padoThI Harpys3ku.
Hanpsxenune

HOJIOKUTENLHOM IMHUHBL |y crpojicteo MBIT noaiepkuBaeT NoJI0KUTENLHOE H OTPULATELHOE HATIPSKEHHE
Oarapeii.

Hanpsxenune
OTPULIATEIbHOM IIIMHBI:
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Mone

OnucaHue

YuerHblii HOMep
3aMacHoOro KOHTelHepa
Oarapeu

Howmep mo xaTasnory, KOTOpbIi Hy’>KHO HCIIOJIb30BaTh IPH 3aMeHe KOHTelHepa OaTapen.

Komnuiex 6arapeii 1, 2...

Howmep xomriekta 6atapei, morydaeMblii METOJIOM BHYTPEHHEH HyMEpaIliH.

Cepuiinblii HoMep

CepuiiHblil HOMEp KOMITIEKTa 6aTapei.

ConepxuT JIF00BIE CHCTEMHBIE OIINOKHM KOMITIEKTOB OaTapei, BKIII0Yast HHNBHyalbHbIC

Cocrosinue .

omuOKN KoHTeHHepa. OMHOKH TPOTOKOIMPYIOTCS KaK COOBITHSL.

CocrosHrEe KOMIUIEKTa 6aTapeii, BKII0Yasi COCTOSHUS HHANBHUAYAIbHBIX KOHTEIHEPOB.
Craryc JlaHHOE 3HaYeHue cooOIIaeT, uTo OaTapest UCTIpaBHA, IPUOIKACTCS OKOHYAHHUE CPOKa

ciry kOBl OaTapen I CPOK CITyKObI OaTaper MPEBbIIIAET COOTBETCTBYIONIEE 3HAUCHHE
KoMIUTeKTa. OMUOKN MPOTOKOIMPYIOTCS KaK COOBITHSI.

[enxante «KommuekT Oatapeit 1, 2...», 9TOOBI OTKPBITH CTPAHUILY

Mone

OnucaHue

Cepuiinblii HoMep
(ecJ1u MPUCYTCTBYET)

CepwiiHblii HOMEp KOMIUIEKTa 6aTapei.

Bepcml MNPOIIUBKHA

Homep Bepcun komIiekra oarapei.

Temneparypa

Temnepatypa B oTceke OaTtapeii, KOTOpyIo NepeaeT JaTuuk.

CraTryc KOMILIeKTa

OmmoKH, OTHOCSIIHECS TOJIBKO K KOMIUICKTY OaTapeil, He BKII0Yasi THIUBHUIy aJIbHEIC
omuOKku KoHTeHHepa. OMMOKH MTPOTOKOIMPYIOTCS KaK COOBITHS U MOTYT COOOIIAaTh
CIIEAYIONIYI0 HH(POPMAITHIO:

* TeMIepaTypa BHE JHala30oHa

* 00IIIME OIMHUOKU

* OIITMOKM CBSA3U

* OTKJIFOUEHHAS CTOMKA KOMILJICKTa

* MEKPOIIPOrpaMMa HECOBMECTHMA C 000PYyIOBaHUEM

1 (eCIH IIPUCYTCTBYET)

CocTosinue

JaHHOE 3HaYeHHE YKa3bIBaeT, UTO Oarapes MCIIpaBHA, MPUOIIDKACTCS OKOHYaHUE CPOKa
CITy>kOBI OaTaper Wil W3MEepeHHbIC 3HAUeHHsI OaTaper YKa3bIBalOT O MPHOIKEHUN
OKOHYaHMSI CPOKa CIIYyKObI KOHTEHHEpA.

OummOKN NPOTOKOIMPYIOTCS KAK COOBITHSL.

Jara ycraHoBKHU

JlaTta yCTaHOBKH OTAEIBHBIX KOHTEHHEPOB. DTy 1aTy MOXKHO U3MEHUTb.

IIporunosupyemasi
JaTa 3aMeHbI

WBII BeranciseT Bpemst 3aMeHbI OaTapen.

Tlome BBIYHCIISICTCST HA OCHOBAHHH dTOM JaThl.

Craryc

3TO crenuanbHbIe JaHHBIC U KOHTeitHepa. OO0Ire OIMOKH KOMITIEKTa CM.
B BBIIICTIPUBEICHHOM TT0JIe «CTaTyCc KOMILICKTay. OIUOKH TPOTOKOIHPYIOTCS
KaK COOBITHSI U MOTYT COOOIIATH CIEAYIONIYIO HH(OPMALIUIO:

* OTKJIFOUEHHBIN KOHTEIHED
* TpeOyeTcs 3aMEeHUTh KOHTEHHEP
* CJIMIIIKOM BBICOKasl TEMIIEpaTypa KOHTEHHEepa: KpUTHIECKast

* CJIMIIIKOM BBICOKasl TEMIIEpaTypa KOHTeHHepa: mpeaynpexaeaue. Otodpaxaercs
0OBIYHO, HO HE BCEI/IA NMEPes KPUTHUECKIM COOOIIEHNEM.
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Cuctema 6arapeun ana ycrpoucts UBI mopnenu SRT

s nexoropeix yerpoiicts MBII ¢ mpedukcom SRT, ocHalIEHHBIX TUTHEBO-UOHHBIME OaTapesiMu, SKpaH

Battery System (Cucrema

Oarapeif) oTIMIaeTCI.

Mone

OnucaHue

Battery System Status (C

raryc cucreMbl 0arapeii)

State of Charge
(CocTosiHue 3apsiIKH)

[MpouenTtHoe 3Hauenue emxoctu 6arapen MBI, noctymHoe st noanepskanus
TIOIKITIOUYEHHOTO 000PYI0BaHMS.

Runtime Remaining
(OcraBuieecs Bpemst
ABTOHOMHOI1 padoThI)

IIponomxurenpHOCTh paboTsl MBIT oT 6aTapen amns mojaep:kaHus CyIecTBYIONICH
Harpy3Ku.

Battery Voltage
(Hanpsi:kenune 6arapen)

HaHpH)KCHI/Ie IIOCTOSAHHOI'O TOKAa Ha KOMIIJICKTEC 6aTapeI71.

Replacement Battery
Pack SKU (Yuerubiid
HOMep 3aMacHOro

KOMILIeKTa 6aTapeii)

Howmep 1o xaranory, KOTOpBIA Hy>KHO HCIIOJIb30BaTh P 3aMEHE KOMIUIEKTa OaTapeii.

Battery Pack Status (Craryc komiiekra 0arapeii)

Battery Pack 1,2
(Kommnuiext Garapeii 1, 2)

Howmep xomriekra OaTapei, morygaeMblii METOIOM BHYTPEHHEH HyMepamny.

Serial Number
(Cepmuiinblii HoMep)

CepuiiHblil HOMEp KOMITIEKTa 6aTapei.

Health (CocTosinue)

Bkirouaer B ce0st s1t00bIe OIIMOKK CHCTEMBI Oatapeii st KoMIuiekTa 6arapeit. Ommoxn
IIPOTOKOJIUPYIOTCS KaK COOBITHSL.

Status (Craryc)

Cratyc xomruiekta 6atapeid. JlaHHOe 3HaYeHNEe MOXET COO0IIaTh, YTO OaTapes UCTIpaBHa,
puOIIKaeTCs OKOHYaHUE CPOKa CIyKObI OaTapen Ui CPOK CIIyKObI OaTapen MpeBhIaeT
COOTBETCTBYIOIIIEE 3HAYCHNE KOMITIEKTa. OMIOKH MPOTOKOIUPYIOTCS KaK COOBITHSI.

[enxaure «Battery Pack
(Kommnekt 6aTapeii n).

1,2...» (Kommutexr 6arapeii 1,2...), 9T005I OTKPBITH cTpanuy Battery Pack n

Mone

OnucaHue

Battery Pack 1, 2 (KomnnekTt 6aTtapew 1, 2)

Serial Number
(CepuitHbI HOMeEP)
(ecnu npucyTcTByeT)

CepuiiHbin HOMep KomnnekTa 6aTtapen.

Firmware Revision
(Bepcus
MUKpoONporpaMmmbl)

Homep Bepcum komnnekta 6atapen.

Temperature
(TemnepaTtypa)

Temnepatypa B oTceke 6aTtapen, KOTOpylo NnepeaaeT AaTuKK.

Status (CraTtyc)

OwwnBKM, oTHocALMECH K KOMMNEKTY 6aTapei. ONGKM NPOTOKONMPYIOTCA Kak
cobbITUA 1 MOTYT co0bLLAaTh CrieaytoLLyo MHOPMaLWIo:

* TEeMnepaTypa BHe fuanasoHa

* 00LMe ownodKn

* OLLUMBKNM cBA3N

* OTKJTHOYEHHAsA CTOMKa KoMmekTa

* MUKpOMporpaMma HecoBMecTMMa ¢ obopynoBaHUEM

Health (CocTosiHue)

[aHHoe 3Ha4eHve MoxeT coobLaThk, 4To 6aTapes ucnpasHa, npubnuxaeTtcs
OKOH4YaHue cpoka cryx0bl 6aTapen nnm nsamepeHHble 3Ha4eHns baTapeu
yKa3blBalOT O NPMOMVKEHMN OKOHYaHUSA CpOKa Cry0bl kKomnnekTa 6aTapen.

OLWWNBKM NPOTOKONMPYIOTCA KaK COBbITUS.
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Mone OnucaHue

Installation Date

aTa yCTaHOBKM KOMMIeKkTa baTtapen. 3Ty AaTy MOXHO U3MEHUTD.
(AaTa ycTaHOBKM) fatay P y Aaty

Predicted
Replacement Date MBI BeluncnseT, korga notpebyeTcs 3ameHa 6atapei.
(MporHosupyemas Mone Health (CocTosiHue) BbIBOAWUTCA Ha OCHOBaHUU 3TOW AaThl.

[arta 3aMeHbl)

YHuBepcanbHbIU BBOA-BbIBOA B MeHIO «CocTosiHUe»

MyTb: CocTosiHMe > YHMBepcanbHbI BBOA-BbIBOA,

@ Ota pyuknms noctymHaa He 1 Beex MBI

TemmepaTypa u BJI2KHOCTH — 31€Ch OTOOpa)kaeTcs UMsl, COCTOSHHE TPEBOTH, TEMIIEparypa 1 BIaXKHOCTh
(ecnu moanepKuBaeTCs) sl Kaxk10ro naryuka. [llenkHuTe uMs gaTduKa, YTo00bl H3MEHUTD UM 1
MECTOTIOJIOKECHUE WM HACTPOUTH IOPOTOBBIE 3HAUYEHHS U TUCTEpe3nc. JJONOMHNUTENBHYI0 HH)OPMALIUIO CM.
B paszene «OkpaH «TemnepaTypa U BIaXKHOCTb»».

Bxonnbie KOHTaAKTHI — 31€Ch OTOOPAKACTCS HMSI, COCTOSTHIE TPEBOTH M COCTOSTHUE KKIOTO KOHTAKTA (OTKPBIT
WJTH 3aKPBIT). DTH JaHHBIC aBTOMATHUECKH TTOIYIAI0TCS ¥ OTOOPAKAIOTCS 3/1€Ch MPH YCTAaHOBKE YCTPOMCTBA IS
MOHHUTOPHHTA OKpY>katotieil cpernpl. LI{enkHuTe nMs BXOITHOTO KOHTAKTa JIsl TOTYYeHHs ITOAPOOHOTO OITUCAHWIS
COCTOSIHUSI WITH JIJTS1 HACTPOWKY 3HadeHuit. Eciii HacTpoiika KOHTAKTOB BBITIOHEHA, HO OHW HEAaKTHUBHEI, 3TH
JTAHHBIE 37IeCh He 0TOOpaXkatoTcst. JlonomHuTensHy o nH(pOpMaIio cM. B pasene «IKpaH « BXomHbIe KOHTAKTBI.

Brixoanoe pejie — 31ech 0TOOpaXkaeTcsi IMs M COCTOSTHUE KaXXI0TO pelie (OTKPBITO MITH 3aKPBITO). DTH
JTAaHHBIE aBTOMATHYECKH TOIYyYalOTCS U OTOOPayKaroTCs 3/1eCh IPH YCTaHOBKE YCTPOMCTBA [JIsi MOHUTOPHHTA
oKpyxaromei cpeapl. LllenkHuTe UMst BXOJHOTO KOHTAKTa AJIs TOyYESHHUs TIOPOOHOTO OMMCAHUS COCTOSTHUS
WM 17151 HACTPOHKH 3Ha4eHU. [[omoMHUTENbHY 0 HHPOPMAIIHIO CM. B paszelnie «KpaH «BbixomHoe pene»y.

[Tociaennue coOBITHSI B OKPYRAIONIET cpele — 3]1eCh 0TOOPaXKAIOTCS COOBITHS, OTHOCSIIIUECS K
MOHHTOPHUHTY OKPYKAOIIEH Cpeibl, HAIPUMEpP HAPYIICHUE IIOPOTa TeMIIepaTyphl UM COOOIICHUE C
NPENYNPEKICHUEM OTHOCUTEIIBHO BXOIHOIO KOHTAKTa MOHUTOpa OKpy Karoue cpensl. LI{enkHuTe cChuIKy
«JlomoHUTENBHBIE COOBITHS», YTOOBI YBUICTH MOMHBIN CIIMCOK HETABHUX COOBITHH.

CeTb B MEHIO COCTOSAHUA

MyTb: CocTosiHne > CeTb

Ha skpane cetu conepsxarcst Hactpoiiku [P, umenn nomena u nopra Ethernet. CBenenus 1o monsm cM.
B pazzene ««CeTh» B MEHIO KOHPUTYPALIUI».
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YnpaBsneHue UBII

DyHKIMK MEHIO YIIPABJICHUs MTO3BOJISIOT PEeIIPUHUMATh HEMEAJICHHbIE AeHCTBHYS, Biusttonie Ha UBII u
poserku. Cpenu HUX €CTh TaKXKe HEKOTOpbIe (PyHKINHU 0E3011aCHOCTH U CETEBbIE (PyHKINU.

CM. crieyroniye pas3ueibl:

* «UbII B MeHIO yIIpaBieHUsD)

*  ««I'pymnmBI pO3eTOK» B MEHIO YIIPABICHHSDY

* ««be3omacHOCTb» B MEHIO YIPaBJICHUSI»

*  ««CeTb» B MEHIO YIIPABICHUD)

UBI1 B MeHI0 ynpaBneHus

MyTb: YnpaBneHue > UBII

Ecnu BEIOpaTh TIepeKIIouaTenb U MENKHYTh «Jlameey, Ha cIeIyIoneM dKpaHe MOsSBUTCS KpaTKuid 0030p
BBINOIHEHHBIX JiecTBUH. [llenkHute «IIpuMEeHUTH» JJ1sl TPOJOJIKEHUS ICUCTBUS.

HoctynHble neficTBust 3aBUCAT OT Toro, uMeeTcs i MBI ¢ rpymmoit po3etok. B nByx Tabnuuax nanee
OTJIEJIBHO pacCMaTpUBAIOTCS 3THU CIIydau.

» «/[eiictBus Ha skpane UBII mis yerpoiicts C rpynmnaMu po3eTok».

» «/[eiictBus Ha skpane UBII nis yerpoiicts BE3 rpynm po3eTok.

Crnenytomue GyHKIMU (UIaXKKOB TPUMEHUMBI K 00€UM Ta0IUIaM.

dnaxkok Onucanue
Mg UBII ¢ rpynnamu po3eTok 3TOT NapaMeTp HEJOCTYIIEH, €CIH OTCYTCTBYIOT KJIMEHTHI
PowerChute (cm. «Knuentst PowerChute Network Shutdowny).
Kunenrsl Bribepure 3TOT (praskox I yBEJOMIICHHS BCEX CEPBEPOB, HACTPOSHHBIX KaK KIneHThI
CceTeBoro ceTeBoro seikiaouenns PowerChute, xoTopsie oOMernBatoTcst nHGopmanueii ¢ atum UBII,
BBIK/IIOUEHHS 110 YTOOBI BBITIONHATE BHIKJIIOUCHHE B COOTBETCTBHHU CO 3HAYCHHUSIMH, HACTPOCHHBIMU B MEHIO
CHTHAJTY ITapamerpsl ceTesoro seikaouenns PowerChute (cMm. ««BpIKITIOueHHE» B MEHIO
PowerChute KOHQUTYpaILTAN).
OnHaxo 3Ta QyHKIHUS He OyJeT YBEIOMIISITh CEPBEPHI IIPH BHIITOIHEHUH JICHCTBUH 110
YIpaBJIEeHUIO B pexxnMe Oaiinaca.
IpomyckaTn Jannblit mapametp goctyrneH Toibko st MBI ¢ rpynnamu pozerok. HemeyieHHOE BBIKITIOUEHHE
3a/IePiKKH NPH po3eTok Oe3 MpUMEHEHHST HACTPOESHHBIX 33/IePyKeK IS TPYIII PO3ETOK.
OTKJIFO1CHH U 3TO MOXET MOTPeOOBaTHCS B aBaApUHHOM CUTYaIIMN MM JJIsl 5KOHOMUY BPEMEHH aBTOHOMHOM
PO3€TOK pabotsl. Min B citydae, Korja ycTpoicTBa Harpy3KH yKe BBIKIIIOUEHBI BPYUHYIO.
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Bonee nogpoOHbIe cBeeHHs O 3aIepKKaxX M MapaMeTpax MPHUBEICHBI B pa3ieiax ««BpikimoueHne»
B MEHIO KOH(pUTYparum», « IKpaH « YHUBEPCAIbLHBIN BBOJ-BBIBOA»» H ««[ PYNIIBI PO3ETOK» B MEHIO
YIpaBICHA.

DeicTtBua Ha akpaHe UBI ana ycrpoiicte C rpynnamm po3eTok

DeiictBue OnucaHue

IIpumeneHre KOMaH]| HEMEUIEHHOTO BBIKIIIOUEHHUS, [IEPE3AIyCKa IUTaHUs [IEPEMEHHOTO TOKA
KO BCEM IpyIIaM po3eTokK (CM. ««Ipynmbl po3eTok» B MEHIO yrpasieHus»). lllenkuute
«Jlanee» g MpocMOTPa JOMOJIHUTENBHBIX CBEICHUM O CHHXPOHU3ALUU U 3aJCPKKaX.

BrixitoueHue BEIXOJHOTO HAPSKEHUS TPYIILI IEPEKIFOYAEMBIX PO3ETOK, 8 3aTEM OCHOBHOM
TPYIIIBI PO3ETOK (eciu npucyTcTByeT). st 11000l rpymnibl po3eToK, K KOTOPOH IPUMEHSIETCs

Ilepe3anycTurh N N
CDVILIEL DOZETOK 3TO JIECTBUE, UCIOIB3YETCS 3a1€PHKKa, TPOJOJIKUTEILHOCTh KOTOPO HACTPOEHA B
l/{gﬂ P napamerpax «IIpomoKUTENbHOCTh epe3arpy3Kum» U «3aepikKKa MPU BKIIOUSHUN TTUTAHUS.
(3arem rpyIsl po3eTOK BKIIOYAOTCS, €CIIM AOCTYIHO MUTaHHE IEPEMEHHOI0 TOKa OT CETH,
WIHA OKHJAIOT, KOTaa OyIeT JOCTYITHO MUTaHUE IEPEMEHHOTO TOKA OT CETH, YTOOBI BHITIOJHUTH
BKItoueHue. CM. pa3nen «OnucaHue rpyIin po3eTOK». )
UBII BrITROUAETCSI, €CITH JOCTYITHO MIMTAHUE TIEPEMEHHOT0 TOKA OT CETH, WIIM OXKUJIALT, KOrjia OyeT
JIOCTYITHO TIUTAHUE TIEPEMEHHOTO TOKA OT CETH, YTOOBI BBIIIOIHHUTE BKIFOUCHIIE.
BxroueHne 0CHOBHO# TpyIIIbI PO3ETOK (€CJIM MIPUCYTCTBYET), @ 3aT€M BCEX TPYIIT
BxJII0YUTH MEePEKITI0YAEMBIX PO3ETOK. DTa PyHKIHs oToOpakaeTcs TOJIBKO B ToM cirydae, ecinu MBI B
IPYNIbI PO3ETOK JlaHHbI MOMeHT BKJtoueH. [lenkuute «/lanee» 11 mpocMoTpa JOMOTHUTEIBHBIX CBEICHUN
UBIL 0 CUHXPOHU3AIUU U 33/IepIKKax.
3arem Brimodarorcs MBIT u rpynnsl po3eTok.
R — BrikitoueHre BEIXOJHOTO HAMPSKEHHSI TPYIIIBI IEPEKITI0YAEMBIX PO3ETOK, a 3aTEM OCHOBHOM
CDVILIEL DOZETOK TPYIIBI PO3ETOK (ecyiu mpucyTcTByeT). JIrobas rpynma po3eTok, K KOTOPOi MPUMEHSIETCS 3TO
l/fgﬂ P JIeHCTBUE, OCTACTCS BBIKIIOUCHHOM, [TOKA UX MTUTaHUE He OyleT CHOBa BKItoueHO. [llenkHuTe
«Jlanee» i MpOCMOTpPa JOTOJIHUTENBHBIX CBEEHUM 0 CHHXPOHHU3ALKHU U 3aJePHKKaX.
[TepeBoa rpymnmn po3erox UBII B crisiiuii pexxum 3a CHET OTKIIIOUEHHUSI BBIXOAHOTO HAIPSKEHUS
WBII Ha nepuon BpeMEHH, ONPEAEIICHHBIN ciienyoluMy napamerpamu. llenkuure «/lanee»
JUTSI IPOCMOTPA JIOTIOTHUTEIBHBIX CBEJIEHUN O CHHXPOHU3AIINH U 33JIEPIKKaX.
I * JInst TPy PO3ETOK UCHONB3YETCs 3aJI€pKKa, HACTPOEHHAs! B MapaMeTpe «3afepiKa Ipu
epeBecTH

OTKJTFOYEHHHU TTUTAHUS, IEPE/ BBIKIFOYCHHEM HX TUTAHUSL.
rPYHIbI PO3eTOK

- L]
WBII B cnsmuii ITocne BoccTaHOBICHUS BXOAHOI'O IIMTAaHUA UBII Brimrogaer BBIXOAHOC ITMTAHUE I10

HCTCUCHHNHU JIBYX 3a/IaHHBIX IEPHUOJOB BPEMCHMU: «BPGMH B CIIIIIEM PEKUME» U «Sa,uepmca

pe:xum
MIPY BKJIIOYEHUH MUTAHUS.
3arem WIBIT Beikirogaercs. [1o ucTeueHnn BpeMEHH, yKa3aHHOTO JUIs TapaMeTpa «BpeMs pesknma
cHa» WBII Bkitouaercs, ecim JOCTYIHO MUTaHUE MIEPEMEHHOTO TOKA OT CETH, UJIU OKUAET, KOraa
OyZieT TOCTYITHO MUTaHKUE IEPEMEHHOTO TOKA OT CETH, YTOOBI BBIMOJIHUTD BKITFOUCHHUE.
IlepeBectu UBII B .
penum Gaiimaca OTH mapaMeTphl YIPaBISIOT UCIIOIBE30BaHAEM peknMa Oaifiraca, 9To TTO3BOJISET BEITIONHATH
obcmyxxuBanue UBII, He oTKIIIO9as TUTaHUE.
Bosspar UBII u3

Gaii JlaHHBI mapamMeTp AOCTYIEH TOJNBKO IS ONpeeNeHHbIX Moaenel Smart-UPS.
pexxuMa Gaiinaca

JlononauTensHy0 HHOOPMALIUIO O 3aIepKKax M HACTPOHKaxX CM. B paszaenax ««BpikmoueHue» B
MEHIO KOHQUTYpaum» U ««pymIsl po3eToK» B MEHIO YIIPABICHUS.
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DeincTeua Ha akpaHe UBI ana ycrpoiicte BE3 rpynn po3eTok

DeiictBue OnucaHue
[IponcxoouT nepesamyck TOIKIIIOYEHHOTO 000PYIOBAHHS TOCIIE BBIIOIHEHHS CICAYFOITHX
oneparmi. (IL{enxauTe «/lanee» I mpocMOTpa TOTIOMHATEIBHBIX CBEICHI O CHHXPOHH3AIAH U
3aepxKKax.)

Ilepe3arpysurn * Beiximouenne nutanus UBII.

UbIl * TTutanue Ha MBI BKiIIOYAETCS MOCHE TOTO, KAK eMKOCTh 0aTapey BO3BPAIAeTCs K
MUHHMAaJIHOMY 3HaYCHUIO B IPOILIEHTAX, 3alaHHOMY IS MapaMeTpa « MuHIMaIpHAs
eMKocTh Oarapen» («Kordurypauus» - « Beixirtouenue» - «3aBepIIeHne BRIKIIOUSHH», CM.
pa3zen ««KoHTponmmpyeMmoe paHHEe BBIKIIOUCHUE» U «3aBEpIICHUE BEIKITIOUCHUINY ).

Bruntouenue nutanust UBIL. Orta Kiust oroOpakaetcs, eciut MBI BeIKITIOUEH.

Bruouuts UBIT yn P ’ .

Ienkuute «laneey At IpOCMOTPA JIOMNOIHUTENIBHBIX CBEACHUN O CUHXPOHU3ALMHU U 3a/I€PAKKaX.
Bbik1I04UTH Hewmennennoe Beixintouenue BerxogHoro HanpspkeHust BIT 6e3 3apepxku Borkorodenns. MBIT
HUBII OCTAaeTCs BHIKIIOUYCHHBIM, TIOKa HEe OyAeT BBIITOIHEHO ITOBTOPHOE BKITIOUCHHUE.
WBII nepeBoauTCs B CISILIUNA PEKUM 32 CUET OTKIIIOYEHHS €r0 BBIXOAHOI'O HANPSKEHUS Ha
onpezaeneHHbIl nepuoa Bpemenu. Lllenkuure «/lanee» nius npocMoTpa J0NOIHUTEIBHBIX
CBEJICHUI O CHHXPOHU3ALUU U 3aJCPHKKaX.

Ilepesectn UBII

B CHSIIMIA PesKUM

* IBIT oTkitouaeT BBIXOIHOE HAIIPSKEHUE 110 UCTEYEHNH BPEMEHH, 33JaHHOTO B MapaMeTpe
«3aziepxKKa BBIKIIOUEHUS.

* Korma BxonHOe HanpsbkeHne Bo3Bpamaetcs, MBI BxirtouaeT BBIXOAHOE HANPSDKEHHUE 110
UCTEUYEHNN BPEMEHH IapaMeTpa «Bpems pexunma cHay.

IlepeBectu UBII B
pexum Oaiinaca u
BoiBectu UBII u3
pexuma Gaiinaca

INonnep>xuBarorcs claeayromue AeHCTBUS:

* Tonbko ans UBIT Symmetra 1 HEKOTOPBIX APYTrUX YCTPONCTB: OHU YIPABISIOT PEXXUMOM
Oaiiraca, TO3BOJIAIONINM OCYIIECTBIATE oOcmyx)uBanre MBII Symmetra m HEKOTOPBIX
ycrpoiictB Smart-UPS, e Briximtouas nuranue UBII.

[lenknute «/lanee» s npocMOTpa TONOJHUTEIBHBIX CBEICHUN O CHHXPOHU3AUU U
3a/IepIKKax.

«pynnbl po3eToK» B MEHIO yrnpaBreHus

MyTb: YnpaBneHue > pynnbl po3eTokK

Ora ¢yHkuus gocrynHa He jyuis Bcex UBIT.

Hcnonp3yiiTe 3Ty QyHKIMIO AJIS BKJIIOYEHHS, BBIKIIIOUCHHS U NIEPE3aIyCKa OTACIBHBIX IPYII PO3ETOK SIBHBIM
obpazom Ha UBII. (Ha sT0ii cTpanuIle mepedrcistioTcs IMEHA M COCTOSHUS KaKo1 Tpymsl po3eTok MBI,
KoTopasi Obl1a HacTpoeHa B PyHKIuH Kondurypamus - ['pynnsl po3etok; cM. paznen ««[pynmsl po3eTok» B
MEHIO KOHQUTYpAIAN»).

JInst kaXxIol rpynimbl pO3eTOK MOXKHO BEIOpATh JIFOOBIC TPUBEICHHBIE HIDKE IEHCTBYS (MJIM OTMEHUTH BHIOOD
Bcex jeicTBuil). Jlanee mpencraBieHbl OMHOPA30BBIC JCHCTBUSL.

e Ecmm rpyIina po3€TOK HAXOAUTCA B COCTOSTHUN BbIku.:

— Bki. HeMeaJIeHHO

—  BxuL ¢ 3a/1epsKKO0Ii: BKIIIOYEHUE TPYIIBI PO3ETOK MPOUCXOAMT CITYCTS ONPENEIEHHOE BPEMSI
B CEKYH/aX, 33/1aBaeMo€ B IapaMeTpe 3ajiep:kka npu Briogennn nuranus. (CM. paszgen
««BbIKTIOUEHNE» B MEHIO KOH(UTypanum».)
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* Ecnu rpynna HaXoquTCs B COCTOSHUU BKII.:
— BBIKJI. HeMeJIeHHO

—  BBIKJIL € 32/1ePIKK0Ii: OTKITIOYEHHE TPYIIIBI IPOMCXOHT CITYCTS ONPE/IeNICHHOE BPEMS B CEKyH/IaXx,
3a7aBaeMoe B MapaMeTpe 3a/1epikKa Npu OTKI0UeHnn nuTanns (cM. ««BbIkiIoueHne» B MEHIO
KOH(QHUTYpaIHN»).

— Ilepe3arpy3uTh HeMe/IJIeHHO: MIPOUCXOJUT MTHOBEHHOE OTKIIIOUEHHE TPYIIIbI, 3aTEM OHA
BKJIIOUAETCs CIyCTs OIPEAEIEHHOE BPEMS B CEKyH/IaX, 33JaBaeéMO€ B IIapaMeTpe
[TponosknTeIbHOCTL epe3arpy3kn (cM. ««BpikitoueHre» B MEHIO KOHQUTYpaIHN)) |
3aiep:KKa NpH BKJIIOYEHUH MUTAHUS.

— [lepesarpyska ¢ 3a/1epsKKO0ii: OTKJIFOYEHHE TPYIIIBI IPOUCXOAUT CITYCTS OPEETICHHOE BpeMs
B CEKyHJIaX, 3aJ]aBaeMoe B ITapamMeTpe 3a/iep:kKa Mpu OTKII0YeHuN MUTAHNA, 3aTEM OHa
BKJIIOYAETCs CIyCTs ONPEACICHHOE BPEMS B CEKyHaX, 3aJaBaeéMoe B IIapaMeTpe
[Tpogo/KHTETHLHOCTD Mepe3arpy3Kku U 3a/iep:KKa NP BKIOYEHUH MUTAHHUA.

— BBIKIIOYNTH HEMEAJIECHHO, IepPe3aIyCK MPH MoJa4e IepeMeHHOI0 TOKA: IIPOUCXOAUT
MI'HOBEHHOE BBIKJIIOUEHHE TPYIIEL. Uepes onpeneneHHoe BpeMsl, 3aJaHHOE B CEKYHAAX B
napaMeTpax IIpogo/KuTeLHOCTE Mepe3arpy3Ku U 3ajiep:KKa NpHu BKIIOYEeHHN MATAHNS,
MpoBepsieTCs, YTO UMEETCs HalpsbkeHne rnepeMenHoro Toka u MBI nonnepxusaer TpeboBaHue
MHUHHMAJIBHOTO BPEMEHH aBTOHOMHOM paboThl, a 3aTeM BKIIFOYAETCs TPYIINa.

— BBIKJIIOYHTB € 33/1ePKKO¥, epe3aIycK MpH Moaave nepeMeHHoOro TOKa: OTKIIOUYEHHE TPYIIIEI
MPOUCXOJIUT CITYCTs ONPE/ICIICHHOE BPEMsI B CEKYH/IaX, 33/1aBaeMO€ B IIapaMeTpe 3ajiepikia npu
orriouennn nutanus. Yepes onpeeneHHoe BpeMsl, 3aJ1aHHOE B CEKYHJIaX B IapaMeTpax
[TponoKUTEILHOCTD Mepe3arpy3Kku U 3a/iep:KKa MpHu BKJIIOYEHHH MTUTAHNUSI, IPOBepsIeTCS,
YTO UMEETCsI HanpspKeHue rnepeMennoro Toka u MBI noxnepkrBaet TpeOoBaHHE MUHUMAIIEHOTO
BpPEMEHH aBTOHOMHOM pabOTHI, a 3aTeM BKJIIOYAETCsI IPyIIa.

[Mocne BbIOOpa AeiicTBUs LienKHUTE «Jlanee» 1 MpocMOoTpa MOAPOOHOTO ONMCAHUS ACHCTBHS, BKITIOUAsI
naHHble Bcex 3anepkek. lllenkaute «[IpuMeHUTH, 9TOOBI TOATBEPAUTE TO ACHCTBHE.

«be3onacHoOCTbL» B MEHIO ynpaBrieHUs

MyTb: YnpaBneHue > be3onacHocTb > YnpaBneHne ceaHCOM

Ha sxpanax npezacTaBieHs! TOAPOOHBIC CBECHUS O TTOJIb30BATENAX, BBIMOJIHUBIINX BXOJ, HCTIONb3yEMbIi UMI
nHTep(eiic (Bed-nunTepdeiic momp30Bares Wik HHTEpQeiic KOMaHTHOW CTPOKH), ux [P-anpec u muTenbHOCTh
MPUCYTCTBHS B CHCTEME.

HpI/I HaJIM4YnuHn HCO6XO,I[I/IMBIX InpaB MCJIKHUTC UM JJId IPOCMOTpa CPpCACTB aYTCHTI/I(I)I/IKaL[I/II/I, HCIIOJIB3YyCMbIX
JJI IPOBEPKU JIMYHOCTHU MTOJIB30BATCIIA. MoO’XHO TaK>X€ HCIIOJIb30BaTh KHOIIKY 3‘dBepllll/l’l'b ceanc i1 BeIBOJa
I0JIB30BAaTC/IA U3 CUCTCMEIL.
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«CeTb» B MEHI0 ynpaBrneHus

MyTb: YnpaBneHue > CeTb > COpocutb/nepesarpysmtb

Hcnonesyiite 3T QyHKUIUM 11 cOpoca pa3nuiHbIX QYHKIMH IJIaThl CETEBOrO YIIPaBIeHUs U HHTepdeiica
MOJIb30BATEIS.

DeiictBne OnucaHue
Ilepe3arpyska N o
unTepdeiica [epe3arpy3ska untepdeiica yrpasieHus (HanpuMmep, BeO-uHTepdeiica monp3oBarels,
P uHTep(deiica KOMaHIHON CTPOKH) 6€3 OTKITIOUESHHUS U TIepe3arpy3Ku CaMoro yCTpOICTBa.
ynpasBJieHHs

OCTOpO’KHO: TIPU BBITIOTHEHUH 3TOH ONEepaIiiy BCE HACTPOCHHbIC 3HAUYCHUS OYIyT
COpOIICHBI K YCTAHOBICHHBIM 110 YMOIYAHHUIO.

Ecnu ve BBIOpaH mapametp nckiaountsh TCP/IP, Bce HACTPOCHHBIE 3HAYCHUS H TApaMETPHI
cOpackIBalOTCS K YCTAHOBJICHHBIM 110 YMOJTYaHHUIO, BKITIOYAs [TapaMeTp, ONPEICIITIONINN, KaK
JAaHHOE YCTPOMCTBO JODKHO MONy4daTh 3HaueHus koHpurypanuu TCP/IP n kxonpuryparmm
EAPoL. ITo ymomuanuto s mapamerpoB KoHuryparuu TCP/IP ucionszyercs DHCP,

3HaueHue nocryna Kk EAPoL, «oTkimtoueHo».

Copocurtn Bce 1

Ecnum BI BEIOEpeTe mapamerp nckaounTs TCP/IP, Bee cylecTByrONme 3HAYCHHS 1
HACTPONKH, 33 MCKIIIOUEHUEM NTapaMeTpa, KOTOPBI ONpPEENseT, KaK 3TO yCTPONUCTBO JOJKHO
noryunth cBoit TCP/IP, u 3Hauerns koHduryparwm EAPoL cOpaceiBatoTcst K yCTaHOBICHHBIM

10 YMOJTYaHHIO.

IIpumeuanue. B Bepcun 6.8.0 gpynxumst Copocuts Bee (Reset All) Taxoke cOpacbiBaeT UM
TI0JIL30BATENISL M TTapoib J10 3Ha4eHUH 1o ymomrdanuto. [Ipu 3amycke ¢pynkimu «COpocuTh Bcey
HA y4YETHYIO 3alUCh CYNEPIONb30BaTelis HOCTYIIUT 3aIpOC HA BBOJ MIMEHU MOJIb30BATEN

1 TIapoJIsL.

TCP/IP: copoc mapameTpa, KOTOPBIA OMPEACIISET, KaK YCTPOHUCTBO JOHKHO MOIYyYaTh CBOH
3HageHus konuryparun TCP/IP, Bxitodas korpurypannio EAPoL, koTopas Bo3BpamaeTcs
K 3HaYEHUIO «OTKIItoYeHOo». [1o ymomryanuto s napamerpa koudurypauuu TCP/IP
ucnonsdyercs DHCP, 3nauenue goctyna k EAPoL — «oTkittoueHo».

Kondurypauus codniTusi: cOpacsiBaeT COOBITHS K HACTpOMKaM 1o yMmoadanuio. Jlroboe
KOHKPETHO HAaCTPOCHHOE COOBITHE WIIN TPYIINa COOBITHH TaKXKe BEPHETCS K 3HAYCHHIO MO
yMom4aHuo. CMoTpute «MEHIO yBEIOMIIEHUIY.

Snauenust UBII 1o ymosganmio: yCTaHOBKA 3HAUEHUI 110 YMOJIYaHUIO TOJIBKO JUIS
napametpoB UBII, ceTeBbie HACTPOUKN HE MEHSAIOTCSI.

OTta (1)yHKIII/I$I AOCTYIIHA TOJIBKO B TOM CJIy4ac, €CJIN MOAKIHOUYECHO YCTpOﬁCTBO KOHTPOJIA

Tosbko | | oxpyxenus.
1epe3anycTHThL

CurHaJjsl TPeBOI'M NPHU pa3pbiBe CBA3M ¢ OKPY:Kaloleil cpenoii: cOpoc Bcex CUTHAIOB
TPEBOTH, KOTOPbIEe ObUIN BbI3BaHBI OTEPEH CBSI3M C BHEIIHUMU JaTunkaMu. Hanpumep, ecnn
JIaTYUK TeMIIepaTypbl OTCOSIUHMIICS, YTO MPUBEIIO K ITOSIBJICHUIO CUTHaJla TPEBOTH, cOpOC
CUTHAaJIa IOTEPH CBSI3M BEPHET CUTHAIU3AIMIO COCTOSIHUS JAHHOTO JIaTYMKa B HOPMAJIbHOE
MOJIOXKEHHE.

ITpumeuanmne. /1151 cOpoca CUrHAJIOB TPEBOTH JaTYKKa, HOIKIIOYEHHOTO K YHUBEPCAILHOMY
HOpPTY AaTYMKOB ATkl ceTeBoro ympasneHus AP9631 unu AP9635, orcoenunute u BHOBb
MOZIKITIOUHUTE JATYHK WIIH TIEPEe3aIryCTUTE HHTEp(hEHC ypaBIeHus.

IMosmTuka ynpasjienns: cOpoc HACTPOEK, KOTOpHIE ornpenensioT, kak [ICY Oymer
pearupoBarh Ha CUTHAJBI TPEBOTH, IIOCHIJIAEMbIE yCTPOHCTBOM BBOJIAa-BBIBOJA C CYXHMHU
KOHTaKTaMH.

1C6p0c HAaCTPOEK MOXET 3aHsATh 0KoJIo MUHYTHI. Hactpoennoe ums MBII ne Gyner cOpomeHo
(cM. «Okpan «MBII: obmee»»).
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HacTtpounka napameTtpoB: 1

C IIOMOIIBIO 3JIEMEHTOB MCHIO KOH(i)I/IpraI_II/II/I MOXHO YCTaHOBUTDb 3HAYCHUSA OCHOBHBIX pa601n/1x napamMeTpoB
WBIT u TICY.

CwM. crenyrolue pasznens! U pasaen «Hactpoiika mapameTpoB: 2.

*  ««[pynmsl po3eTok» B MEHIO KOHPHUTYPALTUIDY
* «HacTpoiiky nUTaHus B MEHIO KOH(QUTYpALHID
*  ««BpIKITIOUEHNE)» B MEHIO KOH(UTYPALIAN
*  «Oxkpansl «UPS I/O» (BBoa-BeiBon UBIT)»
*  «OxpaH «Pacnucanne caMoUarHOCTHKID
* «lImannpoBaHue BBHIKITIOUECHUS
*  «OkpaH «OOHOBNIEHNE IPOLIUBKIDY
*  «Kmuentsr PowerChute Network Shutdown»
*  «DKpaH «YHUBEPCAIHHBINA BBOJ-BBIBOI»»
*  «MeHmw «be3zonacHOCTE»»
IIpumeuanue. Hexotopsie mapameTpsl KOH(GHUTYpayu MOXHO YBHJIETh Ha SKpaHe ¢ 0030poM

koHuryparmu (Configuration Summary): Hacrpoiika (Configuration) > Cetn (Network)
> CBoaka (Summary).

«Fpynnbl po3eToK» B MEHI0 KOH(Urypaumm

MyTb: KoHdurypauua > Npynnbl po3eTok

Ora ¢pyukmus moctymnHa He 11t Beex MBII. C ee moMoIpio MOKHO OTOOpakaTh M HACTPAUBATh 3aIEPIKKH
PO3ETOK | MOCIIEI0BATEIIEHO CTEH.

CM. Takxke ((prHHLI PO3CTOK B MCHIO COCTOSHUS, ««I PyHOIibl pO3€TOK» B MCHIO YIIPABJICHUS» U
««BBIKIIOUEHHE» B MEHIO KOH(bHF ypauumy.

OnucaHue rpynn po3eTok

['pynnupoBaHue po3eTOK BO3MOXHO TOJIBKO [T HEKOTOpBIX ycTpoiictB MBII. UToOb! onpenenuTs,
noanepxuaet ju ycrpoiictBo UBII rpynmel po3zeTok, ooparutech kK gokymenTtanuu no UBII.

JocrtynHble HacTpoiiku 3aBUCIT oT Mozaenu MBII.

OcHoBHbIe rpynnbl po3eTok. B Hekotopeix ycTporictBax MBI nonaua nutanus nepeMeHHOro TOKa
MpeaycMOTpeHa sl OTHOW OCHOBHOM Ipymibl po3eToK. OCHOBHAs IpyIa PO3ETOK YIPABIsAET
pacnpesiereHreM UTaHNuA M0 BCEM TpyIInam rnepekitoyaemMbix pozerok MBII (eciau onn nmerorcs).
* Ecnm ocHOBHaA IpyIiIa po3eTOK OTKIIIOYEHA, TO TPYIIIBI IEPEKITI0UaeMbIX PO3ETOK HE MOTYT OBITh
BKJIFOUEHBI.
* Ecau oTKII0YUTh OCHOBHYIO Ipynny po3etok, MBIl cHayana oTkiIo4aeT rpynibl NepeKiIodacMbIX
PO3ETOK, a 3aT€M OCHOBHYIO TPYIIILY.
o Jlnd BKJIIOUEHUS IpyHnbl nepekintouaeMbix po3eTok MBI nomkeH cHauana BKIOYUTH OCHOBHYIO
IPYIIy PO3ETOK.
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I'pynnbl nepekKkno4vyaemMbIX PO3ETOK. * Kaxcz[aﬂ NnepexkiogacMas po3€Tka MOXCT BbITIOJIHATD ,HefICTBI/Iﬂ
He3aBUCHUMO. MOXHO 3allyCKaThb UJIKM OCTAHABJIMBATDH 3TH PO3CTKHU I10 IMMOPAAKY, a TAKIKEC IEPC3aIlyCKaTh
yCTpOﬁCTBa, MOAKIIFOYCHHBIC K 9TUM PO3CTKaM.

HacTpouka rpynn po3eTok

Wmsa n tun rpynnel poseTok. [IpocMmoTpuTe nMs, T u 3aaepxku 11t posetok MBI Ha sxpane
— . lllenkHuTE UM TPYIIIBI PO3ETOK B pasielie JUIS U3MCHEHHUS
ee HaCTPOEK, B TOM YHUCIIE 3aJIePKEK M0CIIeI0BATEIbHOCTEN U apaMEeTPOB PACTIPENEIICHHSI HAarpy3KH.

lMporpammHbie napameTpbl. Hactpoiiku 3aBucar ot ycrpoiictsa UBII. Mcnons3yiiTe nporpaMmHbie
napameTpsl, YToObI onpenenutsb, kak MBI1 Oynet pearnpoBaTh Ha KOMaH/IbI TIOJIB30BATEIS.

Mone OnucaHue
3anep:kka npu Korpa sta rpymnma po3eTok BKIII0YEHa, OHA 0XKHJIAET B TEUCHHE 3TOr0 BPEMEHH (B CEKyH/Iax )
OTKJIIOYEHH U TIepe]T BRIKITIOYEHNEM. YCTAaHOBHB 3/1€Ch Pa3HOE BPEeMs ISl PO3ETOK, MOXKHO 33/1aTh
NUTAHUA TMOCJIEOBATCIIBHOCTD UX BBIKITFOYCHU, T. €. YKa3aTh IOPAIO0K, B KAKOM OHHU 6y)IyT BBIKJIFOYATbCS.
IIpono/KuTEILHOCTH

Po3eTka oxuiaeT B TeUEHHE 3TOTO BPEMEHH JI0 IIepe3anycKa.
nepe3arpy3ku

Koma OTa rpyI1mna po3€TOK BBIKIIFOYCHA U IPUHUMAET CUT'HAJ Ha BKIIFOYCHUEC, OHA OXKUAACT B
TEUEHHE DTOTO BPEMEHH (B CEKYHJIaX ) Mepe/] BKIIOYCHUEM. YCTaHOBUB 37I€Ch pa3HOE BPEMsI
JUTS PO3ETOK, MOKHO 3aJ1aTh IIOCTIEIOBATEIFHOCTD MX BKITIOYCHUS.

3aaep:kKa npu
BKJIKYCHUHU NMUTAHUSA

MunumajibHoe
BpeMsl AaBTOHOMHOM
pa6oTbl HA BBIXOAE

IMepen mosropueiM BrutoueHreM VBIT nomken obecrneunTs onpeaeseHHoe MUHUMAIIbHOE
BpeMsI JUIs TIOJIEPKKH Harpy3KH.

MapameTpbl c6poca Harpy3kn. COpoc Harpy3KH MO3BOJISIET yKa3aTh YCIOBHS, BBI3BIBAIOLINE TIOTEPIO
MUTAHUS HA OTIEJIBHBIX IPYIIIax MEePEKI0YaeMbIX PO3ETOK.

I[Ipumeuanue. Ecnu ucnons3yercst mapameTp ceteBoro BeikiaoueHus PowerChute aiist ynpasnenus
WBII, He pexoMeHTyeTcsl HCIONB30BaTh NapaMeTpsl BeIKiItodeHHs anekTpuuectsa [ICY, Tak kak
OHHU MOTYT KOH(JIMKTOBATh C HACTPOMKaMHU TPYIIIBI PO3ETOK, YkazaHHbIMH B PowerChute.

[Tpumepom ucnonb30BaHus cOpoca HArpy3KH SBISETCS OTKIIOYEHNE HEKPUTHYHBIX HArpy30K THUIA
MOHHTOpPOB, Korna MBI paboTaer ot 6arapen wim neperpyes. To Mo3BOJSET COKOHOMHUTH 3apsi 6artapen u
MPOIIIUTH BpeMsl pabOThl BAXKHEUIIINX HArpy30K. I pyruM mpruMepoM sIBIISIETCS BRIKIIOUEHHE aBTOMAaTHIEeCKOTO
repes3arrycka oclie Neperpy3Ku ¢ LeNblo UCCIEA0BaHNS IPUUMHBI IEPETPY3KHU IEPe]] HOBTOPHBIM
BKJIFOUEHHEM TPYIIIBI PO3ETOK.

[TapameTpbl MO3BOJISIOT BBIKITIOUATh TPYMITY po3eTok npu codnroaenun JIKOBbIX u3 ykazaHHBIX YCIOBHI:

*  IIpH NpPEBBINICHUN BPEMEHH PabOoTHI OT Oarapen B MUHYTaX;
*  IIpU AOCTHXCHUU MUHHMAJIBHOTO OCTaTOYHOTO BpeMeHH padoTsl MBIl B MunyTax; (Bpems paboTsl —
3TO NMPONOIDKUTENBHOCTD paboThl MBII ot Gatapen ans noaaepskaHus TEKylled Harpy3Ku);

* UBII neperpyxeH (TpeboBaHus K MUTAaHUIO YCTPOMNCTB, mogkIroueHHbIX K UBII, mpeBbImator
MOIIHOCTb, KOTOPYIO MoxeT obecnieuntsh MBIT).

MOoKHO Takke BKIIIOUUTD CIEAYIOUUE JEHCTBUS:

. . (OTKMIOYeHNE TPYIITBI TPOUCXOAUT
HEMEJICHHO 0€3 0)KUIaHusl BPEMEHH, 3a/1aBaeMOr0 B CEKYH/IaX B IapaMeTpe
. [To ymomuanuio 3TOT mapamMeTp OTKITFOUCH. )
. . (Ocraercs
BBIKJTFOUCHHBIM TTOCJIE BOCCTAHOBJICHHS TICPEMEHHOTO HAMPSDKEHUS B CETH. DTOT apaMeTp OTKIIFOUCH
1o ymonyanuto, u MBII ket B TeueHre onpeieIeHHOTO BpEMEHH, 33/1aBAEMOT0 B CEKYH/IaX B
rnapamMmeTrpe , @ 3aTE€M BKJIFOUAET TPYIIITEI PO3ETOK.)
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Cob6bITHA 1 NpepbIBaHUA AN rPynMbl POo3eToK. V3MeHeHne COCTOSHUS IPYIIIBI PO3ETOK TeHEPUPYET
coOprtre MBII: I'pynna posetok BK/II0OYEeHA CO CTENEHBIO cephe3HocTh «MHbpopmarmonnasy nimm MBII:
['pynmna pozeTox BBIKJIKUYEHA CO CTENEHBIO cepbe3HocTH «lIpenynpeaurensHoey. @opmar coobueHus o
cobbrtusax: «UPS: I'pymia po3eTok vomep _epynnol, ums_epynnsi, Oeticmeue 10 npudurey. Hanpumep:

UPS: Outlet Group 1, Web Server, turned on.
UPS: Outlet Group 3, Printer, turned off.

[To ymMomuaHUIO COOBITHE TEHEPUPYET 3aIKCh B KYPHAJIE COOBITHI, B 3JICKTPOHHOMN TOYTE U B CUCTEMHOM
x)ypHaie (Syslog).

IIpu HacTpolike MPUEMHHUKOB IPEPBIBAHUS ISl COOBITUI FeHepupyeTcs npepbiBanue 298 Bo BpeMs BKJIIOUEHHS
IPYIIIBI PO3ETOK U 299 — Npu BBIKIIOYEHUH TPYMIIBI Po3eToK. CooOIEeHne O COOBITHH SIBISETCA apIyMEHTOM
IpEepbIBaHUS. YPOBEHb CEPHE3HOCTH 110 YMOIYAHHUIO TAKOH K€, KaK U IJIsl COOBITHUS.

HacTpouku nutaHma B MeH0 KOHdpurypaumm

MyTb: KoHdurypauma > Hactponku nutaHus

Hoctynnele HacTpoiiku 3aBucsT ot moaenu UBIL.

HovuHnanbHOe BBIXOJHOE HANIPSIZKeHN e — 3TO HAIPSDKEHUE IEPEMEHHOI0 ToKa, kotopoe MBI
MPEJOCTABIAET HArpy3Kke. MOXKHO HACTpaWBaTh CIEAYIOIINE MIEMEHTHI, 3aBUCAIUE OT yCTPOMCTRA!

° BerHee W HWJKHCC 3HAYCHU MMapaMeTpa Hill'lpﬂ'll\'t‘lllle ONpeACIIAOT AUAIIa30HbI, B KOTOPBIX HBII
ABTOMAaTUYCCKU PETYIHUPYCT BBIXOAHOC HAIIPSKCHHUC, IIOJaBACMOC Ha HAT'PY3KY. 10 3alIAIIACT HArpys3Ky.

[Tpu npeBbitIeHnn BepxHero 3HadeHust HanpsokeHus MBI ncnonbiyer yHkimio «IloHmxkenue
Hanpsoxkenus APH»; npu Hanpsbkennn Hke HbkHero 3HaueHus: MBIT ucnons3yer hyHKIuio
«IloBeimenne Hanpspxerans APH» (wnn nepekiodaercs Ha paboty ot 6arapewn, eciim UBII He nmeer
¢yakunn «lloBeimenne Hanpsoxerus APH»).

» Ilpu BriroueHHOH pyHKIMU Pesknum coepeskennus yneprun UBII paboraer B pexume Oaiiraca u
UCIIOJIB3YyeT SHepruio doinee 3¢pPpexTnBHO. OJHAKO B FKOJIOTHYHOM PEKUME YMEHBIIAETCS] CKOPOCTh
nepexoza Ha nutanue ot 6atapen UBII npu HeoObxoaumoctu. Ecnu B ucnonb3yemoii cpene
HEO0XOMMO OBICTPOE MEPEKITIOYEHUE, MOXKHO BBIKIIIOUUTH SKOJIOTUYHBIH PEXKUM.

* UBII pearupyer Ha IOMEXH B JIMHUH MOAA41 IUTAHHS, TIEPEKITIOYASICh HA MUTAHKUE OT Oarapeu.
[TapameTrp YyBcTBUTEILHOCTE TO3BOISIET U3MEHUTH BpeMs peakuuu MBI Ha noMexu B JIMHUU.
Ucnonesyiite 3Hauenus [lonuskennas u Huzkoe, 4ro0s1 no3sonuts MBI npuHnMars nogsoanmoe
MUTAaHUE C TIOMEXaMH B TeUCHHE OoJiee AJTUTEIBHOIO IEPHOA, IPEXKIE YEM IIEPEKII0YaThCs Ha
nutanue ot O6arapen. Mcnonp3yiiTe 3HaueHne Huskoe, Koraa o oABOAMMOM NMUTaHUU U3BECTHO, YTO
OHO COIIPOBOXKIAETCSI OONBITUM KOIMYESCTBOM ITIOMEX B JIMHHUH, HATIPUMED, KOT/Ia MTaHHUE TTOJIAeTCsl OT
reHeparopa.

e MomuocTts po3eTkn B BT: MakcuMalibHasi HOMHMHAIBbHAS MOLTHOCTH B COOTBETCTBHH C TPEOOBAHUSIMH
YCTPOWCTB Harpy3KHu.

* Hactpoliku baiinac onpeaensor ycnoBus, Ipu KoTopsix MBII MoxeT nepexirouaTbCsi B peKuM
Oaiinaca.

*  AC Qualification Time (Bpems mpoBepku ceTu MepeMeHHOTO TOKa): BpeMs, HEOOX0IUMOe ISt
HaXOXKJCHUS 1apaMeTPOB BXOAHOW CETH MEPEMEHHOTO TOKA B IOITyCTUMOM JHana3oHe, 10 00bsIBICHUS
0 TOM, YTO NapaMeTPhI AOIIYCTUMBbI
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«BblknovyeHue» B MeHI0 KOHUrypaumm

MyTtb: KoHdwmrypaums > BoiknroveHue

Hcnonb3yiiTe 3TOT 9KpaH A1 HACTPOHKH apaMeTpoB Beikimtouenust UBIL, cm. cnenyrontyto Tabnuity u pasaen
««KoHTponupyeMoe paHHEE BBIKIIOUEHHE» U «3aBEPILICHUE BHIKITIOUCHHSD.

Ha4yano BbIKknO4YeHUs

OHpGI[CJ'IeHI/Ie 3aACPIKCK U HpOHOH)KHTeHLHOCTCﬁ, HCITIOJIB3YCMbIX ITPU H606XO,I[I/IMOCTI/I BeikiitoueHust MBII.

Mone OnucaHue

Jns UBII, paGoratorero ot 6arapeu, STOT apameTp ONpeiessieT HOPOroBoe 3HaAUEHHUE OCTaBIIETOCs
BpeMeHH paboThl, 10 ucTedeHnH kotoporo Ha MBI BirouaeTcst cocTosHue HU3KOTO YpOBHS 3apsiia

ponomxurens- 6arapen. Hanpumep, ecitu utst mapametpa «IIponomkuTeIbHOCTb padOoThI IPH HA3KOM 3apsizie
HOCTBL paboTel Ipu | Oarapen» ycTaHOBIICHO 3HaueHHe B 10 MUHYT M IpOrHO3upyeMoe ocTaBiieecst Bpemst padotsr MBIT
HU3KOM 3apsije nocturaet 10 MHHYT W MEHee, BKITFOUaeTCsl COCTOSTHHE HI3KOTO YPOBHS 3apsia 6arapen. Ecii ve
Oarapeu BoccTaHoBUTH nutanue VIBIT oT ceTy, OH BBIKITFOUMTCS, KoT/Ia 6arapest pa3psauTcs.

B cocTosiHMM HU3KOTO YPOBHS 3aps/a Oarapeu Bce KIIMEeHTH ceTeBoro oTkmoueHns PowerChute,
csazannbie ¢ [ICY, OyayT BBIKITIOUESHBI.

PaccuntreiBaeTcs 3a/I€pIiKKa, HCO6XOIII/IME[$I JJIs TOTO, 4TOOBI Y Ka)XA0ro KJIMCHTa PowerChute
OBLIO BpeMs AJId MATKOTO BBIKJIFOUCHU A, €CIIN WBII unu knuent PowerChute 3allyCKaeT MAT'KOC

BBIKJIIOUEHUE.
Makc. Tpedyemast * DTO MaKCUMaJIbHAs 3aJIeprKKa BBIKIIIOUCHHUS, HE0OXoAnMast JII000My 13 CEPBEPOB B CITHCKE
3a/1epiKKa KJIMEHTOB ceTeBoro BhIkitoueHns: PowerChute.

* OHa paccuuThIBaeTCs IPH BKIIOYEHUH WK cOpoce nHTepdeiica ynpasienust VIBI1 nim npu
BBIOOpE Mapamerpa Buinyoicoennoe coznacoéanue i KHONKH «[IpuMeHNTHY.
Cwm. paszaen «3anepxka BeikimrodeHus 1 PowerChute Network Shutdowny.

BbiknioyeHne OCHOBHOW CUrHanm3auuvm.

OCHOBHasI CUTHAJIM3AIMSI WM «IPOCTasi CUTHAIU3AIUs — 3TO MPOCTOH crocob B3aumozeiictus MBI

¢ cepBepoM, paboueli CTaHIUel Wi CUCTEMOM CTOPOHHETO npou3BoauTens. [Inara paciupenus uarepdeiica
2 (AP9624) — 5T0 AONONHUTENBHAS PUHAICKHOCTD € TOAEp)KKoH Smart Slot, koTopast MOXKeT 00ecreunTh
npoctyro curHanusanuto g UBIL. Tlpocras curnanusanus UBI1 MoxeT oCymeCTBIATh YBEJOMIICHUE U
MSITKO€ BBIKIIIOUEHHE CUCTEMBI, HO HE MPEJOCTaBIseT (YHKIUI HEMPEPHIBHOIO PACITMPEHHOTO MOHUTOPHHT A,
JIOCTYIHBIX MPH PACIIUPEHHON WM MHTEIUIEKTYyaJIbHOW CUTHAIM3AIHH.

Hpumeuanue. [Tpu ucnonpzoBannu PowerChute Network Shutdown e pexomenmyercs
KCIIOJIb30BATh BBIKJIIOUEHHE OCHOBHOM curHanu3auuu. s Hekotopeix Moneneit IBII Takue
(YHKIINH, KaK BBIKIIFOYEHNE OCHOBHOW CHUTHAIHM3AIMH, MOTYT TIOBJIHSTH Ha BhIKItoueHue MBI1

Y TIEPEOIPENCTUTE TPOIOIDKATETHFHOCTD PA0OTHI IPU HU3KOM 3apsjie Oarapeu, KoTopas
ucmonb3yercs mporpammoit PowerChute mmst pacdera o6mrero TpeOyeMoro BpeMeHH BBIKITIOUCHUS.

Mone OnucaHue
Bxutounte napamerp «BrikiroueHre 0CHOBHOW cUrHanu3auumn», eciu Kk MBII nonkntouen
Beikiouenue cepBep, pabouasi CTaHLUsI WIIM CUCTEMa CTOPOHHETO IMPOM3BOIUTEINS C TOMOLIBIO Kalesst
OCHOBHOH OCHOBHOM cHrHanu3anuu. Brimounre oty QyHKIUI0, eciu ucnons3yemblii BIT He
CHTHAJIM3ALUH MOAJEPKUBAET PACIIMPEHHYIO CUTHAIM3ALMIO UM HACTPOCH Ha Ilepeady CUTHAJIOB C

IIOMOIIIBIO OCHOBHOH CUTHaJIM3alluun.
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OcHoBHast
MPO/I0JKUTE b~
HOCTH PadoThI IPU
HU3KOM 3apsjie

s UBII, paboTatomero ot 6arapeu, 3TOT MapaMeTp ONpeeIsieT IOPOroBOe 3HAUCHNE
OCTaBILIETOCS BPEMEHH paboThl, O HcTedeHnn koToporo Ha MBI Brirtouaercst cocrosiHIe
HU3KOTO YpOBHS 3apsina 6arapen. [Ipu atom VMBI BRIMONHAT clieqyromye AeHCTBHS:
* OToOpa3uT yBemoMIICHHE O HU3KOM YpOBHE 3apsiia 6arapen Ha aucruree MBI,
* OTrIpaBHT yBEJOMIICHNE O HU3KOM ypoBHe 3apsna 6arapen ¢ MBI Ha moakitoueHHbIE
yCTpOHCTBa O Kabelto MPOCTOH CUTHAIU3AIHH.

barapen Ecnu me Boccranosuth nuranue UBII 0T ceTn, OH BBIKIIIOUUTCS, KOTa Garapes paspsiiuTes.
DTa MPOAOILKUTENBHOCTD JOCTYIHA ToJbKO A1t Moneneit Smart-UPS SMT, SMX, SRC,
SURTD u SRT.
Onpenensiet IpoaoKuTebHOCTh okuaanus MBI nmociie yBenomiieHust 00 OCHOBHOM
OcHoBHast BBIKJIFOUEHUU, [IPEK/E YEM OH BhIKIOUUTCS. I10 ncreuenuu storo nepuoaa MbII Beikitounrcs
3a/1epiKKa HE3aBHCHUMO OT OCTaBILIETOCs BpeMEHH padOTHI OaTapeH.
BBIKJIIOYEHUS Ota 3a/iepKKa JJOCTyITHA TOJIBKO [Tl onpeaesneHubix moaenei Smart-UPS SMT, SMX, SRC,

SURTD u SRT.

npO,D,OJ'I)KVITeﬂ bHOCTb BbIKITHO4Y€eHUA

Onpenenenue nepuoaa, Ha KOTopeli Beikiroyaercst MBI

Mone

OnucaHue

Bpems B cnisiiem
pexnme

OmnpeneneHne HHTEpBaIa BpeMeHH, B TedueHne Kotoporo MBIT coxpaHseT BEIXOAHYIO
MOIIHOCTh BBIKJIFOUEHHOM MPHU UCIIONB30BaHUU KOMaH ! crisiero pexxuma ana UBIT uimn
rpynnsl po3erok. Korga MBI unu rpymnmna po3eTok BBIKIIIOYAKOTCS, OHU CHOBA BKJIFOYAOTCSI
MOCJIE 33JTAaHHOTO 37IECh BPEMEHH B CIIAIIEM PEXHUME ¢ J00aBICHUEM BPEMEHH BO3BpaTa WIn
3a/IEP>KKH TIPY BKITIOYSHUN TUTaHUS 7S TPYII po3eToK. Eciu muranue ot ceTu He ObII0
BO300HOBIIEHO K 3TOMY MOMeHTY, VIBIT momoxaeT ero BO300HOBIEHUS 10 BKIIOUCHUS.

CwM. paznen ««I pymnIbl po3eTok» B MEHIO KOH(UTyparuu» Ha cTp. 25.

Komanny crisiiero pexxuma MOKHO nozaTh ¢ nomouibto aucies: UBI1, « MBI B MeHto
ynpasienus», komanabl SNMP nim nporpammsl PowerChute Business Edition.
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MapameTpbl BbikntoyeHusa PowerChute

Onpenenenue napaMeTpoOB BBIKIIOUSHHSI, HCIIOIB3YEMBIX MPH ceTeBOM BhikitoueHnr PowerChute..

Mone

OnucaHue

Makc. Tpedyemast
3a/1epiKKa -
BbinykaeHHoe
COIJIACOBAaHMe

[Tpu BruttoueHny napamerpa Buinyswcoennoe coenacosanue BHIIONHAETCS cOPOC 3HAUCHHUS
«Make. Tpebyemast 3a7iep>kKka» Ha 3HaueHHe mapamerpa «IIpogomKkuTebHOCTh paboThl IpH
HU3KOM 3apsze 6arapen». [ICY ormpaBnseT nakeT 0OHOBIEHHOTO COCTOSIHUS HA BCe
3apeructpupoBanHbie areHTs PowerChute. 3atem nporpamMmma PowerChute cpaBHuBaet
MIPOJOIDKUTENILHOCTD PAOOTHI IPH HU3KOM 3apsje OaTape, OTIIPABICHHYIO B 3TOM IAKeTe,
¢ 00mmM TpeOyeMBbIM BPEMEHEM BBIKITIOUEHHS U YBEITMYNBACT COOTBETCTBYIOIINM 00pa3oM
3HaueHue «Makc. TpeOyemast 3aJepiKKay MK «3aJepKKa P OTKIIOYEHUN IUTAHUSD) IS
TPYTIIBI PO3ETOK, B KOTOPOH OHA 3apeTUCTPHPOBAHA.

[Iporpamma PowerChute BBITIONHSAET IPOBEPKY OCTABIIEroCs BpeMEHU paboThI OT OaTapen
kaxsie 30 cekyHI, CpaBHMBA IIpU 3TOM o01ee TpedyeMoe BpeMs BBIKIIOYEHHS C
MPOIOIDKUTENIFHOCTRIO paOOTHI IIPH HU3KOM 3apsje Oarapew, yctaHoBieHHoH Ha [ICV.

[1pu BEIOOpE BEIHYKICHHOTO COIIACOBAHUS 3a/Iep)KKa P OTKIIIOYSHUH IMUTAHMS VIS BCEX
IPYIII PO3ETOK cOpackIBaeTCs HA TAKOE XK€ 3HAYCHHE, YTO U IIPOAOIDKUTENLHOCTD PAOOTHI IPH
HH3KOM 3apsje barapeu.

st pacuera 3HaueHus1, HeoOxoxmumoro BceM kineHTtam PowerChute, kotopsie
3apeructpupoBansl Ha [ICY, GpyHKIMN BEIHY)XJICHHOTO COITIACOBAaHMS MOXKET IOTPEOOBATHCS
10 JeCATH MUHYT. JIOIIOTHUTENbHBIC CBEACHHUS CM. B pa3ziene «3aaepiKKa BHIKIIIOUCHHS 1
PowerChute Network Shutdown» ma ctp. 31.

IloBenenue B
pe:xxume
«OT 6arapen»

Omnpenenenue nosenenus: BbII nmocie BbIKIIOUEHUS! TUTAHUS:
* [Tepesamyck mociie BO30OHOBICHUS MUTAHKUS — MOCJIe BO30OHOBIICHUS MIUTAHUS OT CETU
HUBII nepesamyckaercs.
* Brikrouerne 6e3 nepesamycka — MBI octaeTcs BEIKIIOUEHHBIM JaXKe 1OCIe
BO300HOBJICHUS ITUTAHUS OT CETH.

HMmsa mojb3oBaTeis

Baemute ums monp30BaTens y4eTHOM 3amucH, HacTpoeHHOH st PowerChute. B Bepcuu 6.8.0
1 BBIIIE BMECTO PaCKPBIBAIONIETOCS MEHIO C BApUAHTAMH «CYTIEPIIONIE30BATEINb,
«aIMUHHUCTPATOP» HIIH «I0JIb30BATENh YCTPOHCTBA» Ul BBOJA UMEHU NOJIb30BATEIS
UCTIONB3YETCs] TEKCTOBOE MOJIE.

®pa3za
ayrTeHTUUKALMHU

Ora dpa3za ucnons3yercs s ayreHTHGUKaun Mexxy PowerChute u TICY. B Bepcun 6.8.0 u
BhIIIe nepes BkiaoueHneM PowerChute HeoOxoanmo 3a1ate 3Ty ¢pasy.

IIpoToKoJibI CBSA3H
PowerChute

BriGepure npotokod, ucriosb3yronuiics it coenuaeHus ¢ PowerChute. [Ipumeuanmne.
BriOpanHbIii ipoToKoI 1okeH ObITh BKitoueH Ha [ICY nepen tem, kak MOXKHO OyneT
ycraHoBuTh coenuaenne ¢ PowerChute. Cm. «Oxpan BeO-octyna» Ha cTp. 54.

«KoHTponupyemoe paHHee BbIKo4YeHe» U «3aBeplUeHne BbIKITHOYEHUA».

Otn dpyHKIMK gocTynHbl He 171 Becex MBI O1n ¢pyHkumy HemocTynmusl 1 monenei Smart-UPS
SMT, SMX, SRC, SURTD u SRT. Muopmaruio 06 ynpaBieHHH paHHAM BBIKIIFOYEHHUEM TPYIIT
PO3ETOK AJIsl 3TUX MoJienel cM. B pazzene «llapameTpsl cOpoca Harpy3km» Ha ctTp. 26.

Oynkunu «KoHTponnpyeMoe paHHEE BBIKIIOUEHHE» MTO3BOJISAIOT BBIKIIOUUTE yeTpoicTBo UBII,
paboratomee ot 6arapeu, npu codmoaenun JIIOBOI'O u3 ykazaHHBIX YCIOBHIA:

*  IIpU HPEBBILICHUN BPEMEHH pabOThI OT Oarapen B MUHYTaXx;

*  IIpU AOCTHXCHUU MUHHMAJIBHOTO OCTaTOYHOTO BpeMeHH padoTsl MBI B MunyTax; (Bpemst paboTbl —
3TO MPONOIDKUTENBHOCTH paboTel BII ot Gatapen ans moaaepkaHus TEKyLIeH Harpy3KH);

*  1pH 3apsije 6aTaper HUKE YCTAHOBJICHHOTO MPOICHTA OT €€ 00IIel eMKOCTH;
* mpu cHWKeHWH Harpy3ku Ha VIBIT 1o 3aaHHOTO 3HAYEHUS B MPOIICHTAX.

C nomo1ueko napamerpa
MOYHO TaKe yKa3aTb, 10JukeH Jiu MBIl cHoBa BKIIIOYMTECS 11OCIIe BOCCTAHOBJICHUS TUTAHUS
NEPEMEHHOT0 TOKA B CETH.
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OyHKInM 3aBepllieHNe BLIKJII0OYEHHUS [T03BOJISIOT YCTAaHOBUTH YCIOBHE M BpeMs 3aJepKKH [T CIIy4aes,
korna UBII MoxeT CHOBA BKIIFOUUTBCS TI0CIIE BOCCTAHOBJICHHS] IUTAHUS IEPEMEHHOIO TOKA B CETH.

B 3aBucumoctu ot mogenu MBIT MoxkHO yka3ars 3HadeHHMe MuHUMAIbLHAS eMKOCTE Oarapen Uiu
MunumajibHoe BpeMs aBTOHOMHOI padoThl HA BBIX0/1e 10 TOBTOpHOTO BKiItoueHus UBIL.

3apepxka BbiknyeHusa n PowerChute Network Shutdown.

B cienyromem pasnene onucaHo, kak napameTpbl «[IpoomKuTenbHOCTh pa0OThl IPU HU3KOM 3apsizie
Oarapen», «Makc. TpeOyemas 3aJiepxKa» U 3aJAePKKH BBIKIIOUEHUS JUIS TPYIII PO3ETOK BIUSIOT HA
MO CIIEA0BATENBHOCTE BEIKIIIOUueHus: PowerChute.

JomomauTensHY 0 HH(OPMAITHIO O TIOCTIeI0BaTeNbHOCTIX BhIKmodeHns PowerChute cM. B
«PyKoBoJICTBE MONTB30BaTEN IO ceTeBOMY BhIKIIoueHHI0 PowerChute» Ha BeG-caiite

st o6oux Tanos UBII, ¢ rpynmaMu po3eTok u 6e3 HUX, BpeMsl BBIKIIOUCHHS ONIPEACIISICTCS ITyTeM
B3aumonericTeus [ICY ¢ nporpammoii PowerChute Network Shutdown cienyromum oopaszom.

HBII 6e3 rpyni po3eTox

Jmns UBIT BE3 rpynm po3eTok BpeMst BEIKITFOUEHHSI — 3TO OoJblliee U3 3HaueHui Makce. Tpedyemas

3aaepxka U Ilpono/skuTebHOCTH padoThl IPM HU3KOM 3apsiie OaTapeu Ha SkpaHe Bhik/roueHue miarsl

CCTCBOI'O YIIPABJICHHS IUIIOC HCHACTPpanBacMas 2—MI/IHyTHa$I 3aCPIKKa IUTFOC BpEMs 3aACPIKKU AT HBII.

Havano Bbikntovenus UBM UBI BbiknoYeH

l l

MpogomkuTensHOCTL PaboThl NP HU3KOM 3apsiae 6aTapeu unu Henactpansaemas 3anepxka
Makc. Tpebyemas 3apepkka [OBYXMUHYTHas BbIKIKOYEHNS

3agepxka ven

O | | | | | | | | | | |

MBI Ge3 rpynn po3eTok — BPeMsi BbIKJIHOYEHUS B MUHYTaX

Ipumeyanus:

*Ecnu BeIKIIOUEHHE OBLIO WHUIUHUPOBAHO COCTOSAHNEM HU3KOT'O YPOBHS 3apsia 6aTapeH,
MMPOAOJIKUTECIbHOCTD pa60TI:I IIPpU HU3KOM 3apsie 6aTapeH uMeeT 0oiee BLICOKHUIA MMPUOPUTET, YEM
MaKCuMaJibHas TpeﬁyeMaﬂ 3a/1CpIKKa.

*UckmtouenueM sBistroTcs moaenu MBI ¢ npedukcom SUM, Ha KOTOPBIX TPYIITHI PO3ETOK UCMOIB3YIOT
metop st UBIT 6e3 rpymm po3eTok s pacuera BpeMeHH Boikimtouenus NBIT.

HBII ¢ rpynnaMu po3eToxk

Jns UBII C rpynmaMy po3eToK BpeMs BBIKIIIOUEHHS — 3TO 3HaYCHHE 3a/1epikKa IPU OTKJII0UeHUN TUTAHNS
Ha 3KpaHe | pynnsl po3eToK MmIaThl CETEBOTO YIPABICHHS, CM. ««[ pyTIITbl po3eTOK» B MEHIO KOH(DHUTYpAITHI».

(JdoctynHo He Ha Bcex ycrpoiictBax UBII.)
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Hauano BbikntoyeHus lpynna po3eTok
rpynnbl po3eTok BbIKNIOYEHa

D |

l

l

3agepkka Npu BbIKNIOYEHUU ANs rPYNnbl PO3eTOK
(akpaH «Mpynnbl po3eToK» NNiaThl CETEBOrO YNpaBIieHus)

| | | | | | | | |

Ipumeyanus:

WBI ¢ rpynnamu po3eTok — BpeMs BbIKNHOYEHUS B MUHYTaxX

JlonomHUTENbHY 0 HH(POPMAILIKIO O TOCIISI0BATSILHOCTX BhIKIIIOueHUs: PowerChute cM. B pasziene
«Sample Shutdown Scenariosy» (O0pa3ibl CIICHAPUEB BHIKITIOUCHUS )

[Ipu cpaBHeHNH TpeOyeMoro BpeMeHH BhikirodeHus PowerChute n MmakcuMaibHOM TpeOyeMoit
3a/IEP>KKH MO0 3aJePKKH MPHY BBIKIIIOUEHUH JU1s rpymiisl po3etok Ha IICY ncnone3yercs Oonbluee
3HaueHue. Hampumep, ecin 1u1st NpOIOIDKUTEIBHOCTH BBIKIIFOYEHHS B KOMaHIHOM CTPOKE KIIMEHTa
PowerChute ycTaHoBII€HO 3HaYeHUE 8 MUHYT, HO TIPOIOIDKUATENRHOCTH padboTe MBII pu HI3KOM
3apsze Oarapen coctaBisier 10 munyT, [ICY Oyner ncnonbs3oBars Oonbiee 13 3HaueHuH (10 MUHYT)
JUTSL MAKCUMAaJIbHOU TpeOyeMOil 3a/IepKKH.

[Tpu BeIHY)IeHHOM cortacoBanuu [ICY onpammuBaer kinentos PowerChute Ha npegmer
YCTaHOBJICHHOTO Ha HUX TPeOyeMOro BpEeMEHH BBIKITIOUCHHSI. B pe3ynbsrare a1 OOHOBIEHHUS
3HAUCHUH MaKCUMaJIbHOM TpeOyeMoii 3aJiep KKK MITK 3aJICPKKH ITPH BBIKIIOUSHHH JIJIsI TPYIIIBI
PO3ETOK MOXKET MOTPeOOBATHCS A0 IECSATH MUHYT.

PowerChute e n3mensier 3HaueHue [ poao/knTe/ bHOCTL padoThl IIPH HU3KOM 3apsijie 0aTapen
HAa IUIaTe CETEBOIO YIIPABIICHHUS.

3nauenne Maxkce. Tpedyemas 3ajaep:xka PowerChute Network Shutdown Bepcuu 3.X 1 Bbllle He
HCIIOJIB3YETCS IUIATOM CETEBOro ynpasiaeHus 1o orHoumenuto k UBII ¢ rpynnamu po3eTok.

JKkpaH «ABI1: obwee»

MyTb: KoHdurypauusa > UBI

3toT 3KkpaH gocryneH He 11 Bcex UBILL

Hexoropsie 3 ¢pynknmii, onrcansbix ganee, MoryT HE otoOpaxarscs mmns aexoropsix MBI

Mone

OnucaHue

HNma UBII

Wwms st unentudukanmu MBI

TMo3unua UBIT

®uznueckas ycranoBka UBII: ycTaHOBKa B CTOMKE UM B BUAE OTIAEIBHOIO
Onoka (HamoibpHas).

3BYKOBOI CMTHAJI
TpeBoru

BxutioueHne niti BEIKITIOYEHNE 3BYKOBOI CHTHAJIM3AINH, a JUTSl HEKOTOPBIX YCTPOICTB
WBI1 MOXXHO 3a1aTh yCIIOBHE, IPH KOTOPOM Pab0TaET 3ByKOBAs! CHTHAIM3ALIHSL.

S13bIKOBbIE HACTPOIKHU
KHUIKOKPHCTALTHYECKOTO
AMCIIest

Ornpenenenue s3blka, UCHONIb3yeMoro Ha auciuiee MBII.
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Руководства по PowerChute Network Shutdown на веб-сайте APC
Руководства по PowerChute Network Shutdown на веб-сайте APC

Mone

OnucaHue

KK-nucnieit

BrixiroueHne uiTh BKITFOUEHUE OCTYTIA K 3anucu B uHTep(detice muctest MBI

Ecnu noctyn BBIKIIFOUEH, MOIB30BATENb NO-TNPEXHEMY UMEET JOCTYIl Ha YTeHUE
OOJIBIIMHCTBA AKPAHOB, HO HE BIIOYKEHHBIX 9KPAHOB MEHIO « YIIpaBJIeHHE» U
«Konpwuryparus».

Bpems npenynpexaenust
CHUTHAJIA TPEBOTH 0O
COCTOSTHMU OaTapeu

YcraHoBKa BpeMeHH (B AHAX) IO TOSBICHUS KPUTHYECKOTO CUTHAJA TPEBOTH O
3amene Oarapen Ha KK-nucruree BII. YeranoBuTe 3Ha4eHue -1, 9TOOB HE
0oTo0OpakaTh MpeIyNpeKIaroNIee YBEIOMIICHNUE.

Bpems cHa, curHaJ
TPEBOTH 0 COCTOSTHHHU
O0arapeu

VYcraHoBKa BpeMeHH (B /IHSX), B TEYEHUN KOTOPOTO CHI'HAJ TPEBOTH Oatapen
JKK-skpana MBI e oToOpaskacs 1mocie nepBoro MoATBEPK/ICHUS. YCTaHOBHUTE
3Ha4YeHue -1, 4ToOBI He 0TOOPaXKATH JOIOIHUTEIBHBIX IPEIYNPEXICHUH oce
MOATBEPKIEHHUS TIEPBOTO MPETyNPEKICHNUS.

Iocaennsis 3ameHa
O0arapen

BBon Mecsna u roga nocnenHeii 3amensl 0arapeu UbII.

Yucio daTapeii
W
Buewmnue 6arapeu

KonmuecTBo Oatapeii, nuckirogas BcTpoeHHbIe Oartapen, nmetomuecs B IBI1. Ha
HEKOTOPBIX YCTPOHCTBaX, B KOTOPBIX UCTIOIB3yeTcs Oonee 16 Oarapei, HyKHO
nmobaBisATh o 16 Garapeit (16, 32, 48 U T. 11.), HO 3aTE€M 3TO YHCIO MOXKHO
CKOPPEKTHPOBATH JI0 HY’>KHOTO 3HAYCHUSI.

Buewnuii 0arapeiinbiii
IKagp

HopmupoBaHHbie amiiep-uachl (eMKOCTb Oarapeii) GarapeiiHoro mkada ams
BHEIITHET0 0aTrapeiHOro NCTOYHNKA TUTAHUSL.

Toxk 3apsiiku 6aTapeu

C HOMOILBIO 3TOTO TIOJISi MOXXHO U3MEHUTH CKOPOCTH 3apsiuku Oarapeit MBI B
nporeHrax. 3aechk 100% mpencTaBiIsioT CKOPOCTh 3apSAKH, PEKOMEHIYEMYO
npousBoauTeneM. Hampumep, 4ToOB! YBEIUYHTD B IBa Pa3a CKOPOCTh 3apSAKH,
ycranoBute 3HaueHue 200%.

Hamnpumep, koraa jist Toka 3apsiiku 6arapeu ycraHoBieHo 3HadeHue 100%:

* [Tpu yBennueHUM 001Iel eMKOCTH OaTraper TOK 3apsaku OaTapeu,
MOJIaBaeMBbIN 3apsaHBIM ycTpoiicTBOM it Oatapen MBIT, aBTomarnyecku
YBEJIMYUBACTCS, YTOOBI COXPAHUTB CKOPOCTH 3apsiaku 100%, 1 ckopocTh
3apsAAKH MEHSTh He TpebyeTcsl.

* [Ipu ymeHbIIEeHUH 00IIeH eMKOCTH OaTapeu TOK 3apsaKy Oarapew,
MOJIaBAE€MBIN 3apsaHBIM ycTpoiicTBOM it OaTapen MBIT, aBTomarnyecku
YMEHBIIIAeTCsl, 9TOOBI COXPaHUTh CKOPOCTH 3apsiaku 100%, u ckopocTh
3apsAAKH MEHSTh He TpebyeTcsl.

JlomonHuTENpHYI0 HHOOPMALIHIO O EMKOCTH OaTaper CM. B PyKOBOZACTBE
nonb3oBareins UBII.

Buumanwe! 3apsiaka mpu CIIMIIKOM BBICOKOH CKOPOCTH MOJKET IPUBECTH K
3aKUTIAHUIO U/UITH YTEUKE DIISKTPOIINTA /WK MOBBIIICHUIO JABJICHUS ra3a.
He usmensiiite 3Ty HaCTpPOUKY, eciii He 00Ja/laeTe JOCTATOYHBIMH 3HAHUSMH
B DTOM 00JIaCTH.

Tun 0arapeu

VYxaxure tun 6arapen, rie VRLA — 310 «Valve Regulated Lead Acid»
(cBHHIIOBO-KHCIIOTHASI OaTapes ¢ KIIAIaHHBIM PETYIINPOBAHHUEM ),

a BeHTHJIsIuOHHBIH

3JIeMeHT — 3TO OaTapest ¢ KUIKAM SIIEKTPOIUTOM (KaK B aBTOMOOMIISIX).

Oo6uas eMkocTh DaTapeu

Hcnonp3yiite 3TOT mapameTp Iis onpeneneHus oomei emxkoctu 6arapeit BIT ot
7 no 200 amrep-9acoB (A-4). ITo 3HAUYCHHUE UCTIONB3YETCS ISl OLICHKH BPEeMEHHU
paboTHI U oTpeneneHns TOKa, HeOOXOAMMOTO s 3apsiaku Oarapeii. Ecim Ha
ucnonszyemom UBIT nmmeercs mapamerp «O0mmIas eMKOCTh OaTtapeny,
oOHOBIIsTITE eTo 3HaueHue Npu J00aBiIeHnH Oarapeii B MBI nin n3BnedeHnn mx
n3 UBII. JlomonHUTEIHHYI0 HHPOPMAITUIO O eMKOCTH Oarapeu CM. B pyKOBOJICTBE
nonb3oBarens UBII.
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JKkpaHbl «UPS I/0O» (BBoa-BbiBOoa UBIN)

Cnepgytowme akpaHbl OCTYMHBI HE Ha Bcex ycTponcTeax UBIT.

JkpaH «Output Relays» (BbixoaHble pene)

Mytb: UPS I/O (BBoa-BbiBoA UBIT) > Output Relays (BbixogHble pene)

OKpaH HaCTPOWKM BbIXOAHbIX perie no3BonseT U3MEHATb COCTOSIHUE BbIXOOHbIX Pene npu HacTynneHuu
ycnosusi, ceazaHHoro ¢ MBI, OtobpaxatoTcs Bce 0OHapyKeHHbIe BbIXOOHbIE perne, 1 Ans Kaxaoro perne
MOXHO HaCTPOUTb NPUYUNHY U 3adepXKy pene. MoXHO Takke BblibpaTb NONAPHOCTb BbIXOAHbLIX pene. Mo
YMOM4aHuio Ucnonb3yeTca cneagytoLasa Hactporka nonspHocTtu: «All relays act normally open, when logic
condition is true, relays are energized» (Bce pene AenCTBYIOT Kak HOpMarnbHO Pa3OMKHYTbIE, ECNN NTOrMYecKoe
YCINOBME NCTUHHO, Ha perne NogaeTcs HanpsbkeHne).

Cause (MpuuunHa): ykaxuTe ycrnosue, cBsa3aHHoe ¢ MBI, npu HacTynmneHnm KOToporo n3mMeHsieTcs
COCTOSIHUE BbIXOOHOTO pere. [oCTynHbl CreaytoLme NpuYmnHbI:

No Action (Jenctsunsa oTCyTCTBYIOT) On battery power failure (MutaHue ot
6atapeun npu cboe NuTaHus)

On battery power failure except peak period | Low battery while on battery (Huskui 3apsg
(MuTtaHue ot Gatapeu Npy cboe NuTaHus, |GaTtapeun Nnpyu NMTaHUKM OT BaTapen)
KpoMe nepvopa nmMKoBbIX Harpy3oK)

Alarm (Cwvrnan) Fault (C6on)
Output on (Bbixoa BKIoYeH) Output Off (Bbixoa BbIKITHOYEH)
Online (OnepaTuBHbIN pexunm) In Bypass (Pabota B pexume 6annaca)

Mpwu BbIGOPE BapuaHTa «On battery power failure except peak period» (IMutaHne ot 6atapeu npy cboe
nMTaHns, KPOMe nepuoda NMKOBbIX Harpy3ok) MBI He ByaeT nameHsTb COCTOSHME BbIXOAHOTO pene,
€CIM HaCTpOeH nepuom NMKOBbIX HArpy3oK U TeKyLLiee BpeMaA U AeHb HeAeln OTHOCATCA K 3TOMY nepuoay.
[ononHuTenesHble cBeAeHNs CM. B pasgene «3kpaH «Peak Period» (Meprog NMKoBbIX HArpy30K).

Relay Delay (3apepxka pene):HacTpanBaeMoe nofb3oBaTerieM rnorne, No3BosistoLLee yka3aTh BpeMs
oxunaaHusa VBl B cekyHaax 40 M3BMEHEHUS COCTOSIHUS BbIXOAHOIO pere B Crlydae HacTynfeHnsi HAaCTPOEHHOM
NpUYKnHbI. HacTpoeHHas 3agepkka NpUMEHSIETCS, TONbKO €CNU 3afepKKa pene MMeeT HEHYNEBOE 3HaYEHNE U
BKMNIOYEH Tarmep 3agepXku. [lononHuTenbHble CBeAeHUsA cM. B pykoBoacTee no UBIT.

Polarity (MonapHocTb):3T0 hm3nyeckoe cocTosiHNe, B KOTOPOM ByayT HAaXOAUTLCS BbIXOAHbIE pene npu
HacTynneHuun ycnosus, ceasaHHoro ¢ VBI. JocTynHbl ABa BapuaHTa:

ecnu BbiGpaH 3TOT BapuaHT, Npu HAacTyMNieHUn yCroBwsl, ceazaHHoro ¢ MBI,
BbIXOAHblE perie ByayT BKMYEHbl. DTOT BApMaHT UCMOSb3YETCS MO YMOITYaHUI0.

ecnv BbIOpaH 3TOT BapyaHT, NpU HaCTyneHnn ycnoeusl, ceasaHHoro ¢ MBI,
BbIXOAHbIE pere OyayT BbIKMOYEHbI.

MonsipHOCTb BbIXOOHbLIX perne He pekoMeHAyeTCcs HacTpanBaTb, €CNM HACTPOEHbI Nepuoz, MMKOBOWN
Harpysku unu 3agepxka perne.
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Mpumep. Ons BbIXOAHOMO pere HacTpoeHa npuynHa «On battery power failure» (MutaHue ot 6aTapeun npu

cboe nuTaHusa) n yctaHoeneHa 3agepxka pene 30 cekyHa. Korga VBl HaumMHaeT paboTty oT 6atapewn, nnata
CeTeBOro ynpasneHus oxuaaeT B TedyeHne 30 cekyHA, Npexae YeM U3MEHUTb COCTOSIHME 3TOr0 BbIXOAHOMO

pere Ha To, KOTOpoe 3a4aHo NapaMeTpoM (MonsipHOCTB).

AkpaH «Input Contacts» (BxogHble KOHTaKTbI)

Mytb: UPS I/0 (BeBoa-BbiBOA UBI) > «Input Contacts» (BxoaHble KOHTaKTbI)

OkpaH MoO3BOSISIET UBMEHATb COCTOSIHUE BXOOHbLIX KOHTAKTOB NpW HACTYNNeHnn
ycnosus, ceasaHHoro ¢ VMBI, OtobpaxatoTcs Bce oBHapyKeHHble BXOAHbIE KOHTaKTbl, Y AN KaXgoro pene
MOXHO HacTpouTb aenctane. MoxHO Takke BbibpaTb BXOAHbIX KOHTAKTOB. 10 ymMmonyaHuto
ucnonb3yetcd criegytowasa HacTporika nonapHoctu: «All contacts act normally open» (Bce koHTakTbI
OEeNCTBYIOT Kak HOPMarbHO Pa3oOMKHYTbIE).

Action (JencrBue):ykaxunTe ycnosue, ceasaHHoe ¢ MBI, npu HacTynneHumn KoToporo N3MeHsieTcst
COCTOsIHME BXOA4HOrO KOHTaKTa. [locTynHbI crneayowme AeNCTBUS:

No Action ([Jenctesunsa OTCyTCTBYHOT) Self-Test (CamoguarHocTuka)

External alarm on (BHelwuHun aBapunHbivi curHan BkntoveH) |External alarm off (BHelwHWn aBapuidHbIn curHan
BbIKITHO4EH)

Output off no delay (Bbixoa BbikntoueH 6e3 3aaepKkm) Output on (Bbixoa BKMOYeEH)

Polarity (MonapHocTb):3T0 hm3nyeckoe COCTosIHNE, B KOTOPOM ByayT HAXOAUTLCS BXOAHbLIE KOHTAKTLI MPK
HacTynneHuun ycnosus, ceasaHHoro ¢ VBI. JocTynHbl ABa BapuaHTa:

ecnu BbiGpaH 3TOT BapuaHT, NPy HACTyMNeHUn ycrnoBusl, cBsizaHHoro ¢ VBI, BXxogHble KOHTaKTbl OyayT
BbIKSOYEHbI. TOT BapuaHT UCMONb3YeTcsl MO YMOYaHUIo.

. ecnm
BbIOpaH 3TOT BapuaHT, Npy HACTynreHnn ycrnosus, ceasaHHoro ¢ MBI, BxoaHble KOHTaKTbl ByayT BKIHOYEHBI.

Mpumep.[ns BxogHOro KOHTakTa HacTpoeHo aeicteue «Self-Test» (CamognarHocTuka) u ycraHoBneHa
nonsipHocTb «All contacts act normally open» (Bce kOHTaKTbl 4ENCTBYIOT Kak HOpMarbHO pasoMkHyTbie). Mpu
3aMbIKaHUM BXOOHOro koHTakTa MBI HemegneHHO HaYyHET BbIMONTHEHWE CaMOANarHOCTUKM.

AkpaH «Peak Period» (Mepuoa NMKOBLIX HAarpy3ok)

Mytb: UPS I/O (BeBoa-BbiBOA UBI) > Peak Period (Meproa nMkoBbIX Harpy3oKk)

Ha akpaHe (Mepwviog NMKOBBIX HArpy30K) MOXHO HAaCTPOUTb NepUoabl 0cobo BaXHOCTH,
Hanpumep Yacbl MUK, B TE4EHME KOTOPbIX BbIXOAHbIE pene He ByayT N3MEHHATb COCTOSIHUE NPY HACTyNNeHUN
npunyunHbl «On battery power failure except peak period» (MutaHne ot 6atapen npu cboe NUTaHKs, Kpome
nepuoaa nukoBbix Harpy3ok). Ecnn UBIT HaunHaeTt paboTty oT 6aTapeun B Takme Nepuoabl MMKOBOW Harpysku,
COCTOSIHME BbIXOOHOIO pene He ByaeT n3MeHATbCS, MoKa TeKyLiMe BpeMs U AeHb Hedernu He BbIMayT 3a
npegernsl HacTpoeHHoro nepuoga. Ecnn MBI yxxe He nogaet nuTaHne oT 6atapen Ha MOMEHT OKOHYaHUS
HaCTPOEHHOro nepuoga NMKOBOW Harpysku, COCTOSIHNE BbIXOOAHOTO pene He U3MEHUTCS.

MprmedaHue. BkpaH (Mepuroa NMKoBbIX HArpy30K) UCMONbL3YETCH TONbKO AMNS BbIXOOAHBLIX
pene. [lononHutenesHbIe cBeAeHUs cM. B pasgene «3kpaH «Output Relays» (BbixogHble pene)»
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HacTtpoiika nepunoaa nukoBbIx Harpy3ok ansa UBI.

1. Bbibepute BCce nogoxogswme nepuogpl. Nepuoabl npeactaBnsoT cobon HTepBansl N0 29 MUHYT.
MoxHo BbIGpaTh Heckonbko nepuonos, Hanpumep ¢ 09:00 go 10:59.

2. BblGepute Bce noaxopsiune oHW Hepenu (BockpeceHbe, NoHeAeNbHWK, BTOPHWK, Cpeaa, YeTBepr,
nsTHUUa, cybboTa).

I'IpwmeanMe. MoxxHo Bbl6paTb OLVIH UMW HECKOSbKO AHEWN HeAEenn, HO B KaXKabl U3 3TUX
OHen 6yp,eT ncnonb3oBaTbCA OAUH U TOT XXEe nepuoa. HaCTpOVIKa Pa3HbIX NepnoaoB B pa3Hblie
OHWN HEBO3MOXHA.

Mpumep 1. [ina BeIXoOHbLIX pene HacTpoeHa npuynHa «On battery power failure except peak period»
(MuTanue ot Gatapeun npm cboe NUTaHUNA, KpOMe nepuoaa NMKOBbLIX Harpy3ok). HacTpoeH nepuog NMKoBbIX
Harpy3ok B noHeaenbHuK, BTopHuK 1 cpeay ¢ 09:00 go 10:29. MBI nepexoguT Ha nutaHue ot 6atapeun

B noHegenbHuk B 10:00. Ecnn MBI Bce ewe nogaet nutaHue ot 6atapen B 10:30, cOCTOsIHME BbIXOOQHOMO pene
namenuntca B 10:30.

Mpumep 2.0n5 BbIXOOHLIX pene HacTpoeHa npuynHa «On battery power failure except peak period»
(MuTanue ot BaTtapemn npu cboe NUTaHWs, KPOMe neproaa NUKOBbIX Harpy3ok). B none «AC Input Qualification»
(MpoBepka BXOAHOW CETU NEPEMEHHONO ToKa) ykasaHo 15 cekyHA (cM. pasgen «HacTponkum NuTaHns B MEHHO
KoHdurypaummny). HactpoeH nepmon NUKOBbIX HArpy3ok B YeTsepr u natHuuy ¢ 18:00 go 19:59. VBT
nepexoauT Ha NuTaHue ot BaTtapem B yeTBepr B 19:45. MNogaya nutaHua Ha UBI Bo3obHoBNnsieTcs B 19:54,
nocne 4yero MBI BbINOMHAET NPOBEPKY NOOKITHOYEHUS NePeMEHHOro Toka U OXXnaaet B TedeHne 15 cekyHa
nepeg nepekntoyeHnem Ha paboty ot ceTu. MNMockonbKy B 310 Bpems MBI yxe He ocyLecTBNsSeT nuTaHmue oT
GaTtapeu, COCTOSAHME BbIXOAHOMO perne He N3MEHUTCS.

JKpaH «PacnucaHme camoamarHOCTUKU»

MyTb: UBIM > KoHdurypaumsa > PacnucaHme camoanarHoCTUKuU

Ucnonp3yiiTe 3TOT napaMeTp AJIsl HACTPOUKH BPEMEHH 3aIlycka caMonuarHoctuku Ha MBIIL

nHaHMpOBaHMe BbIKJTHOHeHUA
MyTb: Kondurypauusa > NnaHupoBaHue

Ora ¢ynkust noctynHa He Ui Becex MBI, @yHKIny miaHupoBaHus caMOTECTUPOBAHMS OTIMYAIOTCS IS
pasHbIx ycrpoiicts UBII.

IIpumeuanue. He coznaaiite HaksIaIpIBatONIMECs IPYT HA Jipyra pacnucanus. [I[pumep HakmaabpIBaOIUXCs Jpyr
Ha JIpyra paclyCcaHuil BBIKITIOUEHUS: exeHeBHOE BbIkroueHue ¢ 20:00 1o 21:00 u pazosoe BoikmtoueHue ¢ 20:10 1o
20:30. HanoskeHye pacricaHuii BEIKIFOYEHUS] MOXKET IPUBECTH K HEU3BECTHBIM M HETIPOBEPEHHBIM PE3YIIBTaTaM.

Ona oboux napameTtpoB: UBI n «pynnbl po3eTok»

MoskHo HacTpouTh BbikItoueHue st UBII B oOmactu WJIM JUIS OTICIILHOW TPYIIIBI IEPEKITF0YaeMbIX
PO3eTOK (€Ciii BO3MOXKHO) B 00JIaCTH

[Ipu BEIOOpE Wid mo0bIe HACTPOSHHBIC PACTICAHMS OTOOPaXKAIOTCS BIOJIb BEpXHEH
YacTH IKpaHa C MOIPOOHBIMH CBEJCHHUSIMH, BKIIOUasl CBEICHUS O TOM, BKIIFOYSHBI OHU HJTH BBIKITIOUEHBI.
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PepaktupoBaHue, BKrtoYeHWe, OTKMIOYEHMEe UNK yaaneHue 3anfiaHupoBaHHOro BbIKIMIOYEHUA.
[I{enxkHUTE MM paCIIMCaHUs B CIIUCKE PACIIMCAHUN, PACTIONOKEHHOM Baoib 3kpana MBI wim ['pymniisr
pozetrok. OToOpaxaroTCs MOJHBIE CBEACHHS, 1 MOXXHO H3MEHHUTD IapaMeTphl. B ToM uncie MOkKHO BpeMEHHO
BBIKJIIOUYUTH YCTPOHCTBO, CHSIB (DIIa)KOK BKJIIOUNTE, MM YAaJIUTh YCTPOWCTBO MOJHOCTHIO.

Co3pgaHue pacnucaHua BbiknoyeHun UBI unu rpynnbl nepeknioyaeMbix poO3eToK.

1. B pazmene [lnanuposanue Beroepure MBI wmu rpynmy po3erox.,

2. HCHOJ’ILSyﬁTC MEPCKIIOYATCIIN JI BI:I60pa THUIIA BBIKJIFOUCHH A, KOTOPOC HAAO 3aIllJIaHUPOBATh:
();mopa’sonoc BBIKJIIOYCHHE, E:xxenneBHOe BbIKJIIOUYeHNe WIN ExkeHeneabHoe BBIKJIIOYEHuEe, 3aTCM
MICJIKHUTC KHOIIKY 21‘(]5[(‘(!.

3. YToOBI BpEMEHHO OTKJIIOYUTH PacIiCaHue, CHUMHUTE (IaKoK BriiiounThs.

4. VYkaxurte UM, a TAaKXKe JaTy U Bpems I pacTiiCaHusl.
JIns esKxeHeeNbHOTO BBIKIIFOUEHHUS YKAXKUTE HHTEPBaJl B PACKPBIBAIOLIEMCS TI0JIE.

5. YKa)KI/ITe, JOJIDKHO JIN YCTpOﬁCTBO HJIK rpyHnra po3€TOK IMOBTOPHO BKIIIOYATHCA IMMOCJIC BBIKIIFOYCHUS !

[TopTopHoe BRIIIOUEHNE: YKaKHTe, OyaeT 1 Bitouarbesi IBIT B KOHKpeTHBIH IeHb U B KOHKPETHOE
Bpemsi: Huxorna (MBI Bkarouaetcst Bpyunyto) wnu Hemennenno (MBI Bkitountes nocne oXugaHus
B 6 MUHYT).

Tomnbko 1S TPYHIIBI PO3ETOK YKAXHUTE TPYIITY JJIsl BBIKIIOYCHUS, LIETKHYB COOTBETCTBYIOLIYIO KHOIIKY.

KvllleH'l'bl CE€TEBOI'0 BLIKJIKYCHUA 110 Clll'H‘dle PowerChute: yKa)KI/ITe, CJ'IC)IyeT JIN yBC[[OMJ'IHTI) KIIMCHTBI
PowerChute; cMm. pasaen «Kinuentsr PowerChute Network Shutdowny.

OTH napamMeTpsl MO3BOJISIOT UcTIoNb30BaTh yTHinTy PowerChute Network Shutdown s
BBIKITIOUCHMS 10 SO CEpBEPOB B CETH, TMI€ UCIIOIB3YETCS KIIMEHTCKAsE BEPCUS DTON yTHIUTHL.

©

JKpaH «OOHOBIIEHME NMPOLUNBKNY

MyTtb: UBIM > KoHdurypaumsa > O6HOBNEHUE NPOLUNBKU

Ora ¢yHkuus gocrynHa He s Bcex UBIT.

D10 0O0HOBIIEHNE OTHOCUTCS K npowuske Ha MBII. He myTaiite ¢ o6HOBIeHNEM nipommBku [ICY
(cm. paznen «llepenada daitnosy).

IMpumeuanme. /{151 ooHOBIIeHNs TpomuBKU Ha BIT Mmogenmn SRT HeobOxoamumo cHavana 0OHOBUTH
npomuBky I[ICY no AOS Bepcun 6.2.1 win Beie. B npotuBHoM citydae MBIT moxxeT nepecrars
paboTars.

CrnenyiiTe MHCTPYKIMSIM Ha 3Kkpane O0HOBIIeHIEe TPONINBKIL, YTOOBI OMPEICIUTh, HY>KHO JIH
BBIKJTFOUUTH BbixoJ] MBI1 nepes; 0OHOBICHHEM MPOIIMBKH. DTO 3aBUCHUT OT OIPE/ICIICHHOM MOJICITN
WBIL.

[Ipumeuanue. [Ins1 npocMotpa sxkpana O0HoBeHne npomnsry B Internet Explorer®
UCTIONIB3YHTE Bepcuto Opay3epa 10 uiiy BbIle ¢ BBIKJIIOYEHHBIM IIPOCMOTPOM B PEKUME

COBMECTUMOCTH. JDKpaH OOHOBJICHHUS IPOIIMBKH HECOBMECTHM C Opay3epom Edge®.

CL&4S,

BeinosHuTe 3TU ACHCTBUSA 1J1s1 OOHOBJICHHMS MTPOIIMBKH. (AJIBTEPHATUBHBIC CIIOCOOBI CM. TAKXKE B paszeiiax
«O6nosnenune npommBku UBII ¢ ycrpoiictea USB (Tomsko AP9631 mmm AP9635)» u «Mcmonp3oBanue FTP
Iutst 0OHOBITeHUS TpomuBkY UBI»).
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A

HNudopmarnmro no nonyueHuto ¢paiina ¢ 00HOBICHHEM POLIUBKH U JIaTbHEHIINE HHCTPYKIIUH CM.
B CTaThsX C WACHTH(PUKATOpaAMH u B 0a3e 3HaHHU Ha

BriGepure -
[IenkHUTE KHOMKY U HAWJHUTE 3arpy>KeHHBIN (aiiyl 0OHOBIICHUS Ha KOMITBIOTEDE.
[llenkHuTe KHONKY , 4TO0BI 00HOBUTH TpommuBKY MBI,

ITo 3aBepreHny 0OGHOBIECHHSI IPOBEPLTE COCTOSIHUE B pa3zeiie u
WIN B KypHaJie COOBITHH.

O6HoBneHune npowneku UBI ¢ yctpouctea USB (Tonbko AP9631 nnu AP9635)

[Mepen Tem xak ooHOBHUTH NpomnBKy MBII, yoeaurecs, uro ycrpoiictBo USB noanepxkusaet crangaptr USB
vl.1 u umeer ¢aiinosyro cuctemy FAT, FAT16 mmm FAT32.

1.
2.

Bcragete yeTpoiicteo USB B mopt USB kommbroTepa.

OTtkpoiiTe cTaTbio 6a3bl 3HaHUH ¢ 1] u Ha , 9TOOBI 3arpy3UThH
MpaBWIBHBIN (haitr oOHoBNeHMs npormuBKy A MBI, n coxpanure ¢aiin B KOpHEBOM Karajore
ycrpotictBa USB i B karasore /upsfw/ Ha ycrpoiictee USB.

Uzsnekunte ycTpoiictBo USB, coneprkaree (haiiin mpommBKH, U3 MOPTa KOMITBIOTEPA U BCTABBTE €TO
B mopt USB na [ICY.

Otkpoiite Be6-unTepdeiic NMC u nepeiiaute B pa3men
BribepuTe ¢aiin mpommBKY B pacKpHIBAIONIEMCS CITMCKE TIOJT TAaHENBI0 00HOBJIeHHs ¢ yeTpoiictBa USB.
[IlenxkHUTE KHOLIKY , 9TO00BI 00HOBUTH TpomuBKY MBII.

Ipumeuanue. /s 0GHOBICHHUS MOXET MOTPEOOBATHCSA HECKOIBKO MUHYT. He m3BnexanTe
yctpoiictBo USB u3 IICY, moka o6noBnenne npomusku VBI1 He Oynet 3aBepineno. Ecim
ycrpoiictBo USB OyneT n3BiedeHo nepes BhIIIOJHEHHEM OOHOBICHHS IIPOILUBKHY,
0OHOBIIEHHE HE Oy[ET BHIIOIHEHO YCIEIIHO.

Ilo 3aBeprieHnN OOHOBJICHNUS IPOBEPHTE COCTOSTHUE B paszeie
WIN B KypHaJie COOBITHH.

Ucnonb3oBaHue FTP ana o6HoBneHusa npowusku BT

Ecin HeoOxoauMo 0OHOBUTH citiiiikoM MHOTO ycTpoiictB MBI, MoxHO crienath 310 ObicTpee ¢ momorisio FTP.
[Tpumep HYXHBIX JEHCTBHUI MPUBEEH B CIEAYIONIEH Mporeaype. TOT cocol SBIsSeTCs aJIbTePHATHBHBIM
croco0y «JkpaH «OOHOBJICHUE TIPOIIUBKI»Y.

1.

MpumeyaHwue. B Bepcun 6.8.0 npotokon FTP oTkntoveH no ymonyaxuio. BkrntounTe ero, npexae
yem npogomkmTb. CM. pasgen «3kpaH cepeepa FTP».

Nudopmanmro o morydeHuto ¢aiiia ¢ 0OHOBICHNEM MPOIIUBKY U TaJbHEHUIITNE HHCTPYKIIUH CM. B
CTaThsIX C HACHTH(HUKATOPAMH U B 0Oa3e 3HaHMIA Ha

[lepenaiite daiin obroBnenns no FTP B karamor upsfw Ha mare, 4To0b1 HauaTh MPOIIECC OOHOBICHUS.

[lepenaua npommeku o FTP MoxeTt ObITh IpepBana, eciiu ¢aiil 00HOBICHHS TOBPEXACH WIIN
Henpumenum ans UBILL

[Tpumep 3arpy3ku Qaiina 0OHOBIEHNUS ¢ TOMOIIbI0 KoMaHasl DOS FTP:

$ ftp <Ampec cereBol myuatTe I[ICY>

Connected to <Ampec ceTeroMm mJjaTe [ICY>.

220 AP9631 Network Management Card AOS vX.Y.Z FTP server ready.
User (<Ampec cereBoml mjatTe I[ICY>: (none)): apc
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331 User name okay, need password.

Password:

230 User logged in, proceed.
ftp> bin

200 TYPE Command okay.

ftp> hash

Hash mark printing On ftp: (2048 bytes/hash mark).

ftp> cd upstw

250 CWD requested file action okay, completed.

ftp> put «<IMyTs k danny npommBKu MBII>»

200 PORT Command okay.

150 File status okay; about to open data connection.
226 Closing data connection.

ftp: 121984 bytes sent in 1.39Seconds 87.70Kbytes/sec.
ftp> quit

221 Goodbye.

3. Tlo 3aBeprieHnn OOHOBICHHS MTPOBEPHTE COCTOSHUE B pazzaene Pesyinrar mocieanero 00HoOBICHNA
Ha CTpaHuIle OOHOBJICHUS MIPOILIUBKY BeO-nHTEepdeiica Wi B XKypHae COOBITHH.

KnueHtbl PowerChute Network Shutdown

MyTtb: UBIM > KoHdurypauusa > PowerChute

PowerChute Network Shutdown no3BonsieT ynaneHHO BBIKIIOUUTE ycTpoiictBa UBII.

I[Tpu ycranoske kimenta PowerChute Network Shutdown on 1o6aBisieTcst B 3TOT CIIMCOK aBTOMAaTHYECKH.
[Mpu ynanennn kiauenta PowerChute Network Shutdown on aBromarndecku ynansercs.

lenkaure /lo6aBuTh KianenT, 9To0s 00aBuTH [P-anpec HoBoro kimenta PowerChute Network Shutdown.
Jlns ymanenus knuenta menkauTe [P-agpec 3Toro kimeHTa B CIMCKE, a 3aTeM MISIKHUTE YA IuTh KinenT. B
3TOM criicke MoxeT ObITh 10 50 [P-agpecoB KiMeHTOB.

[Tpu HaTMuUK TPYIII PO3ETOK HEOOXOAMMO TAKXKE YKa3aTh, KaKas IpyIa po3eTOK NPe0CTaBIsIeT MMTaHNEe
kiuenty PowerChute.

B Bepcun 6.8.0 PowerChute e moxket coenunutbest ¢ [ICY, ecnu Ha [ICY BBIKITIOUEH POTOKOI
HTTP. Yto6s1 BrmrounTs mipotokost HTTP i HTTPS, cM. pasmen «Qxpan BeO-g0CcTyIay.

JKpaH «YHUBepcanbHbIN BBOA-BbIBOA»

MeHnro YaugepcaibHblil BBO/I-BbIB0/] IPUMEHUMO, €CJIH YCTAHOBJIEHBI TAaTYUKU TEMIIEPATyPhbI
n BnaxHocty (AP9335T/TH) nim ycTpoiicTBO BBOAA-BBIBO/IA € CyXHM KOoHTakToM (AP9810).
Hcrnonp30BaHue 3TUX YCTPOUCTB YACTO HA3BIBAIOT MOHUTOPUHIOM OKPYKAIOIIEH Cpebl.

JKkpaH «Temnepatypa 1 BlaXHOCTb»

nyTb: YHMBepca.ﬂbelﬁ BBOA-BbIBO, > TemnepaTypa N BNaXHOCTb

3nech 0To0paxaeTcst UMsl, COCTOSIHUE TPEBOT'Y, TEMIIEPATypa U BIaXXKHOCTb (€CIIU MOJAEPKUBACTCS) AJIs
Kaxaoro naryuka. LllenknuTe nMs garumka, 4To0bl N3MEHUTH UMS U MECTOMNOJIOKEHNE WITH HACTPOUTh
TTOPOTOBHIE 3HAYEHHS U THCTEPE3HC.

lMoporoBbie 3Ha4YeHuA. [11g KaX10ro JaT4iKa 3a/1al0TCsl TOPOTOBbIE 3HAUEHUS TEMITEPATYPhl U BIAKHOCTH
(ecnu mopaepKuBaeTcs Takoe u3Mepenue). [Ipu BbIxoze mokasaress 3a MOPOTOBbIE 3HAYSHHSI 3BYYUT CUTHAI
TPEBOTH.
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Coo01ieHus u SIBJISIIOTCS peaynpexaaonmmu. CooOrieHus u
SIBJISIFOTCSL KPUTUYCCKUMU M TPEOYIOT BHUMAHUSI.

Mictepesuc. Mcnonp3yiiTe 3HaYeHNE THCTEPE3HCca BO H30eKaHNe TOBTOPHBIX CUTHAJIOB TPEBOTH I OJJHOTO
Y TOTO K€ HapyIIEHHs TOPOTOB TEMIIEPATyPhl UM BIaXKHOCTH.

Kor,ua TEMIICPATypa WJIH BIAXXHOCTb, BbI3bIBAIOIIAsA BbIXO 3a IIOPOrOBOC 3HAUCHHNE, CKJIOHHA K
HE3HAYUTCIIbHOMY KOJIEOAHUIO BBCPX M BHHU3, OHA MOKET MHOTOKPATHO I'CHCPUPOBATL CUTHAJI. Bbonbmiee
3HA4YCHUC T'UCTEPE3rCa MOKET 3TO IPECAOTBPATUTh.

Ecnu 3HaueHue ructepesuca HeJ0OCTaTOYHO BEJIHUKO, KOJIEOaHUE MOXKET CHauala BbI3bIBATh HAPYLLICHUE
MTOPOTOBBIX 3HAUEHUI1, a TOTOM BOCCTaHABINBATh HOPMAJIBHYIO CUTYAIHIO, YTO O3HAYAET, YTO CUTHAJ TPEBOTH
MOXeT cpabaThiBaTh HECKOJILKO pa3. CM. IpuMepHl Jajiee, MpeJBapuTeIbHO 00paTHB BHUMaHUE Ha
CJIEAYIOIIUE 3aMEUaHusl.

* B ciyuae BbIX0JIa 32 BEPXHEE U HIDKHEE ITOPOTOBbIE 3HAYCHHSI TOYKON cOpoca CUTHAIA TPEBOTH
SIBJISIETCS] TIOPOTOBOE 3HAUEHUE MUHYC YKa3aHHOE 3HaYCHHE THCTepe3nca.

+ Jlng HapyIIeHUs] MUHAMAaJIbHOTO M HU3KOTO OPOTOBOT0 3HAaYEeHHH TOYKa cOpoca — 3TO MOPOTroBoe
3HAUCHHE AII0C 3HAYCHUE THCTepe3nca.

[TpumMep NMOBBIICHNS BIAXXHOCTH ¢ KojeOaHusIMHU. [loIyCTUM, MaKcuMaibHoe TIOPOroBOE 3HAYCHHE
BIQXKHOCTH cocTaBisieT 65%, a rucrepesnc BiaxkHocTH paBeH 10%. JlomycTim, 9TO BIaXKHOCTh MOXHUMAETCS
BhITIIE 65%, BBI3BIBAsI CUTHAJ TpeBOTH. [locie 3Toro oHa MHOTOKpaTHO OITycKaeTcst 10 60% U mogHuMaeTcst 10
70%, omHako — Onaromaps 3HadeHHIO ructepesnca B 10% — curaanm TpeBoru He cOpachIBaeTCS U IIOATOMY
HUKaKOW HOBOM TPEBOTH HE BO3HUKAeET. J[is cOpoca CyIecTBYIOIEro CUrHalia TPeBOTH BIAYKHOCTD JI0JKHA
ymacTh HIKe 55% (4TO COOTBETCTBYET 3HaUeHUIO 65% Mmunyc 10%).

[Tpumep nagenus TeMneparypsl ¢ koinebanusamMu. JomycTum, MunuManbHoe TOpOroBOe 3HaYCHUE
TeMneparypsl paBHo 12°C, a rucrepesuc temmneparypsl — 2°C. JlomycTuM, 4TO TeMIIeparypa najaeT Huxe
12°C, Bb13bIBas curnai tpesoru. [locie 3Toro ona MHOrokparno nogaumaercs 10 13°C u omyckaercs 10
11°C, ogHako — Gnaronaps 3Ha4eHUIO TUCTepe3rca B 2°C — CUrHaJ TPeBOTH He cOPachIBAETCS U IOITOMY
HHUKAaKOH HOBOM TPEBOTH HE BO3HHUKAeET. J[i1s1 cOpoca CyIiecTBYIOIEro CUrHaia TPEeBOrM TeMIIepaTypa 10/bKHa
nonuAThes Boite 14°C (uto cooTBercTByeT 3HadeHUIO 12°C noc 2°C).

JkpaH «BxoaHble KOHTaKTbI»

MyTb: YHUBepcanbHbin BBOA/BbIBOA > BXOAHbIe KOHTaKTbI

Ha skpane 0TOOpakaeTcst UMsl, COCTOSIHUE TPEBOTH U COCTOSTHHE (OTKPBIT HITH 3aKPBIT)
Ka)KJIOTO KOHTaKTa. JTH JaHHbIE aBTOMaTUYECKH MOIY4YaloTCS U OTOOPaKaroTCs 3€Ch IIPH YCTaHOBKE
YCTPOMCTBA JJI1 MOHUTOPUHIA OKPYXKaIOLIEH Cpebl.

[enaxHUTE UM BXOJHOTO KOHTAKTA JUISI TOTYyYEHHS MTOIPOOHOT0 ONMUCAHNS COCTOSIHUS WM JUI HACTPOHKHU
3HaueHHH. [Ipy OTKIIFOYCHUH TAaHHBIA KOHTAKT He (POPMUPYET aBapHIHHOTO CUTHAJIA, aXKe €CJIM OH HAXOAUTCS
B aHOMAJIBHOM T0JI0keHHU. OcTanbHBIE OIS pACCMOTPEHBI Jaliee.

Mone OnucaHue

COCTOSIHIE , €CJIN ,HaHHBIﬁ BXOI[HOI71 KOHTAKT HE c006maez 06 aBapPIfIHOM CHUT'HAJIC UJINU HE

TpeBoru COO6H.Ia€T O CTCIICHU OIIaCHOCTH npu COO6H1€HI/II/I 06 AaBaApUUHOM cur"aie. Eciu 3To mose
BBIKJTFOUCHO IS KOHTAKTa, 0T06pa)l(aeTC$I

CocTosinue TeKyLuee COCTOSITHHUE JAHHOI'O BXOAHOI'O KOHTAKTAa: NiIn

Hopmaabnoe | HopmanbHoe (HeaBapHiiHOE) COCTOSIHHE JJAHHOTO BXOJHOTO KOHTAKTa: WA

COCTOSIHHME

CremneHn CTeHeHL OIIAaCHOCTHU aBapHﬁHOFO CUIrHaJia, reHepUpyeMOro aHoMaJIbHbIM COCTOAHUEM
JAaHHOT'O BXOAHOI'O KOHTAaKTa:

OIMaAaCHOCTH WTH

AKpaH «BbixoaHoe pene»
MyTb: YHUBepcanbHbIN BBOA-BbIBOA > BbixogHoe pene

— 371ech OTOOpakaeTcs UMsI U COCTOSIHHE KaXKAOTO pesie (OTKPBITO WK 3aKPBITO). DTH
JaHHbIE aBTOMaTH4ECKH HOIYy4YaloTCs U 0TOOpaXKaroTcs 3€Ch IPH YCTaHOBKE YCTPOMCTBA 111 MOHUTOPHHTA
OKpYKaroILeH cpeapl.
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[lenaxHUTE UM BXOJHOTO KOHTAKTA JUISI TOTyYEHUS MTOIPOOHOT0 ONUCAHUS COCTOSIHUSI WM JUT HACTPONKHU
3HadeHuil. [lons paccMoTpeHs! nanee.

Mone OnucaHue
CocTosinne Tekyliee coCTOSHUE JAHHOTO BBIXOIHOIO pelle. 3akpbiTo Wik OTKPLITO.
HopmaabHoe . ,
HopmanwsHoe (HeaBapuitHOE) COCTOSIHHUE TAHHOTO BBIXOIHOTO pefie. 3akphiTo Iid OTKPLITO.
COCTOSIHHE
JI1 U3MEHEHUS TEKYLIET0 COCTOSHUS JAHHOIO BBIXOIHOIO PEJI€ YCTAHOBUTE 3TOT (PIaKOK U
Yupasienue A it A A perey b

HICJIIKHUTE «HpI/IMeHI/ITL».

BpeMH B CEKyHAax, B TCHCHUEC KOTOPOT'O BBI6paHHBIﬁ CUT'HAJI TPEBOI'U JOJIKCH CYIICCTBOBATD,
NpeXe 4YeM cpaboTaeT BEIXOJHOE pesie. Mcnonb3yiTe 3Ty HacTpoKy, 4TOObI H30exaTh
3ajgepKKa AKTHBALUU CUTHAJIA TPEBOTH BO BPEMsI KOPOTKUX NEPEXOAHBIX MPOLECCOB.

Ecnu nocie Havana neprioza 3a1epskku popMHUPYIOTCS OTIONHHUTENBHBIE CHTHAJIBI TPEBOTH,
3a/IeprKKa He TIepe3alrycKaeTcs, a MpoIoIDKAETCs IO TeX 1op, OKa He cpaboTaeT BEIXOIHOE peJie.

MuHuManbHOE BpEMS B CEKYHJIaX, B TEUEHUE KOTOPOTO BBIXOAHOE PEJIE OCTAETCSA AKTUBHBIM
MOCJIE NTOJaYM CUTHANA TPEBOTH.

Jaxe B ciyyae KOPpEKTUPOBKHU aKTUBU3UPYIOLIETO CUIHAJIA TPEBOI'M BBIXOIHOE pEIle
OCTaETCs BKIIOUEHHBIM, [T0KA HE 3aKOHUYUTCA JaHHbIN IIEPUOLL.

VYnep:xanue

HaCTpOVIKa NOJINTUKUN ynpaBJrieHUA

nyTb: yHMBepcaﬂbelﬁ BBoA-BbIBOA > [Monutuka ynpaBneHus

HaTICY AP9631 min AP9635, k KOTOpO¥i MOAKIIOYEHO A0 JBYX YCTPOWCTB BBOAA-BBIBOAA C CYXUM KOHTaKTOM
(AP9810), MOXHO BBITIOTHUTH CIEAYIONINE NEHCTBUS:

* HACTPOUTH BBIXOJIHBIC PEJIC HAa OTKPBITUE WIIU 3aKPBITHE HA OCHOBaHuU coObiThi Ha UBIT 1 BXOMHBIX
KOHTaKTax; cM. pasjel «Hacrpoiika BeIxo/a s peakiuu Ha COObITHEY,;

* Hactpouts UBII Ha BbIONTHEHUE AEMCTBUI HA OCHOBAHUM BXOJHBIX KOHTAKTOB; CM. pa3ziei
«Hacrpoiika UBII nnu BbIxoaa 1715 peakiluy Ha BXOJHOM CUTHAJ TPEBOTH».

He Bce ycrpoiictBa BII MOXXHO HACTPOUTH HA PEAKLUIO HA BXOIHBIE KOHTAKTHI.

HacTpowka Bbixoga ons peakuum Ha cobbiTue.

B mento Kondurypanus seiéepute YHHBepcaabHbI BBOA-BBIBOA 1 [losiuTHKA ynipaBiaeHus,
[lenkuute KHONKY /[00aBUTHL HOJIUTHKY.

[I{enKHUTE UM KATETOPUHN WK MOAKATETOPHHU JIJISl TPOCMOTPA COOTBETCTBYIOIIUX COOBITHIA.

Ll LSS

JI1st HACTPOMKY IIENKHUTE UMS COOBITHS, YCTAHOBUTE (DIIAYKOK BBIXOJHOTO pelie, KOTopoe Oyier
MEHSTh COCTOSIHUE B CIy4ae 3TOT0 COOBITHSI, U IENKHUTE COXPAHNTH MOJTNTHKY.

HacTtpouka UBI unun Boixoga ansa peakuum Ha BXOOQHOW CUrHas TpPeBOru.
1. B mento Kondurypauus seidepure YHHBepcaabHbIi BBOA-BbIBOA 1 [losiuTHKA ynipaBiaeHus.
2. UlenkuauTe KHONKY /L00ABUTEH MOJIUTHKY.
3. Illenkaute mopkareropuio KonrakT BBOIA-BLIBO/IA.
4

BBI6CpI/ITG COOBITHE C TOI XKe CCPLC3HOCTBHIO, UTO U BXOﬂHOﬁ KOHTAKT. Haan/IMep, €CJIM JJI1 BXOAHOI'O
KOHTAaKTa YCTAHOBJICHA KPUTHUYCCKAA CCPHE3HOCTD, BBI6CpI/ITe KPHUTHYCCKOC COOBITHE.
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[ICY nopnepxuBaet 0 4eThipex Bxoa0oB. HeoOXoaumMo ykaszarh BXOJl, KOTOPIH OYIET CBSA3aH C 3TUM
COOBITHEM.

B packpeiBaroniemcst Cliucke BEIOEpUTE HOMEP YHHBEPCAIBHOTO naryuka (1 umm 2),
K KOTOPOMY TTOJIKITIOYAETCsl YCTPOHCTBO BBOJIa-BBIBO/IA C CyXHUM KOHTAKTOM.

B packppbiBaromeMcs ciucke BbIOepHUTE OYKBY U151 30HHI (A M B) KoHTakTa, Ha KOTOPBIH
YCTAHOBIIEH BXOJ.

Omnpenenute aeiictue, kotopoe MBI Oyner BRIOIHSTE (eciii OHO TpeOyeTcs ), KOTa COCTOsTHIE BXoa
W3MEHSETCH.

Bri6epute BbIXo, KOTOPBIH OyneT OTKPBIBAThCSA WITH 3aKPHIBATHCS (€CITH 3TO TpeOyeTcs).
[lenkuure

HaCTpaI/IBaeMaH onepanusa MporuCXoauT OAUH pas.

Ecmm BoccTranoBHUTH Ha BXOAC€ HOPMAJIbHOC COCTOSIHHUE 10 C6p0C3 YyCJioBuUA TPEBOT'H, HAa BBIXOAC
COCTOAHUC HC UBMCHUTCSI, ITIOKA YCIIOBHUEC TPEBOI'N HE 6yz[eT c6pomeHo, a 3aTEM CHOBA YCTAHOBJICHO.
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MeHI0 «Be3onacHOCTb»

JKpaH «YnpaBneHue ceaHCOM»

MyTb: KoHdurypaumsa > besonacHocTb > YnpaBrneHue ceaHCOM

Brurouenne ¢yHknuu PazpemnTs 0JHOBpeMeHHbIe BX0/IbI 03HAYAET, YTO B CUCTEMY MOT'YT OJTHOBPEMEHHO
BOWTH JIBa MOJIb30BaTeIs Wi Oosnee. Kax oMy moibp30BaTelio MPE0CTABISCTCS PaBHBIN JOCTYI, U KaXKIBIH
untepgeiic (HTTP, FTP, xoncos telnet, koHconb ¢ nocienoparenbHbiM uaTepdeiicom (CLI) u T. 1.)
paccMaTpuBaeTCs Kak MOJIb30BaTellb, BOLICAIINM B cucTemy. OyHKIMs PazpeninTh 0IHOBPeMeHHBIe BXO/IbI
o0ecrneurnBaeT BO3MOXHOCTh OJHOBPEMEHHOTO BX0J1a BOCBMH T0JIb30BaTeleH B BeO-uHTEpdEiic, st — B
nHTepdheic KOMaHHON CTPOKH U OJTHOTO — B KOHCOJIb C TIOC/ICIOBATEILHBIM HHTEP(EHCOM.

Ynanennas ayrentuduranns zadnoxnposana, [ICY nognepxusaer xpanenue Radius mist maponeid Ha
cepBepe. OHAKO, €CIT BKIIFOYHTH 3TO nepeoripesienenue, [ICY mo3BoiauT J0KaaIbHOMY MOJIB30BATEIIO
BBINIOJIHUTE BX0J ¢ oMouibio naposst ais IICY, coxpanennoro nokansHo Ha [ICY. Cm. takke «JIokanpHbie
MTONTB30BATENN» U «AyTeHTU(DUKAINS YIAICHHBIX IT0JIb30BaTelein.

OTBeT ping

MyTb: Kondurypauuma > BesonacHocTb > OTBeT ping

YcranoBute iiaxkok OTeet ping [Pv4, 94To0bI IJ1aTa CETEBOrO YIIPABJICHHS 2 MOIJIa OTBEYATh HA CUTHAJIBI
9X0-TecTHpoBaHus. Takoi pexum He npumensercs g [Pvo.

JlokanbHbIe Nonb3oBaTenu

Ucnonp3yiTe 3T MyHKTHI MEHIO JIJIS1 IPOCMOTPA M HACTPOUKH JOCTYIIA U OTJICIHHBIX TapaMeTpoB (Hampumep,
(opmara oroOpaxkeHust natbl) naTepdeiicoB nonn3orares [ICY. 3To nprUMEHUMO K MOJIL30BATENISIM B
COOTBETCTBHH C UX HMCHAMH BXO/a.

MyTtb: Kondwmrypaums > BesonacHocTb > JlokanbHble Nonb3oBaTtenu > YnpaBneHue

HacTpouika goctyna nons3oBaTtens. C moMompi 3Tol GYHKIUN aIMAHUCTPATOP WITH
CYIEpIIOIb30BaTEIh MOKET COCTABUTD CITUCOK IOJIb30BaTEN e, KOTOPBIM AOCTYIIEH HHTEP(ENC MOIb30BaTes,
Y HAaCTPOMTH 3THX Nosb3oBareneil. ILleIKHnTe CChUIKY MMEHH JUTS TIPOCMOTpa CBECHUH, M3MEHEHHS WITH
yAaJIeHHs TOJIb30BaTeNs.

H_ICJ'IKHI/ITC ﬂOﬁilBIITI) moJb30BarTeJas 114 }_'[063BJ'ICHI/I$I nmoJyip3oBarens. Ha OTKPBIBIIEMCS DKpaHE
KOIICbl/l]"ypallHﬂ 1oJis30Barejist MOXKHO ,I[06aBI/ITL IOJIL30BAaTECJIA U OTO3BAaTh AOCTYII, CHAB (1)113)1(01( ﬂOCTy“.
MaxkcumaibHas AJINHA UMCHHU U MIapOJIst COCTABIIACT 64 6aﬁTa, IIpH UCIIOJIb30BAHUHN MHOT00aWTOBBIX CHMBOJIOB
9TO COOTBETCTBYCT MCHbIICMY YHCIIy CUMBOJIOB. H606XOI[I/IMO BBCCTH IapOJIb.

3HaueHus AnuHHEe 64 OaHTOB B MOJNSX UIMEHU U TIAPOJIS MOTYT OBITh yCEUeHb!!
Cozpaiite maposb, UCMOIB3yd COYETaHNE CUMBOJIOB BEPXHETO W HMXKHETO PETUCTPa, YHCEeNT U
CICIMAJILHBIX CUMBOJIOB. [lJInHa mapoJieit He MoXKeT TpeBbimarh 64 cumBona B hopmare ASCII.

HUcnonesyiite napametp IlpeBninieno Bpemsi 0:kHIaHUsI ceanca s HACTPOWKU BPEMEHH OXKHUIAaHUs, IO
HCTEYEHUH KOTOPOro UHTep(deiic Moap30BaTesl BBINOMHIECT IPUHYIUTEIbHBINA BBIXO [T0Jb30BATENS U3
cUcTeMBI (II0 YMOJIYaHUIO — TPH MUHYTHI). [Ipy1 n3MeHeHnN 3TOro 3HaYeHUsI HEOOXOAMMO BBIMTH U3 CHCTEMBI,
9T00BI U3MEHEHHE BCTYIUIIO B CUILY.

YnajeHHas ayTeHTH(HUKALNS 110C/1e10BaTeIbHOIO NOAK/II0YeHHs 3a0/10kupoBaHa. Bribpas oty
¢yukunto, MoxHO 060iTH RADIUS, ncnonp3ys MOAKIIOYeHNE KOHCOIH ¢ TIOCIIeI0BaTeIbHBIM HHTEppericom
(CLI). Ha aTom skpaHe MOKHO BKIIFOYHThH JAHHYIO (DYHKITMIO JJIsi BRBIOPAHHOTO TIOJIH30BATEINS, OJHAKO €€
MOYHO BKJIFOUUTH U INI00AJIBHO; CM. pa3aen «KpaH « YIIPaBICHUE CEAHCOMM».

Cwum. Takxe «Konduryparus > bezonacHocTs > JlokanabHbIe monb30BaTent > HacTpoliku o yMOITYaHHUIOY
naiee. J{onmoiHUTENbHY IO HHGOPMALMIO 00 YIETHBIX 3alHCAX CM. B pazaeine « Tunsl y4eTHbIX 3anucein.

MapameTpbl nonb3oBaTens. YcranoBute Gnaxok LiseToras koanposka skypuasia codLITHIi, YTO0BI
BKITIOUUTDH (DYHKIHIO BBIICICHUSI IBETOM TEKCTa COOOIIECHH 00 aBapUHHBIX CHTHAJIaX, pETUCTPHPYEMBIX
B )KypHaJIe cOOBITUH. (3alMCH CUCTEMHBIX COOBITHI M M3MEHEHUSI KOHPUTYpaLlui HE H3MEHST CBOM IIBET.)
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LiBeT TeKkcTa Cepbe3|-|oc1'b aBapMﬁHOI'O CUrHana

Kpacubiii Kputnueckasi: KpUTHYECKUH aBapUIHBIA CUTHAI, TPEOYIOIINH HEMEUIEHHOTO IIPHUHSTHS Mep.

[IpenynpeanTenbHoe: aBapuHHBINA CUTHAN TpeOyeT BHUMAHUS, OCKOJIBKY HE yCTpaHEHHas

OpanikeBblii
BOBpeMS MpoOIIeMa MOXKET IPUBECTH K MTOTEPE JaHHBIX U Topde 000pyIoBaHNUS.

3eseHblii CurnaJ cOpouieH: ycIoBUS, KOTOPbIE BbI3BAIU CUTHAJI, yCTPAHEHBI.

HO])M“IIH)IIOCZ CUTHAJIOB TPEBOT'H HET. IInara cereBoro YIIpaBJIC€HUA U BCE MOAKIIIOYEHHBIC K Hel

Yepuplii N
yCTpolicTBa paboTal0T HOPMAIIEHO.

Wundopmanmonnasi: CUTHAJ TPEBOTH, pelocTaBIsiomui nudopmaruro. [lnara cereBoro

Cunnii M .
YIPABJICHUS U BCE MOIKIIOUCHHBIC K HEll yCTPOUCTBA pabOTAIOT HOPMAJIBHO.

@opmat ;KypHAIA IKCIOPTA. DKCTIOPTUPOBAHHBIE (ailibl )KypHAJIOB MOTYT OBITH OTQOPMATUPOBAHBI B BHJIE
3HAUCHMH, pa3ieNeHHbIX 3anAThiMU (comma-separated values — CSV) win 3Hakamu taOymsiuuu. CM. paszen
«OtobpaxkeHue KypHana COOBITUI.

Bribepurte mikaiy TeMnepaTypbl IS K3MEPEHHIA B 3TOM uHTepdetice nosib3oparens. 3nadenue CILIIA,
00bIuHAasI COOTBETCTBYET rpagycam Dapenreiira, a Merpuueckas — rpagycam Lenbscus.

SI3BIK ITOJTB30BATEIHLCKOIO PIHTCp(I)CﬁCﬁ MOJXHO YyKa3aThb B I10JIC 31K, SI3BIK MOXKHO TaKKe YKa3aThb [IpHU 3arpys3ke.

MOJKHO TaKKe 3a/1aBaTh Pa3IMYHbIC S3bIKY IJIS ITOyYaTeleil IeKTPOHHOM OYThl M IPUEMHHUKOB
npepbiBaHuil SNMP. Cum. paznensl «Ilomydarenu anekTpoHHO# nouts» U «llomyuyarenu
MIPEPBIBAHUI.

MyTb: KoHdurypauus > BesonacHocTb > JlokanbHble nonb3oBarteny > HacTporky no ymonyaHuo

Hactpoiika 3HaueHHH 10 yMOTUaHHUIO MOXKET YCKOPUTH J00aBIEHUE [10Ib30BaTeneh. lcnonb3yiire 310 MEHIO
JUTSL HACTPOMKY 3HaUEHHI TI0 YMOTYaHHUIO JIJIsl MHOTHX TTapaMeTpoB; cM. pasnen «Kondurypanms >
Bbe3onacHocts > JIokaJIbHBIE TIOIB30BATENN > YIIPABICHUE) BBILIE.

AyTeHTUdMKauma yaaneHHbIX nonb3oBarenen
MyTb: KoHdurypauua > BesonacHocTb > YaaneHHble nosib3oBaTenu > ayteHTudukaums

AyTeHTUdMKaums. Ykaxure criocod ayTeHTH()UKALMK TI0Nb30BaTeIIeii TP BXOAE B CHCTEMY.
Nndopmanmro o mokanbHON ayTeHTH(GHUKAaNHK (0€3 NCTIONh30BaHuUS [IEHTPAITN30BAHHON
ayrenTrdukanuu cepsepa RADIUS) cm. B «PyKkoBoacTBe 10 6€30MacHOCTIY, JOCTYITHOM Ha
BeO-caiiTe

[MoanepxwuBatotcs cieayromue GyHKIUN ayTeHTUGUKANUU 1 ipoepkH noamuHaocTn RADIUS (Remote
Authentication Dial-In User Service — ciyx0a ynaneHHOH ayTeHTH(QHUKALUK OIb30BaTelIei Mo TeaeOHHBIM
JIMHUSAM):
» Korzma monp30BaTenb OCYIIECTBISET JOCTYI K IJIATE€ CETEBOTO YIPABICHHS WM K JPYTOMY CETEBOMY
yCTpoiicTBY ¢ BKItoueHHBIMU (yHKIuAMu RADIUS, 3anpoc ayTerTndrkaimy nepenaeTcs Ha cepsep
RADIUS, uTo05I OnIpenenuTh YPOBEHB JIOITyCKa MOIh30BaTEIIA.

» Jlnuna umen none3oBareneid RADIUS, ucnons3zyemsix B IICY, orpanuuena 32 cumBoIamu.

BBI6CpI/ITG O/IUH U3 CJICAYIONIUX BAPUAHTOB!:

e Tonbro noxansuas ayrentuduranus. RADIUS orxmouen. CM. pasaen «JlokanbHbie
MOJIb30BATEIN».

o RADIUS, zarem siokainbnas ayrentuduranns. Bxirodensr 00e pynkuun. CHavdana 3anpaimBaeTcs
ayrenTudukamys ot cepsepa RADIUS. Ecnu cepsep RADIUS He oTBeuaet, TO HCIOIb3yeTCs
JIOKaJbHAas ayTeHTU(UKALINS.

*  Toabxo RADIUS. JlokanpHast ayTeHTU(DUKAIS OTCYTCTBYET.
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Eciu BeiOupaercs , a cepBep RADIUS negoctynen, HepaBUIbLHO
UACHTU(OUIUPOBAH UM HEMTPABWIILHO CKOH(UTYPHPOBAH, TO YIAJICHHBIH JOCTYII
HEBO3MOXKEH JIJIsl BCeX Tob3oBaTenei. [ljis BoCCTaHOBIIEHHUS TOCTYIIa HEOOXOIUMO
WCIIOJIH30BAaTh MOJKIIOYEHNE K HHTEp(eiicy KOMaHTHON CTPOKH II0 ITOCJIE0BATEIIEHOMY
KaHaly CBSI3W U U3MEHUTH HACTPOUKY Ha WIH

Hampumep, koMaH1a U3MEHEHHSI HACTPOUKH JJOCTYTIa Ha HMMEET CIIEIYIOIINUNA BUJL:
radius -a local

Cwm. taroke paznen «Okpan RADIUS» nanee u «Kondurypuposanune cepsepa RADIUSY.

AkpaH RADIUS

MyTb: KoHdurypauma > BesonacHocTb > YaaneHHble nonb3oBaTtenu > RADIUS

Jns ayreHTH(UKAINY yIATEHHBIX TOIb30BaTeNeil MOXKHO HCIonb30Bath cepBep RADIUS. Mcnonesyiite 3Ty
(OYHKIHIO JUTA BBITIOHEHUS CIIEAYIONINX AEHCTBHI:

» TIpocmotpets ciricok cepBepoB RADIUS (MakcumyMm aBa), moctynHbIX 11 [ICY, ¥ TepHo BpeMEeHH
OXKUTAHUS IS KQXKIOTO U3 HUX.

* Hacrpouts napamerps! ayTeHTH(UKAIMN AJIs1 HOBOTO WK cylecTByomero cepsepa RADIUS,
HIETKHYB CCBUIKY

HacTtpoiika RADIUS OnucaHue

Wwms nmm IP-aapec cepsepa (IPv4 umu [Pv6).

IMpumeuanmue. J{is ayrentudukanuu moiap3osarenei ceppep RADIUS mo
Cepeep RADIUS YMOJIYaHHUIO UCTIONB3yeT NopT 1812, UTo6bl HCIIONB30BATh JAPYTOH MOPT, 100aBbTe K
nmenu unu IP-aapecy cepsepa RADIUS nBoetoune ¢ mocaenyromuM yka3aHueM
Homepa HoBoro nopra. [ICY nogaepxusaet noptel 1812, 5000-32768.

Cexpert OO6mmwmii cexpet ais cepBepa RADIUS u muraTsl ceTeBoro yrnpapieHHUs.

Bpewmst oxxnganus Bpewmsi B cexyHax, B Te4eHHE KOTOPOTO IIJIaTa CETEBOr0 YIPaBICHUS OXKUIAeT OTBETA
oTBeTa ot cepeepa RADIUS.

Hacrpoiixu BBeanTe uMs U mapoiap aAIMUHNACTPATOPA, YTOOBI IPOTECTUPOBATH HACTPOSHHBIN My Th
TeCTHPOBAHUS K cepsepy RADIUS.

IIponycTurh

TeCTHPOBAaHHUE U IIponyck Tecta mytu k cepeepy RADIUS.

NMPUMEHHUTH

CM. Takxke pazaen « AyTeHTH(QUKays ylaaleHHBIX MoJIb30Bareneii» Boiie u « Konpurypuposanue
cepBepa RADIUS» nanee.

KoHdurypuposaHue cepsepa RADIUS

CBopHble AaHHbIe 0 npoueaype HaCTPOMKM.
Heo0xoaumo Hactpouth cepep RADIUS Ha paboty ¢ I[ICY; cM. neiicTBus jaiee.

[Ipumeps! monb3oBarensckux (aitnoB RADIUS ¢ arpuOyTtamu, 3aBucsmiMy oT moctasiuka (VSA),
Y TIprMep 3alrcH B cIoBapHBIN (aiin Ha cepepe RADIUS cwm. B «PykoBozcTBe 10 6€301MacHOCTIY,
JIOCTYITHOM Ha BeO-caiite

Jlo6aswre IP-anpec IICY B crincok (daiin) knmmenToB cepsepa RADIUS.

2. Ilonmb30oBaresnu JOKHBI OBITH HACTPOCHKI C aTPUOYTAMU «THUIT OOCITYKUBAHUS, €CIIA HE 3aJIaHbI
aTpuOyTHI ocTaBiyKa. ECiin HACTPOCHHBIC aTPUOYThI «TUI 00CITYKUBAHHSD OTCYTCTBYIOT,
MOJIL30BATENH OYyT UMETh TOJIBKO JIOCTYI JUIsl YTeHHUS (TOJILKO B MHTEp(EHCe MOJIb30BaTEeIs ).

Nudopmanmro o daiine nonp3oBareneit RADIUS cM. B TOKyMeHTaMu K cepBepy
RADIUS, a mpumep — B «PykoBoacTBE 110 6€301IaCHOCTI» Ha BeO-caiiTe
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3. Bwmecto arpu0yTOB «THI 00CITYKUBaHUS», IpeaycMarpuBaeMbix cepeepoM RADIUS, moxHO
MCIOJIB30BaTh VSA.
s VSA tpebyercs 3ammuch B ClioBape U B NoJib30BareibeckoM (aitiie RADIUS. B cioBapHOM datine
omnpezaenute uMeHa Juist KinoueBbix ¢ioB ATPUBYT u 3HAUEHUE, Ho He 1y1st udpoBBIX 3HAYCHHH.
[pun m3menennn MGPOBBIX 3HAYeHUH (QyHKIMK ayTeHTH(UKamy 1 aBropuzaii RADIUS mepecraror
(YHKIOHUPOBATh. VSA MMeeT NpenMyIecTBO iepe cTanaapTHeIMU arpudytamu RADIUS.

HacTtpouka cepepa RADIUS B UNIX® ¢ TeHeBbIMM naponsimu.
Ecmu daitner rereBoro maposs UNIX (/ete/passwd) UCTIONB3YIOTCS BMECTE CO CIIOBAPHBIMU (haliiaMu
RADIUS, to mist ayreHTH()HUKALINY TOIB30BaTENICH MOXKHO MPUMEHUTS JIBA CIICAYIONUX METO/A:

* Ecnu Bce nonb3oBarenn UNIX umerotT npasa aqMuHUCTparopa, 100aBeTe B (Daiiil mojib3oBaresicii
RADIUS cnenyromue qannsie. UToOBI IOMYCTUTH TOIBKO MOJIB30BATEICH YCTPOUCTB, 3aMeHuTe THIl
obciryxkuBanusi APC Ha Device (YCTpOHCTBO).

DEFAULT Auth-Type = System
APC-Service-Type = Admin
» JloGaBbTe MMEHA MOJIB30BATENCH 1 aTpUOyTHI K «I0Jb30BaTebckoMy» (aiiny RADIUS u nposepste
naposu s /etc/passwd. Huke npuBeneH npumep jis 0JIb30BaTeliel bconners U thawk:
bconners Auth-Type = System
APC-Service-Type = Admin
thawk Auth-Type = System

APC-Service-Type = Device

MoppepxuBaemblie cepBepbl RADIUS.

Moanepxusatorcst FreeRADIUS Bepcwmit 1.x 1 2., a Takxke cepBep nonutuku cet (NPS) Microsoft Server
2008 1 2012. MoXHO HCIIONB30BaTh ApyTHE 00mea0cTymHbIe npmwiokenns RADIUS, Ho, BO3MOXKHO, OHU HE
OBUTH IPOTECTUPOBAHBI B TIOJTHON Mepe.

OKpaHbl OpaHamayapa
MyTb: KoHdurypaumsa > besonacHocTb > Bpanamayap > KoHdwmrypauus
Bximrouenue wiu BeIkimoueHue GyHKIun Opanamayapa. [To ymonrdanuio ykazaHa HacTpOSHHAs TIOJIMTHKA.

YeraHnoBute uaxkok , YTOOBI BKITIOUUTH Opanamayap. [1o yMordanuio 3ToT (ria’kok CHAT.

e Haxwmure KHOIIKY , YTOOBI NOATBCPAUTDH BKIIFOYCHUC BbI6paHHOﬁ IIOJIMTHUKHA.
OTKpLIBaCTCH CTpaHulla

— Ha crpanunne noaTeepskxaeHus pHUBEACHA PEKOMEHAALMS TECTUPOBAaTh OpaHaMay3p mnepes
BKJIIOUCHHEM. DTa onepanus sBiseTcs 00s13aTenbHOM.

— Ilepmas rumepccriTka BEIET HA CTPAHUITY IMOJUTHKH OpaHaMay3pa.

- BTOpaSI TUNCPCChUIKA BEACT HAa CTPpAHUIY IMOJIUTUKH TECTUPOBAHUA 6paH;[May3pa.

— HaxmuTe KHOTIKY , YTOOBI BKIIIOUUTH OpaHaMaydp U BEPHYThHCS Ha CTPaHUILY
KoH(pUTypanmu.
— Haxwmure kHONIKY , ATOOBI BEPHYTHCSI Ha CTPAaHMITY KOH(UTYpaIHy, He BKITIOUast OpaHaMayap.
* Haxxmute KHOIIKY : BBIOpaHHas MOJNKUTHKA HE BKIIIOUaeTcs. Brl ocTtaereck Ha cTpanuie
KOH(UTypauuu.

MyTb: KoHdurypauua > BesonacHocTb > BpaHamayap > AKTUBHasA NONUTUKA

Br160p akTHBHOM MOTUTHKH B PACKPBIBAIOIIEMCS CIIFICKE «J{0CTyITHBIE TIONMUTHKINY, & TAaKXKe TPOCMOTP CpOKa
ee neiicTust. [1o ymMmomuanuio oToOpakaeTcs TeKyllasi akTUBHAs MTOJUTUKA, TPH HEOOXOAUMOCTH BBl MOJKETE
BHIOPAaTh B CIIMCKE JIPYTYIO MOJUTHUKY.

* HaxmuTte KHOTIKY , YTOOBI IPUMEHUTD U3MeHeHusl. Ecii Obl1 BBIOpaH 1 BKIIIOYEH JpYToi
OpaHzMay3p, 3TO H3MEHEHHEe IpUMeHsieTcsl HemeuieHHo. Eciu Obuia BeIOpaHa HOBast HACTPOEHHAs
TOJIUTHKA, PEKOMEHTyeTCsl IPOTECTUPOBATh HOBBIH OpaHaMaya3p repes BKitodeHneM. (CM. IpuBeieHHOe
BBIIIIE OITMCAHUE KOHPHUTYPAIHIH. )
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e Haxwmure KHOIIKY ()'l'MeHﬂ, 4TOOBI BOCCTAHOBUTE HUCXOAHYIO aKTUBHYIO IIOJIMTUKY U OCTAaTbCA Ha
CTpaHUIIC AKTUBHOH ITOJIMTUKMU.

MyTb: KoHdurypaumsa > besonacHocTb > bpaHamayap > AKTUBHbIe nNpaBuna

Ecnu GpanaMaysp BKITIOUESH, Ha 3TOH CTpaHUIIE, TOCTYITHON TOJBKO JUIS YTEHHS, OTOOpaKaeTcs CIIUCOK
OTJIENIbHBIX MPABWII, IPUHYAUTEIHHO IPUMEHEHHBIX TEKYIIeH akTUBHOI nmonuTukoi. CMm. paznen Cosznanme/
peAAKTHPOBAHNE IIOJUTUKH, TAe onucansl o «IIpuopurer», «Hasnauenuey, «ctounuk», «IIpoTokon»,
«[emictBue» u « Xypnam.

MyTtb: KoHdurypauusa > BesonacHoctb > Bpangmayap > Co3aaHue/pegaktupoBaHue NOSIUTUKU

Co3znanve HOBOU MOJNIUTUKH JTUOO yAAICHUE WU H3MEHEHHUE CYIICCTBYIOIICH:

IIpumeyanue. XoTs yaanuTh aKTHBHYIO BKJIIOUEHHYIO IIOJIUTHKY OpaHaMay3pa Hellb3sl, UCTIONb3YEMYIO ITOIUTUKY
MOXKHO M3MEeHUTh. OHAKO JeaTh 3TO HE PEKOMEHYeTCsI, TAK KaK N3MEHEHHS IPUMEHSIOTCSI HeMEIeHHO. BmecTo
3TOTO OTKJIIOUUTE OpaHIMaydp, U3MEHUTE MOJIUTHUKY, IPOTECTUPYHTE €€ U CHOBA BKIIFOUMTE.

Cosznanne noauruku: Haxmure kHonky /100aBuTEL 1M0JMTHKY W BBEIUTE UM JUIs1 HOBOTO (aiiyia
OpanaMayspa. ITo uMsl JODKHO UMeTh pacimpenue .fwl. Eciu He ykaspiBaTh pacimpenne, K IMeHH Qaiiia
aBToMarnyecku nqoodasnsaercs .fwl.

* Haxwmute xkHOnIKy Ilpumvennts: Ecnm ums Qaiina 1omycTiMo, co3aaeTcs mycTor (haiii A HOIUTHKH
Opanamayspa. OH HaxoauTCs B nanke /fwl BMecTe ¢ APYruMu MOJTUTHKAMH CUCTEMBI.

*  Haxwmure kHonky O1meHa, yToObI BEpHYTHCS HA IIPEIBLILYILYIO CTPaHHLLY, He co3aaBasi ¢aiin Opanamayspa.
M3meHeHMe cyLecTBYOLWEN MOSTIUTUKM:

Beibepute VizvenuTs moJnTHKY, 4TOOBI HEPEHTH Ha CTPaHUILy peJakTHPOBaHUS. MOKHO U3MEHUTH MTOJIUTUKY
OpaHMay3pa, KOTopasi He SIBJISICTCS aKTUBHOM.

Crpanuna npeaynpexaeHus: Eciu Bl monpiTaeTech N3MEHUTh aKTUBHYIO BKIIIOYEHHYIO TIONHUTHKY,
OTKPBIBACTCSl CTPaHULA IPEAYIPEKICHUS:

«A3MeHeHne aKTHBHOI MOJIMTHKHU OpaHAMAayIpa NpUBeaeT K HeMeIJIeHHOMY MPMMEeHEeHHIO BeexX
uzmeHeHui. [lepen BKIIIOUeHHEM MOJIMTHKH PEKOMEHAYeTCsl OTKIIOYUTH OpaHIMaydp U
IPOTECTHPOBATH €e.»

— Haxwmute xkHOTIKY [IpuMennuTh, 9T006I MOKMHYTH CTPAHUILY MPEAYIIPEKICHAS U BEPHYTHCA Ha
crpanuly «/3MeHeHne NOJTUTUKIY.

— Haxwmure knonky OTmena, 4To0bl TOKMHYTh CTPaHUILY PEeIYIPEKICHHS U BEPHYTHCS HA CTPaHULLY
«Co3nanmne/penakTHpOBaHUE TTOTUTUKI.

1. Bribepute n3MeHseMyI0 MOJUTHKY B PaCKphIBaroOmeMcs criicke VIvs moJInTHKH, a 3aTeM HAKMHUTE
KHOIIKY VMI3MeHUTH IOJUTUKY.

2. Haxwmmure kHOnKy /lo0aBuTh npasn/io uim Beioepute [IpunopureT 115 CyIIeCTBYIOLIETO MPaBuIa,
9T0OBI IepeiiTH Ha cTpanuiy M3menenne npaeuiia. Ha 3To#l cTpaHuie MOXXHO H3MEHHUTh HACTPOUKH
NpaBWJIa WM YAAIUTH BEIOPaHHOE TIPaBHJIO.

Hacrpoiika Onucanue

Ecnu 2 npaBuia KOHQIUKTYIOT MEXKIY COO0H, MPUMEHSIETCSI PABUIIO C HAMOOIBIITUM

Priorit . -
Y npuopureroM. Hanbonpimit npuopurer pasex 1, Haumenbimii — 250.

host: B mosne «IP/any» BBenure ornensHeli IP-anpec.
Type subnet: B mone «IP/any» BBenuTe anpec noucery.
range: B one «IP/any» BBenutTe auanaszon [P-agpecos.
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Hacrpoiika

Onucanmne

IP/any

Vkaxwute [P-agpec nnun nuana3on [P-aapecoB, kK KOTOPHIM IPUMEHSETCS 3TO IPABHIIO, THOO0
BBIOEPUTE OTHO U3 CIICAYIOIIUX 3HAUCHHIA:

* any: IpaBWJIO IPUMEHSETCS He3aBucuMo ot [P-anpeca.
* anyipv4: npaBuiio npuMeHsiercs i ioooro IPv4-anpeca.

* anyipv6: mpaBuio npuMersercs 1y aoboro [Pv6-anpeca.

Port

YKkaxure Nopt, K KOTOPOMY IIPUMEHSIETCs IPAaBUIIO.
*None: IIpaBUIIO HE TPUMEHACTCA HU K OMTHOMY U3 IMOPTOB.
* Common Configured ports: BiGepuTe CTaHAAPTHBIH HOPT.

* Other: yxaxxure HecTaHAAPTHBIA HOMEp MOPTA.

Protocol

YKaKUTE MPOTOKOJI, K KOTOPOMY IPUMEHSIETCSI PABHJIO.
* any: Tr000# MTPOTOKOIL.
* tcp: ucronb3yeTes JUI HaJle)KHOH nepenady HHQOPMAIMN MEXTy TPHIOKESHUIMH.

* udp: ansreprarnBa nporokony TCP, ncrons3yemas sl yCKOPEHHUS MepeJadn B yCIOBUAX
MeHBIIEH TPOIMyCKHON crtocoOHOCTH. X0Ts B ipoTokosie UDP MeHbIe 3a7ep KKH, TIPOTOKOT
TCP HagexHee.

e icmp: ucnose3yeTcs A BEIBOJA CBEJEHNH 00 OmMOKax AJIsl yCTpaHEHHUs HETOaloK.

*icmpv6: ucnonbs3yeTcs IS BBIBOJIA CBEACHUN 00 OMMOKaX /I yCTPaHEHUS HETIONaI0K
B MIPIJIOKEHUSX, UCTIONB3YyIomuX [Pv6-anpeca.

Action

allow: pa3zpemuTh NakeT, COOTBETCTBYIOIIUMA 3TOMY MTPABUITY.
discard: OTMEHHUTD TTAKET, COOTBETCTBYIOIINIA dTOMY IIPaBUITY.

Log

Ecnu 5T0 npaBuIIo MPUMEHSIETCS K MTAKETY, TO HE3aBUCHMO OT TOT'O, pa3pellaeTcs M HaKkeT Wi
GnokupyeTcs, B XKypHan OpaHamayapa nodasisiercst 3anuck. CM. paznen «Kypran
Opanamayspay.

PexomenmyeTcst J0OaBUTEL OHO M3 CICAYIOMINX MPABWII B Ka9€CTBE HU3KOIIPHOPUTETHOTO TIpaBuia B
MONUTHKY OpaHaMayspa:

*  YroObl HCIONIBH30BATh OpaHIMAYdp B PEKUME CITUCKA pa3pelieHHuH, 100aBbTe
250 Dest any / Source any / protocol any / discard

*  YroObl KCIOIB30BATh OpaHIMAYdp B PEKUME CIHCKA OIIOKUPOBOK, 100aBbhTE
250 Dest any / Source any / protocol any / allow

YpnaneHue nonuTuUKu:

BriGepute YiaaiuTh 10U THKY, YTOObI OTKPBITH CTpaHULy «lloATBEepKIeHNE yaAICHUS.

Haxwure kHonky IlpuvennTs Ui MOATBEp KACHNS ylalleHust BbIOpaHHOTO (aiina Opanamayspa u3 ¢aitioBoit

CUCTCMBEI.

MyTtb: NMyTb: KoHdurypaumsa > BezonacHocTb > BpaHamayap > 3arpyska nonmMTUKK

3arpys3Kka NOJMTUKH (C pacmmperreM .fwl) U3 HCTOUHMKa, BHEILTHETO J1sl AaHHOTO YCTPOKCTBA.

MyTb: MyTb: KoHdurypaumsa > BesonacHoctb > BpaHamayap > lNpoBepka

BpemenHoe npuMeneHne MpaBuil BEIOPaHHOW TTOJIMTHKY Ha YKa3aHHBIN MEPHO]L.
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802.1 X KoHcurypaumsa 6esonacHocTu

MyTtb: Kondwmrypaums > BesonacHoctb > Be3sonacHocTb 802.1 X

MCY 6epeT Ha cebs pornb 3anpalunBatoLLEro yCTpocTBa B apxutekType EAPoL (Paclumpsembiii npoTokon
ayTeHTUdrKauum No NokanbHOW CeTh), NCMONb3yeMon Ang ynpasreHus JOCTYynoMm K cety no nopty B IEEE

802.1 X. MCY nopaepxmeaeT EAP-TLS kak meToq ayTeHTUdMKaLMKN, KOTOPbIA TpebyeT 3arpyskun Tpex

KIMUEHTCKMNX CEPTUAMKATOB. 3aKpbITbI KIOY XpaHUTCS B 3aluMcpoBaHHOM dhopmaTe. Bbl AOMmKHBI YkasaTb

OEeNCTBUTENbHYI0 NaponbHyo pasy, 4Tobbl Nony4nTb JOCTYN K KOHGUrypauumu 6esonacHoctn 802.1 X.

MPUMEYAHMUE: TNCY nogaepXvBaeT TONbKO MeToq ayTeHTudukaumm EAP-TLS.

Beb-nHTepdelic npegnaraeT cneayolime BapnaHTbl HacTponku EAPOL.

MapameTpsbl

OnucaHue

HdocTtyn kK EAPoL

Wcnonb3yeTcs ANS BKIOYEHUS UMK OTKNIOYeHWs AocTyna k 6esonacHocTu
802.1 X.

NMPUMEYAHME: no ymonyaHuto goctyn k 6esonacHoctn 802.1X OTKIOYEH.
[ocTyn MOXHO BKIHOYUTL TOMBKO NPU HANMYnm AenCTBUTENBHbIX
cepTndmKaToB U AENCTBUTENBHOM NApOosibHOM hpasbl AN 3aKpbITOro Krova.

NpeHnTndpukatop
3anpawmBaroLiero
ycTpoucTea

Mo3BonsieT 3agaTb COOCTBEHHBIN MAEHTUMKATOP 3anpalumBatoLLero
ycTponcTea (8o 32 cumBOoB, BKMoYas npobensi).

NMPUMEYAHMUE: no ymonyaHuio ngeHTmgukaTop 3anpawimsaroLlero
ycTponcTtea umeet 3HadeHne « NMC-Supplicant-xx:xx:XX:XX:XX:XX»,
rae Habop «xx» ato MAC-ID TMCY.

CepTtudwmkar LIC

3arpyauTe/3ameHuTte unm yganute kopHeson ceptudomkar LIC. MNogaoepxvBaemblie
dopmatbl annos; PEM (nodta ¢ ycoBepLUeHCTBOBaHHON 3awwuTon Privacy
Enhanced Mail), DER (ocobble npasuna koguposaHus Distinguished Encoding
Rules) n pacwvpeHusa cannos .pem, .PEM, .der, n .DER.

CepTtudumkar
3aKpbITOro Krnkua

3arpyauTte/3ameHuTe unu yganute 3awmnpoBaHHbIN 3aKPbITbIN KoY.
MopnoepxnBaemble hopmarthl harinos: PEM (nodta ¢ ycoBepLUEHCTBOBAHHOM
3awmTon Privacy Enhanced Mail), DER (ocobble npaBuna kognpoBaHus
Distinguished Encoding Rules) n pacwmpenus darnnos .key n .KEY.

MPUMEYAHUE: He3alumdpoBaHHbIE 3aKpbITblE KMHOYU HEAOMYCTUMBI.

MaponbHasa ¢pa3sa
3aKpbITOro Krnro4va

Ykaxnte naponbHyto dpasy Ansa gelmdpoBkM 3anpoBaHHOIO 3aKPbITOro
kntoya. Jlumut: 64 cumBona Bkrnovas npobensi.

Monb3oBaTenb-
CKUI/OTKPbITbIN
ceptudukar

3arpysuTte/3ameHuTe unu yaganuTte nonb30BaTenbCKUN/OTKPbIThIN cepTudmkar.
MopopepxnBaemble hopmarthl harinos: PEM (nodta ¢ ycoBepLUEHCTBOBAHHOM
3awuTon Privacy Enhanced Mail), DER (ocobble npaBuna koanposaHus
Distinguished Encoding Rules) n pacwwupenua cgannos .pem, .PEM, .der,

n .DER.
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HacTtpounka napameTpoB: 2

C IIOMOIIBIO 3JIEMEHTOB MCHIO KOH(i)I/IpraI_II/II/I MOXHO YCTaHOBUTDb 3HAYCHUSA OCHOBHBIX pa601n/1x napamMeTpoB
WBIT u TICY.

CwM. crieayromue pas3uensl U pasaen «Hacrpoiika mapameTpos: 1».
*  ««CeTb» B MCHIO KOHPUTYPALTUNY
*  «MeHI0 yBeJOMIICHUI
o «MeHo «O0mme»»
*  «XKypHanbl B MCHIO KOHPUTYPAITUNY

I[pumeuanue. HexoTopeie mapameTpsl KOHGUTYpALIMK MOXKHO YBHIECTh Ha SKpaHe ¢ 0030poM
koHuryparmu (Configuration Summary): Hacrpoiika (Configuration) > Cetn (Network) >
Caoaka (Summary).

«CeTb» B MeHIKO KOHdurypauumm

AKpaH Hactpoek TCP/IP ansa IPv4
MyTtb: KoHdwurypauus > Cetb > TCP/IP > HacTpouku IPv4

Jannas QyHKIMS O3BOJISIET POCMOTPETD JI000H TeKyuii aapec IPv4, macky monceru, muto3 mo
ymomganuio, MAC-aapec u pexxum 3arpy3ku miatsl ceteBoro ynpasnenus 2 (IICY) ana UBIIL. Huwxkusas gacts
9KpaHa UCTIOIB3YETCs ISl HACTPOMKHU 3THUX IMapaMeTpoOB, B TOM UMCIIE U s OTKiIroueHus [Pv4.

Nndopmarmro o DHCP u mapamerpax DHCP cwm. B cranmapTax u
MNapameTp OnucaHue
Pyunoii B atom pazpene MoxHO ykazats agpec [Pv4, macky nmoaceTu U IUTI03 10 yMOJIYaHHUIO.

YeTpoicTBO 3anpamuBaet yepe3 32-CeKyHIHbIC HHTEPBAJIbI CETEBBIC HACTPOIKH Y JIF000TO0 13
cepBepoB BOOTP:

* Ecniu ona moIy4acT )IOHyCTI/IMHﬁ OTBET, TO 3aITyCKa€T CETCBBIC CJ'[y)K6BI.

BOOTP* * [Ipu HanmMuMK paHee 3aJlaHHBIX CETEBBIX [TapaMETPOB U IPH OTCYTCTBUH AOIYCTUMOI'O OTBETa Ha
ISTH 3aIPOCOB (MCXOMHBIN 1 YEThIpE MOBTOPHBIX) CUCTEMa M0 YMOJIYaHHUIO UCTIONB3YET 3TH
napaMmeTpsl. OT0o 00ecreurBaeT JOCTYITHOCTh YCTpoicTBa, eciu cepBep BOOTP HenocTynen.

* Ecin yerpoiictBo Haxoqut cepep BOOTP, Ho HanpaBiieHHBIH eMy 3armpoc He cpabaTeiBaeT Wi
3aBEpIIACTCs M0 TaM-ayTy, yCTPOHCTBO MPEKPAIAET 3apoC CETEBBIX MAapaMEeTPOB JI0 TIepe3alrycKa.

Yerpo#icTBo 3ampamuBaeT depe3 32-ceKyHIHbIe HHTEPBajIbl CETEBbIE HACTPONKH Yy TI000TO U3
cepepoB DHCP:

* Ecitn cepsep DHCP Oyner nHaiiieH, HO HanpaBJIeHHBIH eMy 3alpoc He cpadaThIBaeT HiH

DHCP* 3aBeplIaeTcs Mo TaliM-ayTy, CHCTeMa MPEKpaIlaeT 3apoc CETEBBIX TapaMeTPOB 10 Mepe3alycka.
* KpoMe Toro, MO>XHO HaCTPOUTH YCTPOMICTBO ¢ IOMOILBIO NapameTpa Tpedosars aiin cookie,

XapakTepHbIi Il HoCTaBmuKa, 410061 npuHaThL ajgpec DHCP, 4To n03BOJIsSET NPUHUMATh
BbIJIaBa€MbIe 3HAYEHUS U 3aIIyCKaTh CETEBBIC CITYKOBI.

Cwm. pasgen «[lapamerpsl orBeToB DHCP.

*Knacc mocrasmmka: APC

Unentuduxarop wimenta: MAC-aapec ycrpoiictBa. Ecnu M3MEHHTH 3TO 3HA4YeHHE, HOBOE 3HAYCHHE OJKHO OBITH
yHuKansHeIM B JIC.

Kuacc mosp30oBaTess: Ha3BaHUE MOJYJIsl MEUKPOIIPOrpaMMHOT0 obecriedeHnss; cM. paszen «Ilepenaya daitnosy.
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AkpaH HacTtpoek TCP/IP gnsa IPv6
MyTtb: KoHdurypauus > Cetb > TCP/IP > HacTpouku IPv6

Jannras QyHKIHS TO3BOJISET MPOCMOTPETH JIFO0BIE TEKYIHE HACTPOiKu IPv6 mmaTe! ceTeBoro ympapieHus 2
(IICY) UBII. HmxHss 9acTh 3KpaHa UCIIONB3YETCS AT HACTPOWKH 3THX MapaMeTPOB, B TOM YHCIIE U IS
otkitoueHus [Pvo6.

MOo’KHO KCTIOIB30BATh PYUHYIO WIIM aBTOMaTH4ecKyto [P-aapecanuio. MoKHO TakkKe 0JJHOBPEMEHHO
UCIIONIb30BaTh 00e HacTpoiiku. [ pyunolt anpecamun ( ) ycraHoBHTE (pi1aXKOK M BBEUTE
vo u

YeranoBuTte axxok , 4TOOBI CHCTEMa NOoTydana IpeUKCHl apecoB OT
MapuipyTu3aropa (eciu TakoBod uMeercs). Cuctema OyJleT HCIIONIb30BaTh YKa3aHHbIC TPEMUKCHI IS
aBTOMATU4ECKOM HacTpoiiku anpecos IPv6.

Bo3moxkHble popmaTbl IPV6 OnucaHue
fe80:0000:0000:0000:0204:61ft:fe9d:f156 nonHast popma [Pv6
fe80:0:0:0:204:611f:fe9d:f156 MPOITYCK Ha4yaJbHBIX HYJEH
fe80:204:611{f:fe9d:f156 CBOpaYMBaHUE HECKOJBKUX HyJeH B :: B anpece [Pv6

IPv4 ¢ OTACJIIbHBIMU Y€TBIPbMA CUMBOJIaMU, OTACIICHHBIMU

£e80:0000:0000:0000:0204:6111:254.157.241.86 .
TOYKOH B KOHIIE

MPOIYCK HauaJIbHBIX Hylell, [Pv4 ¢ oTaeIbHBIMY YeThIPbMS
CHUMBOJIAMH, OTAEIECHHBIMU TOYKOU B KOHIIE

£e80:0:0:0:0204:611f:254.157.241.86

C OTJIETIbHBIMHU YETBHIPbMS CUMBOJIAMHU, OT/I€JIEHHBIMU
TOYKOHM B KOHIIE, CBOPAYMBAHUE HECKOIBKUX HYJEH

1e80:204:61f1:254.157.241.86

:1 localhost

fe80: npeduxe link-local

2001: 100aJbHBIN OJTHOAIPECHBIH pedHKe
s CM. CIIEIYIOIIYIO TaOIHITY.

Pexxum DHCPv6 gna KoHdpurypauum IPve

Mapametp OnucaHue

Korgma stoT dhraxkok ycranoenen, DHCPv6 ynpasnsiercs praramu
M (Managed Address Configuration Flag) u O (Other Stateful Configuration Flag),
MOJy4YaeMbIMHU B COOOIIEHUSIX MapIipyTu3aropa IPv6.

[Tpu noy4enun coobmerns maprpyrusaropa [ICY nposepsiet, ycraHOBIeHBI TH (rara «M»
1 «Oy. TICY uHTEpnpeTUpyeT ux CIeAyIONUM 00pa3oM:

* Hu onun ¢oar ne 3agan. O3Havaer, 4To JOKaJIbHASA CETh HE UMeEET HH(PACTPYKTYPEI
DHCPv6. [Tnata ceTeBoro yrpapieHHs HCIIOIB3YET COOOIICHUS MAapIIPyTH3aTOpa U PyYHBIE
HACTPOWKH IS TTOTyYeHUs aApecoB, He sBistomuxcs «link-local» (ncromb3yembrx uist
CBSI3U B IpeJieNax OHOTO CETMEHTA CETH), a TAKXKE IPyTue HaCTPOUKH.

Yupasasiembrii *3agannl paarn «M» nan «M» u «O». B 3ToMm ciryuae umeeTcs nonHast KOHQHUTYparus
MapIIpyTH3aTOP anpeca DHCPv6. DHCPv6 ucnionb3yercst Ai1si TOTy4eHHs aJpecoB U MPOYMX HACTPOEK
KoHurypanuu. 1ot pesxumM HaszbiBaeTcst K DHCPv6 ¢ coxpaHeHneM apecoBy.

[Mocne monyuenus ¢uiara «M» koupurypamus agpeca DHCPv6 octaercs AeCTBUTEIBHOIM,
II0Ka paccMaTpUBaeMblil HHTEpQeiic He OyIeT 3aKpBIT, JaXe eCIIU MOCIeLyOIIe TaKeThl
COO0OLIEHHUH MapIIPyTH3aTOPa IOCTYIA0T 0€3 yCTaHOBIEHHOTO (u1ara «M».

Ecnu nepsbiM Oyaer nonyuen ¢uar «O», a 3areM ¢iar «M»y, I1aTa CETEBOro yIpaBlIeHUs
MPOM3BE/ET MOTHYI0 KOH(PUIYPAIHIO aipeca 1o noryueHnu (oara «M».

*3aman TosbKo duiar «O». B 9ToM ciryyae 1miaTa ceTeBoro ynpaBieHHUs OTCHIIAST MaKeT
DHCPv6 Info-Request (maket 3anpoca nadopmarin). DHCPv6 nconssyercs s
HACTPOUKH «IPYTUX» MapaMeTpoB (Takux kak MectomnonoxeHrne DNS-ceprepos), HO HE
JUIsl TIOJTyYeHUst aipecoB. JToT pexuM HasbiBaeTcs «K DHCPv6 Ge3 coxpaHeHus aipecoBy.
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Pexxum DHCPv6 gna koHdurypauum IPve

Napametp OnucaHue
Anpec u apyrue DHCPvV6 ucnonb3yeTcst i MOJIy4ICHHUs aJpeCOB M MPOYUX HACTPOCK KOHPUTYpAIHH. DTOT
CBeleHHUS pexxum HasbiBaeTcs «DHCPv6 ¢ coxpanenueM afpecosy.

Tonbko cBenennsi, | DHCPv6 ucnionb3yercst Uit HACTPOHKH «IPYyTUX» MapaMeTpoB (TaKUX KaK MECTOIOJIOKEHHE
32 HCKJII0YEeHHeM DNS-cepsepor), HO HE mis momygenus anpecos. 1ot pexum HazeiBaeTcst «K DHCPv6 6e3
ajpecoB COXPaHCHUS aJJPECOBY.

Hukoraa DHCPv6 HE ucnionb3yeTcs st Kaknx-Tu00 HaCTpOeK KOH(PHUTypaIuu.

MapameTpbl otBeToB DHCP

Kaxnprit nevicreurensublii orBer DHCP conepxut napamerpsl ¢ HacTpoiikamu TCP/IP, koTopbie HEOOXOAMMBI
[ICY myist paboThl B ceTu. Kax1blit OTBET TaK¥Ke COACPKUT APYTYI0 HH(POPMAIIUIO, BIUSIIONIYIO Ha padoTy IICY.
Cw. Takxke 1oKyMeHT ¢ uaentudukaropom ID FA156110 Ha BeO-caiite

CBefeHus 0 KOHKpeTHOM nocTaBluuke (napametp 43). IICY ucnonb3yeT 3TOT napameTrp otkinka DHCP
IUTSL OTIpeieTICHUS IOCTOBEPHOCTH OTBeTa. JJaHHBIM mapameTp cofepxuT oTHocsuecs kK APC mapaMeTpsl B
¢dopmare TAG/LEN/DATA, nazeiBaembie cookie APC. I[To ymMoi4aHuio 3TOT napaMeTp OTKIIOUEH.

Cookie APC. Tag 1, Len 4, Data «1APC»
[Mapametp 43 coobmaet IICY, uro cepsep DHCP HacTpoeH Ha o0CiTy)KHUBaHUE YCTPOMCTB.

[anee B mecTHaguarepuaHoM GopMare npeicTaBieH npuMep HHHOPMALUK, 3aBUCSILIEH OT
MOCTAaBIIMKA, B KOTOPOI conepikarcs AanHble cookie APC:

[lapameTp 43 = 0x01 0x04 0x31 0x41 0x50 0x43

MapameTpbl TCP/IP. TICY ucnons3yeT 11t onpeaeneHus ceoux Hactpoek TCP/IP cremyromnie mapaMeTpsl,
conepxamuecs B joctoBeprHoM oTkimke DHCP. Bee ykazanHbie mapaMeTpsbl, 3a HCKITIOYEHHEM TIEPBOTO,
onucansl B RFC2132.

IP-agpec (u3 mons yiaddr orkimka DHCP, ormcannoro 8 RFC2131): [P-agpec, BrigaBaeMblit
cepsepom DHCP IICY.

Macka noaceru (mapametp 1). Macka nogcety onpeaensieT 3HadeHne, Heooxoaumoe i1t padotet [ICY
B CCTH.

MapumpyTu3aTop, T.. IUTI03 0 yMom4aHuto (mapametp 3). Axpec nuiro3a o yMOTYaHHIo,
HEOOXOIUMBIN I pa60T1,1 TICY B ceTn.

Bpems Beinaun IP-agpeca (mapametp 51). [IpomexxyTok BpeMeHH, B T€IEHHE KOTOPOTO BBIAETCS
IP-anpec nns TICY.

Bpewmsi oonoBenus, T1 (mapamerp 58): Bpewms, kotopoe [ICY 1oiKHA 0KUAATH OCIIE BBIIAYH
[P-agpeca nepex Tem, Kak OHa CMOXKET 3alIPOCUTH OOHOBJICHHE STOTO Ha3HAYCHHSL.

Bpems npoasienns ucnoan3oBanus, T2 (mapamerp 59). Bpems, kotopoe IICY nomkHa 0XKHIIATH
nocye Bbiaun [P-agpeca nepen Tem, Kak OHa CMOXET MPOATIUTH MCIIOIb30BAaHHUE aipeca.

Opyruve napameTpbl. IICY Takxe UCTONIB3YeT CIEAYIONNe TapaMeTphl, COAEPIKaINecs B JOCTOBEPHOM
orkirke DHCP. Bee ykazanHbpie mapaMeTphl, 32 HCKIIIOUYCHUEM JIBYX MOCIEIHUX, onucanbl B RFC2132.

L]

CepBepbl NMPOTOKOJa ceTeBOro BpeMenu (mapametp 42). Jlo neyx NTP-cepBepoB (nepBUYHBII
(OCHOBHOI) M BTOPHYHBIN (BCIIOMOTaTeNbHbIH)), KOTOPbIEe MOXKET NCIOIB30BaTh [ICY.

Cnsur Bpemenn (napametp 2). Capur Bpemenu noacetu [ICY OTHOCUTEIBHO YHHBEPCAIBHOTO
koopauHupoBanHoro Bpemenu (UTC), 3anaBaeMblii B ceKyHIax.

CepBep noMmeHHBIX nMeH (napametp 6). Jlo 1Byx cepBepoB gomeHHbIX uMeH (DNS) (epBuuHbIi U
BTOPUUHBIN), KOTOPbIE MOXKET UCIOIB30BaTh [ICY.

Hms xocta (mapametp 12). Ums xoct-y3ma, koTopoe ucmonbiyer [ICY (MakcuMalbHas JuHa — 32
CHMBOJIA).
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*  HWmsa nomena (mapametp 15). Ums nomena, kotopoe ucnonb3yet [ICY (MakcuMaibHas JjinHa — 64
CHMBOJIA).

* Boot File Name (u3 nons file orkirka DHCP, onucannoro 8 RFC2131). ITonHOCTBIO ONpeieNieHHbIH MyTh
JI0 TIOJIB30BATENLCKOrO (aiina koHpurypauuu (ini-gaiina), ucnons3yemoro npu 3arpyske. [one siaddr
orBera DHCP onpenensier [P-anpec cepsepa, ¢ kotoporo [ICY ocymiecTsiser 3arpy3Ky ini-¢haitna. [Tocne
3arpy3ku [ICY ucnosb3yer ini-Qaiin B KauecTBe 3arpy304HOro (aiiyia ¢ 1eblo H3MEHEHHS HACTPOEK.

* TlonHocthio onpenenennoe ums gomena (FQDN, mapametp 81). [TomHOCTRIO OnpeienieHHOE UM
nomena [ICV.

AKpaH «CKkopoCcTb noprta»
MyTb: Kondurypauusa > Cetb > CKkopocTb nopTa

[MapameTp ckopocTH MOpTa 3a1a€T CKOPOCTh 0OMeHa anHbiMU TiopTa Ethernet. Texymuii mapamerp
oToOpaxkaeTcs B pazzaene Tekyiiasi CKOpoCTh.

[MapameTp MOXXHO H3MEHUTD, BHIOpAB MEPEKI0YaTells B pazaene CKropocTs mopra:

* Ilpu 3HaueHnn Asrocoriacosanue (10 yMOJTUYAHUIO) CETEBBIE YCTPONUCTBA ONPEAETSIOT MAaKCUMAIIBHO
BO3MOXHYIO CKOPOCTh NEpeady JaHHBIX. Eciiu Mpu 3TOM CKOpOCTH Nepeaady TaHHBIX ABYX YCTPONHCTB
HE COBIMAJAIOT, 00OMEH OyJeT OCyIIECTBISATHCS Ha OoJiee HU3KOW CKOPOCTH.

*  MosxHo Taroke BeiOpars 10 wn 100 Mout/c; 11 KaXkaoro U3 3TUX [apaMeTpOB MOXKHO yKa3aTh
3HA4YCHUE!

— MOJYAYILUIEKC (nepe;laqa AAaHHBIX TOJIBKO B OJHOM HAIIPABJICHHUHU 3a CAUHUILY BpeMCHI/I) I

—  IOJHBI Ayieke (OJMH KaHaJl MOXET MCIIONIb30BaThCS ISl Iepejadn JaHHBIX Cpa3y B ABYX
HaNpaBJICHUSAX).

9KpaH DNS

MyTb: KoHdurypauma > Cetb > DNS > KoHdomrypauums
3naveHus B paznene Cocrosnue cay:k0bI JOMEHHBIX NMEeH 0TOOPaXaroT TEKYIee COCTOSTHIE U HACTPOMKY.

[Mapametpsl B pasnene Pyunbie HACTPOUKH CJIY:K0BI IOMEHHBIX HMeH HCIONB3YIOTCS ISl HACTPOUKH
crcTeMbl TOMeHHBIX MeH (DNS):

* Brurrouenne MeHro 3a0/10KupoOBaTEL pyunbie HacTpoiikn DNS Mo3BOJSET yCTaHOBHUTD, YTOOHI JJaHHEIE
KOH(pHUTYparyu OT APYTrUX UCTOYHUKOB, Takux kak DHCP, umenu npuoputet nepes] BHIIOTHEHHO B
3TOM paszielie pydyHO! KoH(pUTypannei.

*  VYkaxwure agpeca [Pv4 wmu IPv6 ma mapamerpa IMepeuansiii DNS-cepeep B IpH HEOOXOAMMOCTH IS
mapameTpa Bropuunsiiit DNS-cepeep. UTOOBI OTIIPaBIATE JIEKTPOHHYIO ITOUTY € ITOMOIThI0 IICY,
Heo0XOAMMO Kak MHHUMYM yKa3aTh [P-anpec nmepsuanoro DNS-cepsepa.

— TICY xzet oTBeTa 0 15 cekyHa oT mepBudHOTO Witk BTopuaHOoro DNS-cepBepa. Ecim TICY He
MOJTy4aeT OTBET B YKa3aHHOE BPeMsI, COOOIICHNE 3JIEKTPOHHOH ITOYTH He Oy/IeT OTHPaBICHO.
Ucnonr3yiite DNS-cepBepsI B TOM k€ ceTMeHTe, Tae pacnonoxena [ICY, Wi B COCETHEM
CerMeHTe, HO He B APYTHX ynajneHHbIX cermenTax cetH (I'C).

— Tlocne onpenenenus [P-anpecos cepsepoB DNS BeInoIHNUTE MX TPOBEPKY; CM. pasien «IKpaH
npoBepku DNS».
e Cunxponuzanms uven cucreMsl. [lo3Bonser cunxponusupoBatsh uMs xocta DNS ¢ umenem TICY.
[enxuuTte ccpinky «Mst cuctemMsl» U1 ONpeNeIeHNUs 3HaUCHUS.

Ecnu umst xocta DNS u ums cuctemsl [ICY cuHXpOHU3UPOBAHEI, JIMHA UMEHU CUCTEMBI
OTpaHUYCHA OMpPEICICHHBIM KOJTUYSCTBOM CUMBOJIOB B 3aBUcuMOcTH oT DNS RFC. Eciu
OHH HE CHHXPOHU3UPOBAHBI, UMsI CUCTEMBI MOXKET COJIEPKATh 10 255 CHMBOJIOB.

*  Mms xocta. [locne 3aganust 31eCh MIMEHH XOCT-y3/1a U YKa3aHHUS JOMEHHOTO HMEHH B mione Mvis
JI0MEeHA, OJIb30BaTeNIb MOXKET YKa3blBaTh UM XOCT-y3J1a B 1000M noinie nutepdeiica [ICY (kpome
aJIpeCcoB 3JIEKTPOHHOM MOYTHI), KOTOPBIE pab0TAIOT C JOMEHHBIM HMEHEM.
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. . s unrepetiica [ICY B aTOM paszziene notpedyercs yka3arh TOIBKO HMS
noMmeHa. Bo Bcex ocTanbHBIX NONAX HHTepdeiica monp3oBarens [ICY (kpoMe mosei aapecoB
3J'IeKTpOHHOI7[ HO‘ITI)I), pa6OTaIOHH/IX C JOMCHHBIMU UMEHAMU, IJIaTa CCTCBOI'O YIPAaBJICHUA 11O
YMOITYaHUIO TOOABHUT JaHHOE JIOMEHHOE UM, €CITH Oy/IET BBEJCHO TOIBKO UM XOCT-y3I1a.

— Yr00BI MIEPEONPEACIUTh PACIIUPECHUE YKa3aHHOIO KMEHHU XOCTa IOCPEICTBOM no0aBiIeHUS
MMEHM JOMEHA, 3aJaiTe B M0JIE UMEHU JOMEHA 3HAYEHUE 10 YMOTYaHUIO somedomain.com
wiv 3HaueHue 0.0.0.0.

— UYrtoOBI MN3MEHUTH PACLIUPEHUE KOHKPEMHO20 UMEHH XOCT-Yy3J1a (HapUMep, IIpU OIIpeieNICHIN
TOJTy4aTesisi IpephIBaHMmil), TOCTaBbTe KOHEUHYIO TOUKY. [ICY pacno3HaeT UMs XOCT-y3J1a C TOUKOM
(HarmpuMep, mySnmpServer .) KaK IIOJHOLEHHOE IOMEHHOE UM M He T0OABIISIET JOMEHHOE MMSL.

. . Ykaxxure noMeHHoe ums [Pv6.

OkpaH npoBepkn DNS
MyTtb: Kondwmrypaums > Cetb > DNS > TectupoBaHue

Jannas gyHKIwms ucrons3yercst 1yt otipasku 3anpoca DNS, kotopslii mposepsiet HacTpoiiky DNS-cepBepa mytem
norcka 1o IP-agpecy. Ilpouenypy HacTpoiiku cepBEepOB CM. B BBIIECTIPUBEICHHOM pazaeine « IkpaH DNSy.

IIpocmoTpuTe pe3yabTaThl HPOBEPKH B MOJIE

e Jlns mapamerpa YKaXUTE METOJI UCIONIb30BaHus 3anpocoB DNS; cM. cienyronryio
Ta0nuIy.
* B mone YKaKHUTE 3HAYCHHE, KOTOPOE OYy/IeT MCIOJIb30BaThCsS JJisi BBIOPAHHOTO THIIA
3arpoca B COOTBETCTBUU C JIAHHBIMU TaOJIHIIbI.
Bbi6paHHbIl TMN 3anpoca Ucnonb3yembiit 3anpoc
110 XOCTYy Wms xocta, URL
M0 MOJTHOMY TOMEHHOMY ITonHoe JOMCHHOC€ UMA BH1A
HUMeHN MOM CepBep.MOM IIOMEH.COom
no IP-aapecy IP-agpec cepsepa
mo MX Anpec Mail Exchange

OKpaH Beb-gocTyna
MyTb: KoHdurypaumsa > Cetb > WWW > [locTyn

Jannas QyHKUMs HCMIONB3YeTCs Ml HACTPOWKU METo/Ia IocTyna K BeO-unTepdeiicy. (s akruBanmm 1o0b1x
M3MCHCHHM, BRITIOTHEHHBIX B ATOM pazjedie, motpedyercs mepe3arpy3uth [ICY. Cm. paznmen ««CeTb» B MEHIO
yIpaBJeHHS» Ha CTP. 24.)

C nomomipo GiaxXkoB «BKIFOYMTEY MOXKHO BKIIIOUUTH JOCTYH K MHTEpdelCy M0Ib30BaTesst 0 HPOTOKOITY
I (nm o o6oum npotokonam). [Iporokon HTTPS BeimonnseT mmgpoBaHie KMEH NOIb30BaTeleH,
napoJieii U JaHHBIX, NlepeiaBaeMbIx Bo BpeMs ceaHca. [Iporokon HTTP He BrinonHsieT mmdposaHue.
IIpumeuanne. B Bepcun 6.8.0 u Beitie HTTP Beikimroduen, a HTTPS BxirodeH rmo ymomanuio.

HTTPS rtaxke BemomnaseT ayreHTrduKaiuto [ICY ¢ momornrsio nmudposoro ceprudukara. Onucanre
Pa3IMYHBIX CIIOCOOOB HCIOB30BaHUS UG POBBIX CEPTUHHUKATOB CM. B pazjene «Co3maHue U yCTaHOBKA
M poBbIX cepTUPUKATOBY B «PyKoBOICTBE TI0 6€30MIaCHOCTHY Ha BeO-caiiTe

i momomHUTENbHOM 0€30IaCHOCTH IS TapaMeTpa MOPThI MOXKHO U3MEHUTh 3HaUEHHE, YKa3aB JII000H
HEUCTONb3yeMbli opT B auana3one 5000-32768. HeoOxoaumMo KCIoIb30BaTh ABOETOUME () B aIpECHOM I0JIe
Opay3epa [uis ykazaHust Homepa nopta. Hampumep, mi1st Homepa mopta 5000 u [P-aapeca 152.214.12.114:

http(s)://152.214.12.114:5000
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Be6-3kpaH cepTudunkara SSL
MyTtb: Kondwmrypaumus > Cetb > WWW > SSL-cepTudumkar

Jlo6apnenue, 3aMeHa U ynaneHue cepruduraroB 6e3omacaoctr. SSL (Secure Socket Layer) — 3To mpoTokos,
HCITOJIB3YEMBIH [ (pOoBaHUS TaHHBIX, ITIEPENaBAEMbBIX MEKIY Opay3epoM U BEO-CEpBEPOM.

MoryT ucnons3oBarbcs Cllefyrolue 3HaueHus napamerpa Cocrosinue:

o Tonuslii ceprudurar, [1narol ceTeBOro ynpapieHus ObLJI YCTAHOBJICH WK CO3JIaH ICHCTBUTEIbHBIN
ceprudukar. LI{enKHUTE 3Ty CCBUIKY, YTOOBI YBHIETH COACPIKUMOE CepTU(HKATA.

e Ceprudurar ne yeranosien. Ceprudukar He ycTaHoBieH uin 0611 ycranosned FTP wim SCP B
HernpaBwibHOM MecTe. C moMoIIsio KoMau bl Jlo0apuTh win 3aMeHuTsb (haiii ceprudurara
ycTaHoOBUTE cepTuduKaT B Hauiexkaiee Mecto: /ssl Ha [ICV.

* Cosganune. [Tnara ceTeBoro ynpasieHuUs CO31aeT CePTU(UKAT, TOCKOIbKY HE OOHAPYKEH
JIEHCTBYIOIINN CepTU(HUKAT.

e 3arpyska. BelmonHseTcs akTHBalus cepTU(HKATa Ha IUIaTe CETEBOTO YIPaBICHHSI.

Ecnu 6vin yemanognen nedeticmeumenvublil cepmu@uram i cepmu@uram He 0wl 3a2pyicet npu
exmouenrom SSL, niama cemesozo ynpaenenus coz0aem cepmupuram no YMOIUaHuio, 3mom
npoyecc Modicem 6bl36ambv 3A0EPIAHCKY 00paujenus K unmepgeiicy npumepHo Ha 00HY MUHYMY.
Ceprudukar o yMoJIIaHH0 MOKHO HCIIOIb30BaTh JIJIsl 00SCIICUSHUS OCHOBHBIX (DYHKITHI
0€30MaCHOCTH ITyTeM U(PPOBaHUsI JAHHBIX, HO IIPH 3TOM IIPU BXOJIE B CUCTEMY OY/IET BEIBOIUTHCS
npenynpexaeHue 0 0€30MacHOCTH.

JlobapuTs i 3amennTs (aiin ceprudurara. Halianre daiin ceprudukara, co3naHHblil ¢ TOMOIIBIO
Mmacrtepa 6ezomacHocTH. {71 BEIOOpa METO1a HCIOIBb30BaHMsI IU(PPOBBIX cepTUHHUKATOB, CO3TaHHBIX
MactepoM Oe3onacHocTu uin crenepuposanHbix [ICY, cm. pazaen «Co3nanue U yCTaHOBKa HUPPOBBIX
ceptudukatoB» B «PyKkoBoacTBe 1Mo 6e30macHOCTH» Ha BeO-caiite

Ynannte. Yoanenue ceprudukara. CM. Takke TEKCT Ha SKpaHe.

AKpaH KOHCcOoNuU

MyTb: KoHdurypauua > Cetb > KoHconb > [locTyn
MyTb: KoHdurypauma > Cetb > KoHconb > Kntoy xocta SSH

HocTtyn kK koHconu. [{is o6HOoBIeHNs MuUKponporpammsl MBIT moTpebyeTcst BKIIOYUTD JOCTYT K KOHCOJH;
cM. pazaen «Jkpan «OOHOBIICHHE TPOIIMBKU»». JJOCTYI K KOHCOJIM MO3BOJISIET MCIIONIb30BaTh HHTEpdEic
KOMaHJIHOM CTPOKHU.

C nomomipto (ua)XKoB « BKITIOYHTEY» MOXKHO BKITIOUUTB AOCTYI K HHTEP(ENCy KOMaHIHOW CTPOKH 1O
nporokony Telnet umu SSH (wm mo odboum npotokonam). Telnet He mudpyer nMena nonp3oBaTenei, maponu
W JaHHBIE BO BpeMs Iepenay, a mpoTokosa SSH BeimonHseT mudposanue.

Ipumeuanue. [Ipu Brmouennn SSH Bkimouaercs taxke SCP (Secure Copy) A1 3alUILIEHHON Nepenadn
¢ainos. JJomonmauTensuyro nHGOpMarmio 06 ucronszoBannn SCP cm. B pasnene «llepenaua dhaitimony.

s mapaMeTpa mopThl, KOTOPEIi OyzieT ucmonb3oBarkes s cBsi3u ¢ [ICY, MoXHO pUCBOUTS JIF000
cB0oOOMHBIN TIOPT B AuanazoHe S000—32768 ans oGecriedeHust JOTTOTHUTEFHON 3aIlUTHI.

o [lopr Telnet. ITo ymomuanuto mveet 3Hadenue 23. [ onpeneneHus mopra, He 3aIaHHOTO 110 YMOJTIaHHIO,
HEOOXOIMIMO HCTIONTBE30BATh JBOSTOUHE (:) MM TIpo0eIt, Kak TpeOyeT Toro KireHTcKas mporpamma Telnet.

Hanpumep, ans mopra 5000 u [P-agpeca 152.214.12.114 xnuentckas nporpamma Telnet TpeGyet
UCIIOJIb30BAHUS OJJHOM U3 CIIEAYIOIUX KOMaH;

telnet 152.214.12.114:5000 wau telnet 152.214.12.114 5000

e Ilopt SSH. Ilo ymonuanuto umeet 3HaueHue 22. opMaT KOMaHIHOU CTPOKH, HEOOXOMUMBIHN IS
3a/IaHds HE UCIIOIBE3YEMOTO IO YMOITYaHUIO MTOPTa, MPUBEICH B JOKYMEHTAIIUU TPOTPaMMBI-KITUEHTA
SSH. Cwm. taxxke «Kiarou xocta SSH» nanee.

Kntou xocta SSH. [Ipu ucnonszoBanuu npotokosa SSH (Secure Shell Protocol) mst qoctymna x kKoHCOIH
MOYKHO JI00aBIISITh, 3aMEHSTh WIIH yAAISATH KIII0Y XocTa Ha dkpane «Kiroa xocta SSLy.
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YKa3bIBAET, SBIAETCS JIM KITFOU XOCTa (CEKPETHBIN KITI04) 1eHCTBUTENbHBIM. MOTyT
HCIOJIb30BAThCS CIEAYIOIINE 3HaUeHUs napamerpa « CocTosHUE»:

. : OTCYTCTBYIOT HCIIOJIb3yEMBIC KITIOUU XOCTA.

. . Ilmara cereBoro ymnpaBieHus CO3AaeT KIIF0Y XOCTa, IIOCKOIBKY He OBLIO HaiiIeHO HU OJTHOTO
JIEHCTBYIOMIETO KITF0Ua.

. . BrimmonHsIeTcs akTHBAITHS KITI09a X0CTa Ha TUIaTe CETEBOTO YIIPABIICHUS.

. . OnuH U3 CIEeayIONIX JOMYCTUMBIX KITIOYEH X0CTa HaX0nUuTCs B Karajore /ssh

(pexoMeHayeMOe MECTOTIOJIOKECHUE HA IJIaTe CETEBOTO YIPaBICHHUS):
— 1024- nnm 2048-pa3psaHbIi KITFOY XOCTa, CO3aHHBI MACTEpOM HACTPOWKH O€301TaCHOCTH
— 2048-pa3psansbnii kimod xocTa RSA, co3manHbIN TTaTON CETEBOTO YIPABICHHUS.

. 3arpysuTe ¢aiii KIrroda X0CTa, CO3IaHHOTO MacTEpOM HACTPOUKH
6e3omacHocTu. adopMariio 00 HCIONE30BaHUN MacTepa 6€301MacHOCTH CM. B «PYKOBOIICTBE 110 O€30TIaCHOCTI
Ha BeO-caiite . UToOBI HCMONBH30BATh BHEIITHM KITFOY XOCTa, 3arPy3UTE €ro Mepejl BKIIFOUSHHUEM (CM. pa3ziel
«/locTyTt K KOHCOJIMY BEIIIIE).

Mpumeuanue. UtoOb COKpaTUTH BpeMsi, HeoOXomuMoe Jutd BKItoueHust SSH, coznaiite u 3arpy3uTe KIrod
xocTa 3abiaroBpeMeHHo. Ecau exmouums SSH, He 3aepy3us Koy xocma, niama cemesoeo ynpaeieHus.
nOMpamum npuUMepHo MUHYmy 018 co30anus Kkawoua, a cepsep SSH 6yoem 6 smo epems nedocmynen.

. y,[laJ'ICHI/IG Kiroda xocta. CM. Tak)Ke TEKCT Ha OKpaHe.

Uro0b1 ucrionb3oBats SSH, HeoOXoauMo MMeTh ycTaHOBIEeHHBIH KireHT SSH. bonpmuHCTBO
wiardopm Linux m UNIX umeror B cBoeM cocTaBe kimeHT SSH, HO omepanrioHHas cuctema
Microsoft Windows He nMeeT TakoBoro. JloCTyITHBI KiIHeHTCKHE porpaMMbl Windows pa3immaHbIX
paspabotunkoB, Harpumep nporpamMma PuTTY, noctymHas mo aapecy

AkpaHbl SNMP

Bce umena, maponu u nmeHa coobmects st SNMP niepenarorcs 1o cetr B BHJIe 0OBITHOTO TeKcTa. Ecim ceTh
TpeOyeT BBICOKYIO CTENeHb Oe30macHoCTH muppoBanus, oTkIroanTe noctyn SNMP wnu yctaHoBute st
Ka)KJI0TO U3 cOOOIIEeCTB MpaBa JgocTyna Ha uyTeHue. (CoobIecTBo ¢ TOCTYIOM Ha YTEHHE MOXKET IOTydaTh
MH(POPMAIIHIO O CTAaTyCe M UCIOIB30BaTh NpepoiBanust SNMP).

IIpu ncnons3oBanuu cpeactsa StruxureWare Data Center Expert mist ynpasnenns UBII B oTkpsiTOMH ceTu
cuctemsl StruxureWare Heooxooumo Bkintounts SNMP v1 wiin SNMP v3 B unrepdeiice I[ICY. Jloctyn Ha
YTEHHUE TO3BOJIICT YCTPOUCTBY StruxureWare nonydars npepbiBanus ot [ICY, a TOCTyI Ha 3alUCh HEOOXOAUM
npu padote ¢ uaTepdeiicom nonszosarens [ICY mist ucnonszoBanus ycrpoiicta StruxureWare B kauecTse
MOJy4aTens NpEPbIBAaHUM.

s cesizu ¢ EcoStruxure I'T npu monutopunre UBII taxske ncnonessyrores npotokosnsl SNMPv1 wim SNMPv3.

JIonoNMHUTENBHY0 HH(DOPMAIIUIO M0 YIPABICHHIO 0€30MaCHOCTLIO CHCTEMBI CM. B «PyKOBOJICTBE
110 0€30IacHOCTH» Ha BeO-caiiTe

SNMPv1.
MyTb: KoHdurypaumua > Cetb > SNMPv1 > [loctyn n KoHTponb goctyna

ITapametp WCTIOJIB3YeTCs AT BKITIoUeHMsI WiH BeiktoueHus SNMP Bepcuu 1 kak meTona
B3aumonericteus ¢ IICVY.

Ipumeuanue. B Bepcun 6.8.0 u Bimie SNMPvI o ymonmuanuio BeikitodeH. Heooxonumo
OTpeaeuTh UMl cood1IecTBa ( ) 10 TOTO, KaK OyJeT ycTaHOBJIEHA CBA3b
¢ mpotokosnoM SNMPv1.
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HUcnonszoBanne SNMPv2c nopnepxkuaercs ¢ momousio pynkunit SNMPv1.

KoHTpornbk gocTtyna. MoXHO HACTPOUTB JI0 YEThIPEX 3alrcel KOHTPOJIS IOCTYIIa, YTOOB! ONPEeINTh, KaKas u3
cereBbIX cucteM ynpasneHus (NMS) umeer noctyn k [ICY. /s pegakTupoBaHus MIENKHUTE UMS COOOIIECTBA.

o ymomrqanuto oiHa 3anmych Ha3HA4YaeTcs Ha KaX10€ U3 YeThIpeX AOCTYIHBIX coodiiectB SNMPv1. Bel moxete
M3MEHSITh 3TH HACTPONKH, YTOOBI IPUMEHUTH D0Iee 0OHOU 3anucu st 106020 coobuyecmea, Ui PEA0CTABICHUS
JIOCTYTIA IO HECKOJILKUM OTIpe/ieNieHHBIM apecam [Pv4 i [Pv6, nvenam xoctoB mwiu Mackam [P-anpecos.

+ Ilo ymomuanuto coodmmectBo umeet noctyn k [ICY u3 moboro mecra B ceTH.

° HpI/I HaCTpOf/'IKe HECKOJILKHUX 3aIuCcei yHpasJICHUA JOCTYIIOM JJIsL COO6H.I€CTB8. ¢ J100BIM UMEHEM 3TO
3HA4YUT, YTO OAHO HUJIN HECKOJIBKO COO6H.I€CTB HUMECT NOCTYII K yCTpOﬁCTBy.

. ms1, xoTopoe cucrema ynpaenenus cetsio (Network Management System — NMS)
JTOJDKHA MCTIOIB30BaTh IS JIOCTyTIa K co00mecTBy. MakcuMmainbHas umiHa coctapisieT 16 cumBomoB ASCIL.

. Anpec IPv4 i IPv6, macka [P-anpeca wimm uMst X0CT-y371a, KOTOPBIT
yIpaBisieT 1ocTymoMm cucteM NMS. VMs xocT-y3ma uinm onpeneneHusnii [P-aapec (manpumep, 149.225.12.1)
OTKpBIBAET AOCTYIH TONBKO cucteme NMS B mannom cermente cetu. [P-agpeca, comepxammue 255,
OTPAaHUYHUBAIOT JIOCTYII CICIYIOIIUM 00pa3oM:

e 149.225.12. : moctynmt NMS Tonsko B cermente 149.225.12.
* 149.225. : moctyrmt NMS Tonbko B cermenTe 149.225.
*  149. : toctynn NMS Tonbko B cermente 149.
e 0.0.0.0 (HacTpOWKH IO YMOTIAHHIO ), KOTOPHIE MOTYT OBITh TAK)KE MPEICTABICHEI B BUJIC
255.255.255.255: nocryn nro6oii cuctembl NMS B 11000M cerMeHTe.
. le#icTBUS, KOTOPBIE MOXKET BBINMOJIHATE NMS B cooOIIeCTBE.

. . Tonbko onepanun GET, B mo6oe Bpemsl.

. . Homyqars (GET) B mo60e Bpems u pazmemniars (SET) uadopmaruto, ecnu npyrue
MI0JIB30BATENIN HE paboTaloT B HHTEpdelice Monp30BaTeNs WiIH B HHTepdelice KOMaHIHOM CTPOKH.

. . [Nonyuats (GET) u pasmeniars (SET) nndopmarnuio B 1r000€e Bpemsi.
. . 3anpemteno nonydars (GET) u pasmemiars (SET) napopmarmio B modoe Bpemsl.
SNMPv3.

MyTb: Kondurypauua > Cetb > SNMPv3 > [loctyn, MNMpocdunu nonb3oBatenen n KoHTponb
pocTyna

Hns 3arpocoB GET u SET n nomyuareneit npepsiBanuii B SNMPv3 nipn naeHTHOUKAINN [TOTE30BaTEIeH
HCITOJIB3YETCS cCUcTeMa mpoduiei monp3oBareneii. [lonp3zoBarens SNMPv3 momkeH uMeTh PO HITh
MOJTb30BaTeIs, Ha3HauYeHHBIH B mporpamMme MIB msa Bemonaenus onepannit GET/SET, mpocmorpa MIB
Y TIOJTY9YEHHUS TTPEepBhIBaHUM.

Mpumeuanue. B Bepcun 6.8.0 u Boimie SNMPv3 o ymonuanuio BeikitodeH. Heooxoaumo
HACTPOUTH JCHCTBUTENBHBINA PO(UIIb IONB30BaTEINsI, HCIIONB3YsI APOJIbHEIE (hpa3bl
) 1o TOro, KaKk OyJeT ycTaHOBJIEHA CBA3b

¢ npotokosiom SNMPv3.
st ucnons3oanuss SNMPv3 HeoOxomumo umetsb rporpammy MIB ¢ mognepxkoit SNMPv3.

[ICY noxnepxxusaer ayrentuduranuto SHA nimm MDS, a taxke 3amuty ¢ nomomisio AES nm
DES (umdposanwue).

[TapameTp MO3BOJISIET UCIOIL30BaTh JAHHBIM METOJI B3aUMOICHCTBHS C
YCTPOICTBOM.

PykoBoacTBO nonb3oBaTens nnartbl ceTeBoro ynpasneHus UBI 2 57



Mpodomnu nonb3osaTtenei. [1o ymoruaHuio 0ToOpaxkaeT CIMCOK HACTPOEK JIJIS YeThIpex mpoduieit
M0JIb30BaTeNel C UMEHAMH OT bi (o) , HE NCTIOJIB3YIOLINX
ayTeHTU(UKAIUIO 1 3amuTy (mudpoBanue). UToOb HI3MEHUTH CIIEAYIONINE HACTPONKH ITOJIb30BaTEIHCKOTO
npoduIs, METKHATE UMS TI0JIb30BATENSI B YKA3aHHOM CITHCKE.

. . Unertndukarop nmpodunist momszoBarens. SNMP Bepcun 3 otobpaxaer
¢yuknuu GET, SET u obecrnieunBaeT 3axBar B IMOJIb30BATEILCKHI TPO(UIb MYyTEM COMOCTABICHUS
WMEHH TI0JIb30BaTels MPO(UIISL C UMEHEM T0JIb30BATENs B IEPEAaBacMOM IaKeTe JaHHbIX. MMs
TIOJIB30BATENSI MOXKET conepkarhb 10 32 cumBoioB ASCII.

. . ®paza u3 15-32 cumonos ASCII, nposepsromas
B3aumozeicTue cucteMbl NMS ¢ ycTpoiicTBoM 1o npoTtokoiry SNMPV3; nomkHa ObITh yCTaHOBIICHA
B cucteMe NMS. OHa Tarxxe poBepsieT, YT00bl COOOIICHNE HE MEHSUIOCHh BO BPEeMs IIEpeaadn, a TaKKe
CBSI3b C COOOIIEHUEM NEPUOANYECKH NOAAEPKUBAIACE. DTO MO3BOJISIET y3HATH, YTO COOOIIEHUE HE
3ajiep>KaHoO U He OBIJIO CKONHMPOBAHO U IIOBTOPHO OTIPABICHO B HECOOTBETCTBYIOILEE BPEMSL.

. . ®paza u3 15-32 cumsonoB ASCII, xoTopast obecrieanBacT
KOHHUACHITMAIBHOCTh JaHHBIX, OTIPABIIEMBIX crucTeMoit NMS Ha maHHOE yCTPOHCTBO MITH
MPUHAMAEMBIX OT JAaHHOTO yCTpoiicTBa uepe3 SNMPv3.

. . [Ipotoxon SNMPv3, nognepskusatoniuii ayrentudukaiuo SHA u
MDS5. J1oy1HO OBITh BBIOPAHO OJTHO M3 3TUX 3HAYCHUM.

. . lIpotokon SNMPv3, noanepxuBaroniyii B kKauecTBE MPOTOKOJIOB
mmdpoBanus U aemudposanus JanHbIx npoTokossl AES u DES. Heo6xonumo uenonb3oBarh Kak
MPOTOKOJ KOH(PUACHINATBFHOCTH, TaK U Hapoib KOH(PHUIESHINATBHOCTH, B IPOTUBHOM CIIydae 3alpoc
SNMP ne Oyner 3amm¢ppoBaH.

OpHaKo HeJb3s BEIOPATh MPOTOKOJ KOH(PHUICHIMAILHOCTH, €CIIM HE BHIOPaH MPOTOKOJI
ayTeHTH(UKALIH.

KoHTponb gocTyna. MoXHO HacCTPOUTH JI0 YETBIPEX 3aMCEH KOHTPOIIS JOCTYIIA, YTOOBI ONIPENEIIUTh, KaKas U3
ceteBbIX cucteM yrnpasieHus (NMS) umeer goctym k [ICY. [l penaktupoBaHus MIEIKHATE UMS TIOJTb30BaTEIIS.

o ymom4anuio ofiHa 3aMCch Ha3HAYAETCsI Ha KaKABIA U3 YeThIpex npoduiieit monp3osareneii. Bel Moxere
W3MEHSTh 3TH HACTPOUKH, YTOObI IPUMEHUTH O0ee 00HOU 3anucu 0isl RpoQuia nonwb3oeamens, 1iis
NperoCTaBICHHUs OCTYIIA [0 HECKOJILKUM onpeeneHHbIM [P-anpecam, nmenam xocToB miu Mackam [P-agpecos.

* Ilo ymomganuto Bce cucteMbl NMS, ncrione3yroniye 10T Npohuib, UMEIOT JOCTYII K 3TOMY YCTPOWCTBY.

» Ilpwu HacTpOIiKe HECKONMBKHX 3aIMCEeH YIPaBICHU JOCTYIIOM TSl OHOTO PO TOIh30BaTENS 3TO
3HAYHT, YTO OJIMH FJIM HECKOJIBKO JPYTHX MPOQIIIel MoIbh30BaTeNei JOIKHBI IMETh TOCTYI K YCTPOHCTBY.

. B packpriBarommemcs criricke BbiOepuTe TPOQHITh TIOIB30BATEIS, IS KOTOPOTO OyaeT
IMPUMCHCHA JJaHHAaA 3alliCh YIIPABJICHUA JOCTYIIOM. 21.]'[51 BI)I60pa JOCTYIIHBI YETBIPEC UMCHU IT0JIB30BATECIIA,
HaCTPOCHHBIX ¢ IToMoItsio pyaknmn «lIpodumu moas3oBarenein.

. IP-anmpec, macka [P-aapeca uiam uMs XoCT-y3J1a, KOTOPBI YIPaBISeT 10CTYIIOM
NMS. Nms xoct-y3na minm onpenenenusiid [P-anpec (Hampumep, 149.225.12.1) oTKpBIBaeT JOCTYT TOIBKO
cucteme NMS B nanHoM cermenTe ceti. Macka [P-agpeca, kotopast cogepkut 9ucio 255, orpaHnIrBaeT
JIOCTYTI CICTYIONTIM 00pa3oM:

* 149.225.12.255: noctyn NMS tonbko B cermente 149.225.12.

* 149.225. : moctyn NMS Tonbko B cermente 149.225.

* 149. : roctynn NMS Tonbko B cermente 149.

e 0.0.0.0 (HacTpOHKH MO YMOIYAHUIO), KOTOPHIE MOTYT OBITH TAKXKe IPEICTABICHbI B BUE

255.255.255.255: noctyn mobo# cuctemMbl NMS B 111000M cerMeHTe.

AKpaHbl Modbus

HUcronsayitre mapamerpbt Modbus, uto0st HacTponTs [ICY Ha rcnonb3oBanue rmpotokoina Modbus fyist mofkimtoueHust
CHCTEMBI JAUCIIeTYepH3aIiy HHKeHepHOro obopynoBanus (Building Management System — BMS). [Tnarsr cereBoro
yrpasnenns AP9630 u AP9631 nmonnep:xuBatot npotokon Modbus TCP B O0NBITMHCTBE MUKPOITPOTPAMMHBIX
npunokennid. Oynxmmio Modbus Serial mognepxuBaeT TobKo 1aTa ceTeBoro ynpasieHus AP9635.
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Yro6sl mpoBeputh coBMecTuMocTh [ICY ¢ Modbus, ooparutech k gokymenTtanuu no [ICY.

HomomauTensHas nHpopMarus 06 ucrnoas3oBannn mpoTtokona Modbus Ha [ICY — cwm.
«JlOTIOTHATENBHYIO JOKYMEHTALHIO 10 TpoTokory Modbusy 1 «KapTsl periuctpos mpoTokona
Modbus», KoTOpBI€ OCTYIIHEI HA BeO-caiiTe

Jiist mosrydeHHs TOTIOJIHUTEIBHOW HHPOPMAIINU 00 YCmaHogKe U YCmpaHeHuu HeucnpasHocmell
Modbus ons nramol cemegozo ynpasnenus AP9635 obparurecsh K
, TOCTyIHOH Ha Beb-calite APC

Juis monyuenus uHGopManuu o6 yrnpapieHNH TPYIITON HEPEKITIOYaeMbIX PO3ETOK C TOMOIIBEO
Modbus anst mogeneit Smart-UPS ¢ npedukcamu SMT, SMX, SURTD, SRC u SRT obparurecs k
, IOCTyIHOH Ha BeO-calite APC

I[Ipumeuanue. /JaTuvku TeMnepaTypsl U BIaXKHOCTH, IOAKIIOYaeMbIE K TOPTaM BBO/A-BHIBOJIA
[ICY AP9631 u AP9635, He moep kuBaroTCs IpU UCTIob3oBaHuu Modbus.

MocnepoBartenbHbin nopt Modbus (Tonbko ana nnatel AP9635).

MyTtb: Kondwmrypaumsa > Cetb > Modbus > lNocnenoBaTtenbHbIN NOPT

1. HapaMeTp ﬂ,OCT&Vll I/ICHOIII)?:yeTCH IS BKITFOUCHU ST NJIU BBIKJIFOUCHUS ITOCIICIOBATCIIBHOI'O HOpTa
Modbus kak metona B3anmomericteus ¢ [ICY.

2. 3apaiiTe mapaMeTphl MOJAKIFOYCHHS 10 MMOCIeA0BaTeIbHOMY mopTy Modbus:

— Cxopocts nepenaun (Baud Rate) — ckopocTb nepeauu JaHHBIX B OUTax B CEKYHAY. MOXHO
3anarb 3HadeHue 9600 (o ymomyanuro), 19200, 2400 unu 38400.

— burt yeTHOCTH — OHT IJI NPOBEPKH YETHOCTH. MOKHO YCTAaHOBUTH 3HaUeHUE « UETHBII,
«Heuetnsin» nnn «Hety.

— Meseroil ynunkaabHbiil njaenTuGuraTop — YHAKaIBHBINA HISHTH(PHUKATOP IIEIIEBOTO
ycTporictBa. MOXXHO yCTaHOBUTH 3HaueHue ot 1 1o 247.

3. Illenkaute «[IpuMeHUTHY, 9TOOBI COXPAHUTH H3MEHEHHUS.

Modbus TCP.
MyTb: Kondurypauusa > Cetb > Modbus > TCP

1. Iapamerp /locTyn ucnonb3yeTcs sl BKIFOUSHHSI WIIH BBIKITIoueHus nporokona Modbus TCP kax
meToxa B3aumoneiicteug ¢ IICY.

2. 3apaiite HOMep nopTa ans coenuHeHnss TCP. MoxHo yctaHOBHTE 3HaueHHe 502 (110 yMOTYaHUIO) UITH
sgayenue ot 5000 go 32768.

3. 3amaiite Taiim-ayT nogxiaouenns (Communication Timeout). MoXXHO yCTaHOBHTH 3HaYEHHE
«Huxorma» (0 cekynm) wmm 3HaueHne ot 1 o 64800.

4. Ulenkuute «lIpuMeHUTHY», 9TOOBI COXPAaHUTH U3MEHEHWSI.

AkpaH BACnet

Ucnons3yiite mapamerpsl BACnet, uto0sr HacTpouts [ICY Ha ncnons3osanne nporokona BACnet mist
npenocTasieHus naHHbIX 00 MBII cucteme aBTOMaTn3upoBaHHOTO YIPABICHUS 30aHUEM.

HononnutensHele cBeaeHus o Toukax gqaHHbix MBI, npenoctaBnsemsix nocpeactsom BACnet,
cM. B fokymeHnTax «BACnet Application Maps» (Kaptel peanuzanun BACnet) Ha Beb-caiite APC
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Kondurypauuss BACnet

ITapamerp Onucanue
YeranoBute 3TOT (aXkok, uToOb! BKIH0UHTH BACnet. B mpotusHoM ciiyuae k [ICY
Henb3s Oyner obparutses yepe3 BACnet. [1o ymonuanuto BACnet oTkittodeH.
Hoctyn IIpumeuyanue. B Bepcun 6.8.0 u Boiie npotokosr BACnet no yMoI4aHUIO OTKIIIOYEH

U HE MOXXET OBITh BKIIIOYCH, IIOKa HE YCTAHOBJICH MapOoJIb JUISl YIIPABICHUS CBI3BIO C
ycrpoiictBoM (Device Communication Control Password).

ID ycrpoiicTBa

YHUKaIBHBIN HAeHTHUKATOp Ui yeTporicTBa BACnet, Hcmonbs3yeMslit U1 0OparieHus
K Hemy. Jlomyctumsrit auamason: 0—4194303.

HUms# yerpoiicTBa

Wwmst mannoTrO yerpoiictBa BACnet, koTopoe JOMKHO ObIT YHUKAIBHBIM B PAMKax CETH
BAChet. ITo ymoirgaHHIo 1st yCTpOHCTBa Mconb3yercst nMs B hopmare «BACn+mocnentne
BoceMb Iudp MAC-anpeca [ICY». MunnMaibHast JumiHa paBHa 1 CMMBOITY, MAaKCHMaJIbHAs —
150, mpu 3TOM pazpelIeHo UCIOIb30BaTh CHEUATBHBIE CUMBOJIBL.

CeTeBoii MPOTOKOJI

Bribepure HyXHBIA TIPOTOKOI:
*  BACnet/IP

Bpems oxxnaanus
APDU

Cpoxk B MUILIHCEKYHaX, B TedeHue koroporo IICY oxunaer oreet Ha 3anpoc BACnet.
Homyctumpiit nuanazon: 1000-30000. Crangapraoe 3Hauenue — 6000.

IToBTOpHBIE MONBITKU

YUucIio nOBTOPHBIX MOMBITOK BRIOMHUTS 3aripoc BACnet, npennpruanmaemsix [ICY, npexne

APDU 4eM 3arpoc Oyaet npepsad. Jomyctumerit apanazon: 1-10. CrangaprHoe 3HaYeHne — 3.
Cayx6a Device Communication Control ucrons3yercst kmuearoM BACnet, 4To0s! 1aTh
KOMaHJy YIQJIEHHOMY ycTpoicTBy (Hampumep, [ICY ¢ mogaepxkoii BACnet)
MIPEKPaTUTh OTIPaBIATh 3anpockl APDU unm orBedaTs Ha HUX (KpOME OTHOCSIINXCS K
ciry)x6e Device Communication Control) B TedeHue 3aJaHHOTO TIeproa. Ty CIIyk0y
MOYKHO HICTIONIB30BATh JUIS JHArHOCTHKH.
IMapoas VYraxure napoib Device Communication Control, 4to0s! kieHT BACnet He MoT ynpasisiTh
Device B3anMozeiicteueM ¢ IICY uepe3 BACnet, He penocTaBuB 3a1aHHbIH 3/1ECh MApOJb. DTOT
Communication apoJib AOKEH UMETh JUIMHY OT § 10 20 CUMBOJIOB M COAEPKATh CIICAYIOLIEE:
Control
* Yucio
» CUMBOJI B BEpXHEM PETUCTPE.
* CHMBOJI B HIDKHEM PETHUCTPE.
» CenuanbHbl CUMBOIL.
PexoMmeHtyeTcs N3BMEHUTH NIapoJib TIpH repBoM Bkitodernn BACnet. i aToro 3HaTh
TEKyIIHil maposs He TpedyeTcs.
BACnet/IP
IMapamerp Onucanue

JlokaabHbIH NOPT

[opr UDP/IP, ucnions3yemstii [ICY st otipasku 1 nomyuenuns coodiennit BACnet/IP.
Honyctumsiii auanason: 5000—65535. Hactpoiika no ymomuanuto: 47808.

IMpumeuanne. Anpec [ICY ¢ noguepxroit BACnet/IP onpenensiercs B Bune [P-anpeca
[ICY u nokanpHOTO TIOpTA.
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IMMapameTp Onucanue
YeranoBuTe 3TOT (I1aXkoK, 4ToOBI 3apeructpupoBarh [ICY Ha ycTpolicTBe ynpaBieHHs
mupokosenianueM BACnet (BBMD).
Ipumeuyanune. Bam Hy)HO 3apeructpuposars [ICY B kauecTBe CTOPOHHETO
ycTpoiicTBa Ha yctpoiictBe BBMD, ecniu B moacetn [ICY celidac HeT ycTpoiicTBa
BBMD 6o IICY ucnons3yer apyroit sokansHbIH mopT it BBMD.
| IP Router |
BBMD A BBMD B
NMC vV NMC X NMC Z
BKiawo4ursb Port: 47808 Port: 47809 Port: 48100
perucrpanuio ‘ ‘
CTOPOHHMX YCTPOiicTB e W ey

Port: 47808 Port: 47809

Subnet 1 Subnet 2 Subnet 3

B npuBeneHHOM BBIIIE IpUMeEpe:
* BBMD A ynpasnsier mupokoemaresbHpIMu coodmennsivu Ha [ICY V u W.
* BBMD B ympasinsieT mupokoBemaretbHsIMu coobmenusmu Ha [ICY X n Y.

* Toneko IICY Z HyxHO 3aperucTpupoBath Ha ycrpoiictee BBMD A nnu B B
KayecTBEe CTOPOHHEr0 YCTPOMCTBA, TaK Kak B ee nojaceru Her BBMD.

* [Tocne perucrpamym [ICY Z MokeT IpUHAMATH IIMPOKOBEIIATENIFHBIE COOOIICHHS OT
BBMD, Ha KOTOpOM OHa 3apETHCTPHUPOBAHA, a TAKKE OTIPABILITH Ha HETO COOOIICHMS,
kotopsle BBMD TpaHcimpyeT Ha Bce yCTpONCTBa B CBOEH IOICETH, a TAKKE HA IpyrHe
ycrpoiictea BBMD B cetu uepes IP-mapuupytuzarop.

Craryc peructpanuu croporHero ycrporictsa (FDR):

* Perucrpauusi CTOpOHHUX YCTPOICTB HEAKTUBHA
FDR sBnsieTcss HEaKTUBHOM B CIIEIYIOLINX CIIyYasx:
— FDR Bkitouena, a BACnet oTKJIrOueH.
— FDR otximouena, a BACnet BKIIFo4eH.

—  FDR u BACnet OTKIIOY€EHEI.

° PeFI/ICTpaIII/ISI BBIIIOJTHEHA

Perucrpanus FDR ycnemHo BolnosnHeHa.

Craryc * Perucrpanusi 0oTKJIOHEeHA
Peructpanus FDR 3aBepmiena ¢ omm6koi. [ICY aBromarndecky HOBTOPUT
MIOTIBITKY PETUCTPAIIH, HO MOXXHO YCTaHOBHUTH (DITaXKOK
, uT0051 [ICY moBTOpMIIa HOMBITKY
pETHUCTpAIHH.
* Perucrpanusi oTnpasJieHa
3anpoc FDR oTnpasieH, HO ellie HE BBIIOIHEH.
* Unknown (HeusBecTHO)
Cocrostare FDR wHemsBecTHO. OOpatutech B Ciry:k0y TexHHUYeCKoi momnepxku APC
TI0 BOIIPOCY yCTPaHEHUs PoOIIeM.
YcerpoiicTBo
ynpasJieHHs [P-anmpec i monHOE JOMEHHOE UMS YCTPOICTBA YIIPABICHUS IIHPOKOBEIIaHUEM
LIHPOKOBELIAHHEM BACnet, ¢ xotopsiM Oyzaet 3apeructpupoBana nanaas [ICY.
BACnet/IP
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IMMapameTp Onucanue

ITopT

[opr ycrpoiictea BBMD, ¢ kotopsiM Oynet 3apernctpuposana sta [ICY.

Cpoxk Ku3Hu

[epuon B cexynnax, B reueHne koroporo BBMD Oyner cunrars nannayro [ICY
3aperucTpupoBaHHbIM ycTpoicTBoM. Eciu IICY He MOBTOPUT perucTpanuio 10
ncredeHus atoro cpoka, BBMD ynanur ee u3 cBoeli TabIMIBI CTOPOHHUX YCTPONCTB,
nocie uero IICY He cMOXKET OTNPaBIATh UM IPUHUMATH IIUPOKOBEIATEIbHbIE
cooOmieHus gepes 3To ycrpoiicteo BBMD. JlaHHbIH mapaMeTp onpeneseT, Kak 4acTo
IICY peructpupyercs Ha ycrpoiictBe BBMD, tak kak IICY nomnsitaercs moBTOpUTH
PETUCTPALUIO 10 UCTEUEHHUS ITOTO CPOKA.

OKpaH cepBepa FTP

MyTtb: Kondwmrypaums > Cetb > CepBep FTP

Hcnonws3yite 3TOT 3KpaH Jid paspelieHus goctymna k cepsepy FTP u onpenenenus nopra.

Mapametp

OnucaHue

Hoctyn

Cepgep FTP nepenaet dhaiinet 6e3 mudposanus. B Bepcun 6.8.0 u Boimie FTP o ymonyanuto
BBIKJTFOUCH.

s mmdpoBaHHO# niepenayun (GaiyioB HCIOIB3yHTE 3alUIICHHBIN MPOTOKOT Konmposanus Secure Copy
(SCP). IIporoxon SCP aBTOMaTn4ecky UCHONB3YEeTCs P BKITFOYEHUH TipoTokona SSH, oqHako Juis
NPUMEHEHHS [Iepe/iavy HaIeKHO 3allMIIEHHBIX (aiiyioB HEOOX0IMMO OTKIIIOUHTS 371echk cepsep FTP.

B Bepcun 6.8.0 u Beire SCP He paspemmt nepeaars ¢aidi, moka He OyzieT W3MEHEeH Mapolib
CYIEPIONIBL30BaTelsl (apc) .

Mpumeuyanne. Eciu notpebyercst noctyn K yerpoiicty yepe3 Struxure Ware Data Center Expert
nm Operations, Ha [ICY u B Struxure Ware Heooxoaumo Hactpouts FTP wim SCP. Hanpumep, ecnn
moTpeOyeTcst UCTIONB30BaTh MPOTOKoN nepenaun ¢aiinoB FTP, na IICY u B Struxure Ware HeoOXoqmumo
Hactpouts FTP.

JlonmonHUTENEHY 0 HH(GOPMALIUIO TI0 YIIPABICHUIO 0€30IIaCHOCTBIO CUCTEMBI CM. B «PyKOBOICTBE 110
Oe3omacHOCTH» Ha BeO-caiiTe

Hopr

Iopt TCP/IP cepsepa FTP (1o ymomuanuto 21).

Cepgep FTP ucnonb3yeT kak ykazaHHBIN IIOPT, TaK U OPT C HOMEPOM Ha EIMHUILY MEHBILIE.
PazperieHnble, HE YCTaHOBJIEHHBIE [0 YMOIYAHUIO HOMEpA ITOPTOB yKazaHbl Ha 3kpaHe: 21 u 5001-32768.

IIpumeuyanne. Mcnonb3oBanue B HacTpolikax cepsepa FTP nopra, He 3aJjaHHOrO 0 YMOIYaHUIO,
YCHIJIMBAET 3allUTY, TOCKOJIBKY 3aCTaBJIsIET IOJIb30BaTelIeH 100aBIsATh MM opTa K aapecy [P B
xoMaHHOM cTpoke FTP. Ilepen no6aBneHHBIM HMEHEM TIOPTa JOJDKEH OBITH TPOOEN WK ABOSTOUHE,
B 3aBHCHMOCTH OT UCIOJIb3yeMoro kineHrta FTP.

MeHI0 yBeOOMNEHUMN

CwM. cremyromnue pasiessl:

*  «Tumnsl yBegomiieHuU»

*  «KondurypupoBanue neHCTBUHN I COOBITHID)

*  «OKpaH yBEeJJOMJIEHUH MO 3JEKTPOHHOMN MOYTE

*  «OKpaH TecTupoBaHus npepbiBaHuil SNMP»

*  «OKpaH nojyyareyiei cCucTeMHbIX IpepbiBaHuil SNMP»»

o« leitmkunr (TombKO 11 TUTaTRI AP9635))
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Tunbl yBegoMneHnm

MoxxHO HAaCTpOUTHb I[CﬁCTBHﬂ YBCAOMIICHUS ITPU BO3HUKHOBCHUHN ONIPCACIICHHOIO coOBITHSI. MOKHO
YBEAOMIIATH MTOJIB30BATCIIA O COOBITHH JTFOOBIM K3 YKa3aHHbIX CITI0COOOB:

AKTHBHOE, aBTOMAaTHYECKOE YBEAOMIICHHE. YKa3aHHBIC MOJIb30BATEIN KOHTPOIUPYEMBIX YCTPOUCTB
OyAyT YBEIOMIIATHCS HETIOCPEICTBEHHO.

— VYBeZOMIIEHHE TIO 3JIEKTPOHHOH 1ouTe

— IlpepsiBanus SNMP

— YBemomuieHwue 1o neimkepy (Tompko AP9635)

— VBenoMIieHHE CHCTEMHOTO XypHaia (Syslog)
Kocsennoe yBenomiienue

— Kypnan co6srtuii. Eciin He ckonduryprupoBaHna nepenaya NpaMbIX yBeIOMICHHH, T0JIb30BATENN
JIOJKHBI TIPOBEPATH JKypHAJI, YTOOBI CMOTPETh, KaKUE COOBITHS MPOU30LILIH

MOXHO TaK)ke peruCTpUpPOBaTh JaHHBIE O pab0oTe CHCTEMBI C HENbI0 HCIOIB30BAHUS
3THX JaHHBIX JJIS1 KOHTPOJS paboThl ycTporcTB. CM. pasznen «KypHai maHHBIX) I
03HAKOMJIEHHS C HACTPOIKOHN M NCIIOIB30BaHNEM (DYHKIINN PETHCTPAINH JaHHBIX.

— 3anpocsl (SNMP GET)

JlononHuTENBHBIE CBEICHUS CM. B pa3jienax « DKpaH MoyIydaTesiell CHCTEMHBIX
npepsiBanuit SNMP» u «Okpan tectupoBanus npepeiBanuiit SNMPy. [Iporokon
SNMP no3Bomnsier NMS BbIIONHATS HHGOPMALMOHHBIE 3anpockl. [Ipn
WCTOJNIb30BaHuM MTpoTokosia SNMPvV1, KOTOpEIid He OCyIIeCTBIsET MH(POBAHUS
JAHHBIX Mepe Nepeaadeii, HacTpoiika Hanbojee OrpaHMYSHHOTO THIIA TOCTYTIa
SNMP (UTEHUE) no3BonsieT BEINONHATE WHGOPMAIIMOHHBIE 3aIPOCHl 0€3 prUcKa
JUCTaHIIMOHHOTO U3MEHEHHS KOH(UTypamuu.

Kapra cereBoro ynpasnenus nognepxuaetr REC1628 MIB (6a3a ynpasnisiroiieii HHQOpMaIum).
HNudopmanmio o HacTpoiike ModydaTess MpepbIBaHUN CM. B pas3zene « DKpaH MojydaTesieid CHCTEMHBIX
npepbiBanuit SNMPy. I'pynna u3 tpex coOpituit 1628 MIB coBMecTHMa TOJIBKO C 3TOi 6a30H ynpasistonien
nHpOpMaIHH, HE C aNbTepHaTHBHOM 0a30ii Powernet MIB. OHu MoryT OBITH HACTPOEHBI, KaK J1I000€ Apyroe
cobniTre (cM. «KoHpurypupoBanue 1edcTBHI A5l COOBITHIT HUXKE).

KoHdurypmupoBaHue genctesum ans coobIiTUn

KoHdurypaumsa no cobbiTuio.

MyTb: KoHdurypauua > YBegomneHue > lencteus gns cobbitun > Mo co6bITUIO

IIo YMOJIYaHUI0 TPOTOKOJINPOBAHUC HACTPOCHO AJId BCECX COOBITHIA. I[J'I}I OIMpeAcCJICHNUA OTBECTHBIX JICHCTBHI Ha
OTACIIBHOC coObITHE:

L.

Bribepute meHio Kondurypaunus, 3atem YBenomiienue, /leiictBus niisi coobrtuii u [o codoniTHiIO.

2. YrtoObl HAWTH CO6LITI/I€, IICJIKHUTE 3aroJIOBOK CTOJ'I6LIa AJIL IPOCMOTpPAa CIIMCKOB KaTEropuun COGI)ITHH,

3.

cBsi3aHHbIe ¢ nuTaHueM, CoObITUSI B OKpY:xkawoweii cpene uau CoObITHS B cCTEMe.

MO’KHO Taxoke BBIOpATh MOJKATErOPHIO 110J] JAaHHBIMU 3arojoBKamMu, Harpumep CocTosiHnue BXOIHOI
Junun uina Temneparypa.

Jtst mpocMOTpa M I3MEHEHHS TEKYILMX HACTPOEK, TAKUX KAK a/IpECaThl, ONIOBEIAEMBIE 10 IEKTPOHHON IIOYTE
WM TIEHIDKEpY, WM CUCTEeMBbI yrparieHus cersiMu (NMS), nomyyaronye onoBeleHus Iy TeM pepbIBaHui
SNMP, mienxnure nms cobwitust. Cm. pasaen «Ilapamerpsr yBenomiienuit». Yeranosure (riaxok Aypra
coOBITHIT, YTOOBI BKIIOUHMTD WIIH BBIKITIOYUTH 3aITHCh >KypHAJIa COOBITHH JIsl 3TOTO COOBITHSL

Ecnu cepBep Syslog He CKOHDUTYPUPOBAH, MMyHKTHI, OTHOCAIINECS K KOHuryparuu Syslog,
MoKa3aHbl HE OY/IYT.
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[Tpu nmpocMoTpe napamMeTpoB KOHPHUTYPALUH COOBITUS MOYKHO BKJIIOUUTH WM OTKIFOYHTH
perucTpanunio CoObITUI WK XKypHal Syslog 1100 OTKIIOYHUTE YBEIOMIIEHHE ONpPeaeICHHbBIX
MoJTy4aTesiel SIeKTPOHHOHN MOYTHI, OTy4aTesieid el )KHHTIOBBIX COOOIEHUI MITH MOTydaTenei
MpepBIBaHUHM, HO HENb3s 100aBUTh WM YAAJIUTh NOTydaTeIeld i yCTpOHCTBa-IPUEMHUKH. YTOOBI
J00aBUTh WM YAAJIUTH alpecaToB UM yCTPOHCTBA-NIPUEMHHUKH, IOCMOTPUTE CIIEAYIOIICE:

» «nentndukanus cepepos Syslog»
* «Ilomyuareny 2INEKTPOHHON MOYTHD
* «Ilomy4arenu npepbsIBaHUN»

M ((HCfI,E[)KPIHF — [oJry4arejimn»

KoHdourypupoBaHue no rpynnam coobITUM.

MyTb: KoHdurypauua > YBegomMmneHue > [lenctBus ans co6bitun > Mo rpynne

[Mopsinok omHOBpEeMEHHON HACTPOWKH TPYTIITBI COOBITHN:
1. Bribepure menro Kondurypanus, 3atem Yeenowienne, /leiicrBus 1is coosrtuii u [lo rpymnme.
2. Bribepure, kakuM 00pa3oM rpyIIUPOBATH COOBITUS IJIs1 KOHPUTYPAITUH:

— Beibepure myHKT COOBITHS 110 CTENeHN 0NACHOCTH, TIOCJIE Y€T0 BEIOEPHUTE ONH UITH HECKOIBKO
ypoBHeii onacHOCTH. VI3MEHSATh YPOBEHBb OIMACHOCTH COOBITHS HEITb3S.

— Bribepure myHKT CoOBITHS 110 KATEropuin, NOCJe Yero BEIOEPUTE BCE COOBITHS OHOW MITH
HECKOJIBKUX NPEABAPUTENBHO 3a1aHHBIX KATETOPHM.

3. Jlns mepexofa K IpyroMy 3KpaHy HenkHuTe «Jlanee». BeimonnuTe ciaenyromue 1eHCTBU:
a. BriOepute nelcTBUS 10 COOBITHAM ATl IPYIIIBI COOBITHH.

* Y005l BEIOpATH TF000€ M3 ACHCTBUH, 32 HCKITIOUEHNEM IEeHCTBUS Beenne sxypHasa
(o yMOT4aHuI0), IS Hauyaaa HeoOXOAUMO UMETh, KaK MUHUMYM, OJTHOTO
CKOH(UTYPUPOBAHHOTO JACHCTBUTENBHOTO MOMyYaTelisl WM OJHO YCTPOUCTBO-IIPHEMHHUK.

* [Ipu BeIOOpE mapameTpa Bejnenne syprasia 1 HacTpoiike cepBepa Syslog Ha crenyronem
sKkpane BeiOepure Kypuas codbrTuii uimm Syslog (wim oba xxypHana). (Cm. pazuen
«KypHansl B MEHIO KOH(UTypanum».)

0. Ykaxwure, Hy)KHO JIH COXPAHUTHh HOBOE CKOH(HUTYPHUPOBAHHOE JACHCTBUE TI0 COOBITHIO IS
TPYIIBI COOBITUH WIIM OTKJIIOUNTE JaHHOE JCHCTBUE.

Cwu. ciemytonuit paznen «[lapameTpsl yBeTOMIICHHN.

MapameTpbl yBeAOMNEHUNITH HacTpauBaeMble MOJIS ONPECIISIOT HapaMeTphl OTIIPAaBKH YBEAOMIICHUH 110
coObITHsIM. CM. pazaens! «Kongurypanus no coositrio» n «KoHpurypupoBaHue o rpynmnamM coObITHI.

Kak MIpaBUJIO, IJIs1 JOCTYIIa K HUM HYXXHO HICJIKHYTb IPUEMHHUK HUJIKM UM ITOJTYyHaTeIIAd.

Mone OnucaHue

Ecnu coObiTne COXPaHACTCA B TCUCHNE YKa3aHHOT'O IIPOMEKYTKAa BPpEMEHU,
3a)1ep>mca yBeaomJieHus1 TIOCHIITACTCSA YBEAOMIICHUE. Ecmm JAaHHO€ YCJIOBHUE MCYE3ACT 10 TOT0, KaK HCTEK
3aJIaHHBIN HUHTEpBaJI BDEMEHU, YBEAOMJICHHUEC HE IMTOCHLIIACTCA.

VYBegomIIeHHe NepHOIUUECKU OTIPABIIACTCSA C YKa3aHHBIM MHTEPBAJIOM (110 YMOTYaHHIO

HNurepBan noBropa
KaX/ible 2 MUHYTHI JIO OYUCTKHU YCJIOBHS).

KoamnyecTBo yBenoMieHuit

TToka coObITHE NEHCTBYET, YBEAOMIIEHHE OYIET ITIOBTOPEHO YKAa3aHHOE YHCIIO Pa3.
1nocJjie Ha4YaJabHOIro 2 YeT, yBel YA P y p

nim

YBeaomasaTh 10
YCTPaHEHUs YCJIOBUSA
BO3HUKHOBEHHUS

VBemoMITeHHE TIOCBLIAETCS PETYISIPHO IO TEX MOP, MTOKa YCIOBUE HE YCTPAHUTCS HITH
He OyZIeT yperyJaupoBaHo.
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OTH napaMeTpbl MOKHO TaK)Ke YCTAHOBHTH JUISL COOBITHI, aCCOLIMUPOBAHHBIX C OUUCTKON COOBITHSI.
(ITpumep cOOBITHS C OUUCTKONW VBII: pazopeaHa CBA3b C OJjokamu GaTapeit U
UBIl: BOCCTAHOBJIEHA CBA3b C OJOKaMM GaTaperi).

JKpaH yBeJOMSIEHUW NO 3IeKTPOHHOM noyTe

0630p yctaHoBKU. Hcnonb3yiite potokost SMTP a1 oTiipaBku cOOOIIEHUH 3JICKTPOHHOM MOUTHI CPaszy
YETBIPEM TOTYYaTEeNISIM IPU BOZHUKHOBEHUU COOBITHSI.

UTo0bI UCITOJB30BaTh (DYHKIIUIO OTIIPABKH 3JICKTPOHHOHN MOYTHI, HEOOXOAUMO 33]1aTh CIICYIOIINE TAPAMETPhI;

» [P-aapeca nepBu4HOro u (HEOOS3aTEIBLHO) BTOPUUHOTO cepBepa ToMeHHbIX uMeH (DNS).
(Cwm. pa3nen «Oxpan DNS»)

* [P-agpec mnu ums DNS g napamerpoB Cepsep SMTP u Anpec ornpasutens.
(Cwm. paznen «Cepsep SMTP» nainee)

* Azpeca 3JIeKTPOHHOM MOYTHI AJIS YEThIPEX MoTydyaresieil (MakcuMyM).
(Cwm. pazgen «Ilomyuarenu 3IeKTPOHHOM MOYTHD)

MOXHO MCII0NIB30BaTh 3HAUEHUE AJIpec MoJy4areis mapamMeTpa morydaresn A
OTHPABKH JIEKTPOHHOM NOYTHI HA TEKCTOBBIN IKPaH.

CepBep SMTP.

MyTb: KoHdurypauusa > YBegomneHue > dnekTpoHHas noyrta > CepBep

Ha 3toMm skpane yka3aHbl EpBUYHBIN 1 BTOPHYHBIHN cepBepsl (CM. pasaen «kpan DNSy») u ciemytomnue mosns:

Mone OnucaHue

Kondurypauus ucxoasiuei nouTsl

Coneprkanne moist OT B COOOIIEHUSX AIEKTPOHHON 1ouThl otnpasisiercs [ICY:

* B dopmare nonwzosamens@, [IP_aopec] (ecnm IP-anpec ykazan kak JlokaabHbIii cepsep
SMTP)

* B dhopmare noavzosamenv@oomen (ecnu ckonpurypupoBard DNS, u umst DNS ykazano kak
Jloxansuenii cepep SMTP) B cooOIIEHHUSX IIEKTPOHHOM MOUTHI.

Anpec
OTIpaBUTeEJS

Hpumeuanne. JlokansHerii SMTP-cepBep MoxeT OTpeOOBaTh YUETHYIO 3aMUCh cepBepa s
3aJjaHusl JAaHHOHM HAacTpoiiku. CM. JOKYMEHTALUIO CEpBEpa.

Anpec IPv4/ IPv6 unu umst DNS nokansHoro cepsepa SMTP.

Cepsep SMTP Ipumeuanue. IToT mapamerp TpeOyeTcs ONPEALIIATH TONBKO B TOM CIIyJae, €CiH IS TapaMerpa
Cepeep SMTP ycranosieHo 3HadeHue Jloxaibublii. CM. pasnen «[lomyuarenn aneKTpoHHOI
TIOYTHD

AyTeHTH(PUKALUSA Brurtounte TOT Mapametp, eciu cepBep SMTP tpedyeT ayreHTHOMKAIHH.

Mopt IHoptr SMTP no ymomganuto — 25. AnsTepHaTHBHBIE OPTHI: 465, 587, 2525, 5000-32768.

NUms
moJIb30BaTeJIst/
IMapoas/
IMoaTBepauTH
napoJib

Ecnu nouTtoBsIii cepBep TpeOyeT ayTeHTH(HUKALUH, YKOKUTE 3/1€Ch UMSI [T0JIb30BaTeNs 1
naposb. TakuM criocoOoM OyaeT BBIIOIHATHCS MpocTeiinas ayreHTrdukanus, Ho He SSI.

JlonoJiHUTEJIbHO
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Mone OnucaHue

. . Cepep SMTP He Tpebyer u He MOAICPKUBACT MIH(PPOBAHUE.

. . Cepep SMTP o6wsBisier o monnepxke STARTTLS, HO He
TpeOyet 3ammudposanHoro coennHernss. Komanga STARTTLS ornpasisiercst mocie nmogaqn

Hcnons3oBars OOBSBICHHSI.

SSL/TLS . . Cepsep SMTP npu yCTaHOBIIEHHUH COEIMHEHUS TPEOYET OTIPABKH KOMaHIbI
STARTTLS.
. . Cepep SMTP npuanMaeT ToIbpKO 3amudpoBaHHbie coequHeHms. Coo0IeHme

STARTTLS He oTnpasinsieTcs: Ha cEpBEP.

OToT napaMeTp HYKHO BKIIFOYUTH TOJIBKO B TOM CJIydac, €CJIM MMOJIMTHUKA 3alllUThl OpraHn3aliunu

Heoﬁxozuzle HE pa3pelaeT yCTaHaBINBATh sIBHBIE JoBepeHHbIe coeanHeHust SSL. Ecnu atot mapamerp
KopHEBOM BKJTIOYEH, ICHCTBUTENBHBIN KOPHEBOH CepTH(HKAT cepTUHUIMPYIONIETO OPraHa JOKEH OBITh
cepTuduKar 3arpykeH B I[ICY mng mmdpoBaHus OTIIPaBIsSeMBIX COOOIIEHNI 3MEKTPOHHOHN ITOUTHI.
cepTuPUKANNOH-

IMpumeyanne. Oaiinbl KOPHEBBIX CEPTUPHUKATOB CEPTHHUIMPYIONIETO OpraHa JOJKHEI UMETh

HOr'0 Oprasa
pacuIMpeHust, HAYUHAIOIUECS C «.C». Hampumep, «.cem» U «.crty».

JlaHHOE 10JIe 3aBHCUT OT KOPHEBOTO CepTU(HKATa CEPTU(HUINPYIOLIETO OpraHa,
HNmsa daiina ycranoBieHHoro Ha [ICY, a Takke oT Toro, TpeOyeTcs Jin KOPHEBOH cepTU(HUKAT
cepTU(UINPYIOLIETO OpraHa.

I'IonyanenM 3neKTpOHHOI7I NOYTbI.

MyTb: KoHdurypauusa > YBegomneHue > dnekTpoHHas noyrta > lMony4yarenum

VYKaxkuTe 10 YeThIpeX MOoaydyaTesiel AIeKTpOHHOU mouThl. [ HaCTpoiiku napameTpoB MIeIKHUTE UMs. CMm.
Takke pasgen «Cepsep SMTP», npuBeieHHbIH BhIIIIE.

MNone OnucaHune
Co3nanue
COO0IIeHUST .
. | Bxurouaer (110 yMOJIYaHUIO) MM OTKIIIOYACT OTIPABKY JIEKTPOHHOM MOYTHI TIOJTyYaTelto.
3J1eKTPOHHOM
NMOYTHI
Wms monp30Barens U TOMEHHOE UM MoTydaTesisi. UToOBI MCTIONIb30BaTh aipec Ui YBEAOMIICHHS Ha
HenpKep, 3a1aiTe aipec JIEKTPOHHOM TOUTHI NUII03a NEWHKEPHON YUETHOH 3alKCH 110JIy4daTelis
(mampumep, myacct100@skytel . com). Coobmenue Oynet reHeprupoBaTh IUII03 TeHKepa.
Anpec »
110.15) waTes Yro6s! oboiiTi mouck DNS [P-angpeca moutoBoro cepsepa, B ckoOkax ykaxure IP-anpec BMecTo
y MMEHH JJOMEHA JJIEKTPOHHOH MOYTHI, HAIIPUMED, UCIONIB3YHTE jsmith@[XXX.XXX.X.XXX ] BMECTO
jsmith@company.com. D10 mone3Ho, Koraa nouck uMeH DNS paboraeT HenpaBUIIBHO.
Ipumeuanue. [leitmxep moryyarems JOIDKEH MOAECPKUBATh pabOTy ¢ TEKCTOBBIMHU COOOIICHHUSIMHU.
dopmar JlnuHHbBIH hopMar COMEpKUT UMs, PACIIONIOKEHUE, KOHTAKT, IP-aapec, cepuitHbIil HOMep yCTpOWCTRa,

JIaTy ¥ BpeMsi, KO/ ¥ onucanue coobIThs. KopoTkuii popmar coep>KUT TOJIBKO OIMCaHNUE COOBITHSI.

BI)I6CpI/ITe SA3BIK B PACKPLIBAIOIIEMCSI CITUCKE. Bce mucrma 6y,£[yT OTIIPABJIATHCA HA YKa3aHHOM S3bIKE.
SI3bIK MOXHO UCIIOIb30BaTh PA3JIMYIHBIC SA3bIKU JI9 PA3HBIX noap3oBarenaeid. CM. pasaen «I[O6aBJ'I€HI/I€ n
N3MCHCHHUEC A3BIKOBBIX ITAKCTOB .
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Mone OnucaHue

BriGepurte ovH U3 CIEAYIONMX CIIOCOOOB JOCTABKU JIEKTPOHHOMN MOYTHI:

* Local (Jlokansueiii). Beibepure atoT mapamerp, eciu cepsep SMTP pacmonokeH Bo BHyTpeHHEH
CEeTH WJIM HACTPOEH /IS BAIIIEeTO JOMEHA 3IEeKTPOHHOHN MOYTHL. DTOT PEKOMEH TyeMBIi MapaMeTp
o0ecrieynBaeT OTIPABKY JIEKTPOHHOM IOYTHI C TIOMOIIIBIO JIoKasibHOTro cepepa SMTP. Beidoop atoro
HapaMeTpa OrpaHU4UBACT 3aJIEPIKKH, OTKa3bl CETU U TOBTOPHYIO OTIIPABKY MEKTPOHHOH MOYTHL

[Ipu BBIOOpE JTOKAIEHOTO 3HAYEHHUS HEOOXOIMMO TaKKe BKIIOUNTH EPEChIIKY Ha cepBepe SMTP
YCTPOMCTBA U HACTPOUTH CIIELIMAIBHYI0 BHEIIHIOK YYETHYIO 3aIllUCh JJIS IIOIYYECHUS
nepechuIaeMo 3JIeKTPOHHOM 1ouThl. [lepes BHECEHnEM 3TUX U3MEHEHUiT 00paTuTech K
Cepsep aaMmuHucTparopy cepsepa SMTP.

IIpumeyanue. JIokagbHBINA cepBep MOXKHO HACTPOUTH Ha dKkpaHe «Cepeep SMTP».

e [Tosyuarens. C ucrionszoBanueM SMTP-cepsepa nmomydarens. I[ICY BBIOTHSAET TOKCK 3alFCH
MX B agpece 3JIEKTPOHHO# MOYTHI TTOJIyYaTes sl U UCIOJIB3YeT MOITyUYeHHY0 HH(QOpMaIHIo B
kadectBe cepBepa SMTP. CoobiiieHre 3IeKTPOHHOM MOYTHI OTIPABIISACTCS TOIBKO OTUH pas,
MIOTOMY OHO MOXKET OBITH IOTEPSHO.

e [lonb3oBareiasckuii. JlaHHBIM TapaMeTp MO3BOJIAET KaXI0MY I10Jy4YaTellr0 JIEKTPOHHOM OYThI
UMeTh cCOOCTBEHHbIE HACTPOWKHU cepBepa. DTH HACTPOMKH 3aBUCST OT MPOLIEAYPHI B
BhIIIENpuBeieHHOM paszzaene «Cepsep SMTP».

Ceptudmkarbl SSL aneKTpoOHHON NOYThbI.
MyTb: KoHdurypauusa > YBegomneHue > dnekTpoHHas noyrta > Ceptudmkartbl SSL

3arpyska ceprudukara SSL anekrponnoit moutsl Ha [ICY obecrnieunBaeT JOMONHUTEILHYIO 3amuTy. Daiin
JIOJDKEH UMETh pacIiupeHne .crt WM .cer. B 110001 MOMEHT MOXKHO 3arpy3uTh 10 TISITH (aiiioB.

Ilocne YCTAaHOBKH CBCACHUSA O CepTI/I(i)I/IKaTC OTO6pa)KaIOTC$I B 9TOI 001acTu. I[J'I}I HEAOIIYCTUMOTI'O
CepTI/I(l)I/IKaTa BO BCECX IIOJIAX, 34 HCKIIIOYCHUEM UMECHU (baﬁna, OTO6pa)KaCTC$I 3HAaUYCHHUEC ((H/,[[».

Ha sToMm skpaHe MOXKHO yAaIUTh cepTU(UKATHL. JIF0ObIe TTOMydaTeNn JIEKTPOHHON ITOUTHI, HCITOJIE3YIONINE
cepTUdUKAT, TOJDKHBI OBITh BPYYHYIO U3MEHEHBI TS YIAICHUS CCHUIKH Ha TAHHBIN cepTHU(UKAT.

TecTupoBaHue 3.I'IeKTpOHHOI7I NOYTbI.

MyTtb: KoHdurypauus > YBegomneHue > reKTpoHHas noyta > TectupoBaHue

[MochuTaeT TeCTOBOE COOOIIECHHE YKA3aHHOMY MOJTy4aTelo.

JKpaH nony4vyarenen cucteMHbix npepbiBaHun SNMP
Mony4yaTtenu npepbiBaHUN.

MyTtb: KoHdwurypauus > YBegomneHnue > MNpepbiBaHua SNMP > MNonyyatenu npepbiBaHUA

C NOMOIIBIO IMMPEPhIBAHUS ITPOCTOIO IMPOTOKOJIA YIIPABJICHHSA CCThIO (SNMP ) MOXHO IT10JIy4aTb aBTOMaTH4CCKUC
YBCAOMJICHUA O BAXKHBIX cooniTuax UBII. Dto CpE€ACTBO UCIIOJIB3YCTCA AJI1 MOHUTOPUHI'A yCTpOﬁCTB B CCTH.

[Nomyuarenu npepsiBaHnii oToOpaxarotcs 1o 3Hadernro Mvis [P-ajapeca/xocta NMS, rme NMS o3HauaeT
CETEBYIO CUCTEMY YIIpaBieHus. MOXKHO HACTPOUTD A0 LIECTH HOJTydyaTenel pephIBaHUM.

Uto0bI CKOHPHUTYPUPOBATh HOBBIN MPHUEMHHK NMPEPHIBAHAHN, MENKHUTE MYHKT /[00aBUTE moJydartelis
npepsiBannii. Y1006 HI3MEHUTH WK YIAJIUTHh OJHO W3 3HAUYEHUH, menkHuTe ero [P-agpec nnmm nms xocra.

[Ipu ynanenuu nosyuarens NpepbIBaHUH BCEM MapaMeTpaM OIOBEIEHUs, HACTPOCHHBIM B pasziesie
«Kondurypuposanue neficTBuil 11 COOBITHID) IJIs1 YIQIAEMOTO0 MOTy4aTess IPephiBaHUN, TPHUCBAUBAIOTCS
3HA4YEHUs 10 YMOIYAHHUIO.

Bri6epure nepekimodatens SNMPv1 wmu SNMPv3, uTo08! yKazars Tai npepsiBanus. Uto0sr cuctema NMS
MOIVIa IOJIy4aTh 06a THUIIA IPEPBIBAHUN, HEOOXOIUMO OTIEJILHO HACTPOUTH AJsl JaHHOM NMS aByx
NoJTy4aTesiel IpepbIBaHUMi, 10 OHOMY Ha KaXIbli THII IPEPhIBAHUSL.
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Mone OnucaHue

Co3naHue CHCTEMHOTO Bxitiouenne (110 yMOTYaHHIO) WIIH OTKJIIOUSHHE CO3/IaHMS IPEPHIBAHUS ISl TAHHOTO
npepbIBaHUS TIOJTyJaTess MpepbIBaHU.

BeiOepuTe oMH U3 3THX JBYX THIIOB F€HEPALMH NPEPHIBAHUH IS KaXKIOTO
C031aBaeMOTO HPEPHIBAHHSI.

Oynkius Powernet agantuposana s Schneider Electric u comep&utT MHOXXECTBO
JIOTIOTHUTEIBHBIX TIEPEMEHHBIX B COOTBETCTBUH CO CIIEIM(PHUKON IPOTYKIINN
xomnaanu. RFC1628 — 310 obmias crannaptHas 6a3a ynpaisioneil nHpopMauu
(MIB) nns yerpoticts UBII.

Ipu ncnons3oBannu 6a361 RFC1628 MIB Taxke MOXXHO HCTIONB30BaTh TPU
n3BemeHus o coorITiax RFC1628 (cMm. «KondurypupoBanne neicTBHN A7
coObITHi»). MIX Hcnonb30BaHKe TO3BONIAET N30€kKaTh HEOOXOAMMOCTH HACTPOUKU
u3Bemienuit BHe cpeast [ICY, cm. RFC1628 MIB.

I'enepauus npepsiBanuii
Powernet MIB/
RFC1628

Anpec IPv4/ IPv6 uinu uMs X0CT-y3J1a IJaHHOTO ITPUEMHHUKA [TpepbIBaHui. 3HaYeHHEe

HNmsa IP-agpeca/xocta NMS "
o ymordanuto (0.0.0.0) ocrasisieT morydaTens MpepbIBAHUA HEOIPEICICHHEBIM.

BBI6€pI/IT€ SA3BIK B PACKPBIBAIOIIEMCS CITMCKE. OH MOXET OTIINYAThCS OT SA3bIKa

S3bIk N o o
nHTepdeiica moNb30BaTeNs U A3bIKOB APYTUX MOMydaTeNe NpepbIBaHN.
Wmst cooOrmiecTBa: MM HCIONB3yeMOE B KaueCTBE HACHTH(HUKATOpa IPH OTIPaBKe
npepbiBaHuil SNMPv] Ha naHHBIA TPUEMHHUK.

SNMPv1 AyTtenTtrudukanus npepbiBanuid. Korga aTor mapamerp BKIIO4YEH (110 yMOIYaHUIO),

cucreMa NMS, onpeziesieHHas ¢ TOMOIIBIO0 IMEHH XocTa mwin [P-anpeca, Oynet
MIONTy4aTh MPEephIBaHUS ayTeHTH(GHUKAIUH (IpephIBaHUs, CPOPMUPOBAHHEIC
HEICWCTBUTEIHLHBIMHU TIOTBITKAMH BX0JIa HA 9TOM YCTPOMCTBE).

Wwms nonb30Barens: BeIOepuTe HACHTU(HUKATOP MPOGUIIS MOIB30BATENS IS JAHHOTO
SNMPv3 nonyuareis npepbiBanuil. Cm. Taxoke «IIpoduim nons3oBareneii» B paseine
«9xpansl SNMP».

SKpaH TecTUpoBaHuA npepbiBaHnn SNMP
MyTb: KoHdurypauusa > YBegomneHue > lNpepbiBaHusa SNMP > TectupoBaHue

[Tocnennuuii pesyiasrar TecTuposanus. Pesyasrar nocnensero tecta npepsiBanus SNMP. Yenemnsiii Tect
npepbiBanust SNMP noarsepskaaeT TOIBKO TO, YTO MPEPhIBaHUE OBUIO OTIPABIECHO, HO HE IIPOBEPSIET €T0
MOJIy4eHHE BEIOpaHHBIM MOJIydaTesneM npepbiBaHni. CUUTaeTCs, 4TO TECT NPEPhIBAHMM 3aBEPLICH YCIELIHO,
ecJi COOMIOECHBI BCE U3 IEPEUHCIICHHBIX YCIOBU:

* Ha manHoMm ycrpoticTBe noctynaa ofgHa u3 Bepcuit SNMP (SNMPv1 wimn SNMPv3), HactpoenHas mist
YKa3aHHOTO TOJIy4yarTes IpepbIBaHui.

* Tlomyuarens npepbIBaHUN BKIIIOUEH.

* Ecmm nMs xocT-y371a yka3sIBaeTcs B mmose agpeca K, maHHoe UM MOXET OBITh 3aMEHEHO Ha
neiictBuTenbHbid [P-anpec.

K. Bei6epure 1P-anpec wiam uMst XocTa, JUIsi KOTOPOTO OYZIET OTIIPABIICHO TIPOBEpOUIHOE ITpephiBanne SNMP.
Ecnm nomywarens nmpeprsiBaHus HE HACTPOEH, 0TOOpaskaeTcs CChUIKA Ha 9KpaH KoHuryparun Ilosyuarens
npepsiannii. CM. BBIIETPUBEICHHBIN pa3aen « DKpaH MoIydaTelieil CHCTEeMHBIX npepbiBannii SNMPy.

MenpxuHr (tonbko ans nnatbl AP9635)

[ICY AP9635 NMC mMoxeT rpenocTaBisaTh yBeaomieHus o coosrtusix UBII mo BcrmomorarensHOMy KaHaITy,
Habmpas HoMep Teikepa B ciaydae coobrrus VBII. Eciu mpu BKIFOY€HHOM MEHKUHTE BEIOpaH MapaMeTp
AHanoroBsId pexkuM, miara AP9635 coobmiaer o coOBITHN Ha TICHKEP B cleayromeM hopmare:

[MoeuTudmxaTop obwekTa] [Npobes] [Kon cobeiTusd]
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Hanpumep, eciu UBIT Ha o0bekTe ¢ nneHTudukaropom 17523658 coodmaer o codbrrnu UBII, mis kotoporo
HACTpPOEH KoJ 1, Ha meipKepe 0ToOpa3uTCs ClIeayolee COOOIICHNUE:

17523658 1

B cnenyromem npuMepe rnoxkasaHa THITMYHAS IOCIIEIOBAaTEILHOCTb COOBITHI B X0/€ COO0S B 3JIEKTPOCETH,
xorna [ICY AP9635 nacTpoeHa Ha MEWHKUHT B peKUMe AHAJIOTOBBIN PEXKIM:

1. Tlpoucxomut cOoii B anekrpocHadkennn: MBIl nepexonuT Ha muTanue oT Oarapen
2. Ilnara nepenaer KOMaHJIHYIO CTPOKY MOEMa

3. Ileiymxkep oroOpaxkaeT uaeHTH(GpHKATOP 00BeKTa U Ko coobITus 11t UBII, padoraromiero ot
O0arapeu

OnexkrpocHabxeHune Bo3ooHoBIsieTcs: MBI nepexoanT Ha mUTaHKUE OT CETH

[Inara nepenaer KOMaHIHYIO CTPOKY MoJeMa

[eimxep orodpaxkaeT naeHTHGUKATOP 00beKTa U Ko codbITus 111 UBII, padoraroiero ot ceTu
MengXxnHr — obLuas HacTpouka.

MyTb: KoHdurypauusa > YBegomneHue > Mengxumur > Obwwan HacTpomrka

Hcnons3yiitTe mapameTpsl B MeHIO «O0I1ast HACTPOWKa», YTOOBI HACTPOUTH TTCHU KHHT.,

IMone Onucanune

YucnoBoii naeHtndukaTop | 8-3Ha4yHBIN yMcI0BON HaeHTH(UKaTop noakiatodenHoro MBI, coobmaemslii o
o0BeKTa nenKepy.

Omnpenensiemas ojb30BaTeseM cTpoka, uneHtudunupyromas UBII. [nuna
NAECHTH(UKAINOHHOTO UIMEHH 00BEKTa He JOJDKHA MpeBbImaTh 30 cuMBOJIOB. JTa
¢yHknus gocrymHa Tonbko s nporoxona TAP (Telelocator Alphanumeric Protocol).

WnenTudukannoHHoe uMst
oObeKTa

Bribepure nnentupukarop MBI, koTopslit OyaeT OTIpaBIsATECA B COOOIIEHUH
neumKepa:

* [P-anpec. IP-anpec IICY B UBII, Ha KOTOPOM MPOHU30IIIO COOBITHE.

* v xocta. Ums xocta IICY B UBII, Ha koTopoM npousonuio codsitre. CM. pasaen

«3Okpan DNS» na cTp. 53.
Pexxum npentudukaropa

06BeKTa * mst cuctembl. ms cuctemsl MBI, Ha KoTOpOM IPOU301LIO COOBITHE, KaK

onpeneneHo Ha [ICY. Cwm. pasnen «Okpan DNSy.

* Yucaosoil uaentudurarop odbexra. Ynucnooi unenrudukarop UBIT.
Cwm. pazaen «HucioBoi uaeHTU(HUKATOP 0OBEKTAY.

* Hazganmne odnexra. Onpenensemas Mojb30BaresieM CTPOKa, HACHTHOUIMPYOIasT
UBII. Cwm. paznen «aeHTHPUKAITIOHHOE UM 00BEKTa» Ha CTp. 65.

MenmXuHr — nonyyarenu.
MyTb: KoHdurypauusa > YBegomneHue > Mengxuur > NMony4yatenwm
H_IGJ'IKHI/ITC KHOIIKY ﬂOﬁaBlITL nmojgy4vareJas, IITO6I>I HACTPOUTH IMOJIL30BaTECJIA, KOTOpLIfI 6y)_ICT oJIry4arhb

coo001eHus nerprepa. MoxxHO 100aBUTh 10 YeThipex mosryuarencil. LleakauTe ums nomydaress, 4To0bl
WU3MEHUTH €0 HACTPOUKHU.

IToge Onucanune

OmnpexensiemMas MOJB30BaTENIEM CTPOKA, MACHTH(GHUIINPYOIIAs MOTydaTelis MeHKUHTOBBIX

Hazpanue N
coobmiennid. J[muHa orpanndena 20 CHUMBOIaMHU.

PykoBoacTBO nonb3oBaTens nnartbl ceTeBoro ynpasneHus UBI 2 69



ITogie

Onucanne

Hoctyn

VYcranosure (bnancox, 4TOOBI BKIIFOYUTE HCﬁHX(HHF JUTA TIOJTyYaTesis. CHumMuTe q)ﬂa)KOK,
YTOOBI BEIKIIOYUTH Heﬁ,H)I(PIHF JJI TOJTyYdaTeJis.

AHAaJIOTOBBII pesKUM

BriOepuTe aHATOTOBBII PEXUM JUTSI CBSA3H C MEHIHKEPOM TOIyYaTeNs 10 aHAIOTOBOM
TeneoHHOM TUHUA. AHAJIOTOBBIE MTEHIKUHTOBEIC COOOIICHHS COCTOST TOJIBKO U3 UADP.
Hacrpolite cienyrouue 3JeMEHTHI:

° . CTpOKa CHMBOJIOB, KOTOPYIO IJIaTa OTHPABJIACT HAa MOAEM JIJIs CBA3U
C Heﬁﬂ)KepOM. CTpOKa JIIsL Ha6opa JO0JKHA UMETh UIMHY MCHEC 62 CUMBOJIOB K
COACPKaTh CICAYIOINE JIEMEHTBI:

— Howmep Tenedona neitmxepa.

— JIroOble KOMaHIALI MOIEMA, HEOOXOAUMBIE IJII TAKMX 3a7a4, KaK
CHHXPOHH3ALUSL, OXKHJIAaHUE TY/IKa, JIOCTYII K BHEIIHEH TeJle()OHHOM JIMHUU 1
npegocrasnenue PIN-kona neiigxkepa.

. . CuMBOJI, KOTOPHIN TpeOyeTcsi KOHKPETHOMY IEeHKEpy [UIT OTOOpaKeHUs B
KadecTBe podesa, pa3ielSionero HaeHTUGUKATop 00beKTa U Kof coObITus. Bribepure
OJIMH M3 CJIEAYIONINX CUMBOJIOB: *, (@, # M OTCYTCTBHE CUMBOJIA.

. . OT 0mHOTO 10 IECATH CHMBOJIOB, IIPHUCOEIUHIEMBIX K CTPOKE Habopa.
Hcnone3yiiTe KOHEUHYIO CTPOKY, €CIU CTyk0a MeHHKUHTa UMEET MEHIO JIJIsl IPOBEPKH U
ocraeieHus cooOmieHuit. [Irara mo6aBseT TOUKyY ¢ 3arsToH (;) Mocie KOHEYHOH CTPOKH,
YTOOBI OTKITIOYHTHCS OT MOZIEMa M BEPHYTH €0 B KOMAHIHBIN PEXKUM.

. . YcraHoBure
(naxxok, YTOOBI Pa3pPEIINTh OTIIPABKY KOJIOB COOBITHI YIIPABICHHUS 110 JOTIOIHUTEIILHOMY
KaHaiy Ha neiiypkep. Cm. pazaen «Co0Obrtust VIBI1, nHUIMUpYIOIINE OTIIPaBKY
MW HKUHTOBOTO cooOMIeHms» Ha cTp. 71.

Pexxum TAP

Bribepure pesxkxum TAP 11 ¢Bs3U ¢ IeHmKepoM TOTydaTelsi ¢ TOMOIIBIO IIPOTOKOTIA
Telelocator Alphanumeric Protocol. [eitmxuaroBsie coodmenns TAP MoryT BiIto9aTh
TEKCTOBBIE cooOImIeHus. HacTpoiite ciemyromnuie 31eMeHTh:

. . Beibepute oneparopa TAP, kotopsrit OymeT oOpabaTsBaTh
coobmenne. MHbopMmannio o HaCTporKe MapaMeTpoB, CBI3aHHBIX ¢ ornepatopoM TAP,
cM. B paznene «IleikuHr — oneparopbl» aaliee.

. . Homep neiimkepa, Ha KOTOPBIH OTIIPABIIAIOTCS] COOOIIEHHMSI.
HexoTopsie oneparopsl Taxoke TpedyroT Ko perroHa. ObpaTuTech K omeparopy,
9TOOBI y3HATH €0 TPEOOBAHMUS.

MengXXnHr — oneparopbl.

MyTb: Kondurypauusa > YBegomneHue > Mengxuur > OnepaTtopbl

Hcnons3yiiTe crnemyomnume napaMeTpsl UIsl HACTPOHKY e KIHTOBOTO TEPMUHANA MIIH OTiepaTropa
TEJIEKOMMYHHKALMOHHBIX YCIIyT, KOTOpBIN OyaeT o0padarsiBaTh NeHKUHIOBbIe cooOmenus. LlenkHure

5 YTOOBI U3BMEHUTH €r0 HaCTpOfIKPI, NN MCJIKHUTC 5 YTOOBI

HAaCTPOUTb HOBOT'O OII€paropa. MoxxHO HACTPOUTH A0 YCTBIPEX ONICPATOPOB.

IMose Onucanue
Hassarie OmnpenensieMast oIB30BaTENIEM CTPOKa, HIeHTHGUIpYyFomas ornepatopa TAP u
HMeoLas AMHY 10 20 CUMBOJIOB.
Homep meitiKiHrOBOT0 TEpMHUHATIA WK OTIEPaTOpa TeIEKOMMYHHUKAIIMOHHBIX
Habpartb cTpoky YCITYT, KOTOPEI OyneT oOpabdaThIBaTh MEHHKUHTOBOE COOOIICHNE TS OTIPABKU

€r0 IOJTy4aTeIro.

ITpoBepka yeTHOCTH

YcTaHOBHUTE YETHOCTh JAHHBIX COOOICHNS — YET WM HEYeT, YeTHOCTh
JOJDKHA COOTBETCTBOBATH XapakTepucTHkaM omneparopa TAP. 3nadenue no
YMOJTYaHUI0 — «YUEeTHBIIN».

butel naHEBIX

YcTaHOBHTE KOJTMYECTBO OUTOB JITAaHHBIX 7 WM § B COOTBETCTBHH C
xapakrepuctukamu oneparopa TAP. 3HaueHue o ymona4aHuoo — 7.
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MengXXnHr — TecTupoBaHme.
KoHdurypauusa > YBegomneHue > MNengxuur > TectupoBaHue

HpOBCpLTe 06H_[I/Ie HaCTpOIZKPI, HaCTpOfIKPI MOJTYy4aTeiid U OIieparopa, OTIIPaBUB TECTOBOC COO6H.[CHI/IC MOJTy4aTeIto.

IMose Onucanne

Ilocnenuuit pesynprar

Pesynbrar oTHpaBKH NOCIIEAHETO TECTOBOTO MEHPKUHIOBOTO COOOIIEHHMSI.
TECTHPOBAHUS

BBI6€pI/IT€ nojryvdareis, KOToOpoMy HGO6XO,Z[I/IMO OTIIPABUTb TECTOBOC

OTIpaBUTh MOJIE30BATENIO
cooOIIeHHE.

BBe,HI/ITe TECTOBOC COO6H_[€HI/I€ JUISL OTTIPABKH ITOJTYy4aTeIIro. ﬂHI/IHa COO6H.[€HI/ISI

IIpoBeputs cooOIcHNE
POBEp B orpanndeHa 160 cuMBomamu.

Cob6biTna UBI, nHnuunpytrowme oTnpaBKy NeMAKUHIoBOro coooLeHus.

B crenyroneit Tabnuiie MprBEICHBI KOIBI COOBITHI IEHKUHIA H MX HACTPOUKH 1O yMOI4aHuto. Kojsl mo
YMOTYaHHIO OTIIYatoTes B 3aBucumocty oT MBI Mupopmarmio o ToM, Kak HACTPOHUTH MapaMeTPhl OTIIPABKH
TMISHPKUHTOBOTO COOOIICHHS JUTsl COOBITHS, CM. B paszene «[lapamerpsl yBemoMiIeHHI» Ha CTp. 64.

Homep Hacrpoiika Onucanue
MBIl paboraeT O
12 p raeT oF WBII paboraeT oT 6aTapen n3-3a MpoOiieM B IHEPTOCHAOKEHUH.
BaTapeu
13 CBoit sHepTrocHaOxeHVs/ IMpownzomen c6oit B sueprocuadxkenun, MBI1 padoraer ot 6arapew,
BaTapes paspsxeHa a OHa IOYTH pa3pspKeHa.
14 VBIl BHIKJIOYEH WBIT ObL1 BBIKITIOUEH 110 KOMaH/Ie MM M3-32 HU3KOTO 3apsijia Oarapeu.
WBIT nepexmodniicst Ha TUTaHKUE OT CETH ITOCIIe MUTaHNA OT OaTapen,
15 VBIl paboTaeT OT CeTHu
paspsiaa 6arapen WIN BBIKIIOUEHUSI.
16 3aMeHuTEe OBaTapen WBII nomaet curHan TpeBOTH O 3aMeHe OaTapew.
17 C6oit UBII UBIT oOHapyxul BHYyTPEHHHH COOM.
18 lloTepsHa CBA3b C UBII Ces3b ¢ UBII HapymieHa.
19 Batinac/mneperpyska UBII paboraer B pexxuMe Oaiiriaca MM eperpysKeH.
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MeHro «OOLWwme»

B naHHOM MEHIO MpEICTaBICHBI PA3IMYHBIC IEMEHTHI KOH(QUTYpaIMH, BKIIOUas HICHTUPHUKALIUIO
YCTPOMCTBA, IaTy W BpeMsl, SKCTIOPT U UMITopT KoHpurypauuu [ICY, Tpu cChUIKH B HIDKHEH YacTH DKpaHa 1
000011IeHHBIE JJaHHBIE ISl TOUCKA U YCTPAaHEHUSI HEUCTIPAaBHOCTEH.

AKkpaH «hpeHTndpukaumnn»
MyTtb: KoHdurypauusa > O6wme > UpeHTudmkaums

Vkaxkute 3HaueHus ais napamerpos Mvisi (M cucremsl [ICY; eM. pasnen «Oxpan DNS»), Pacnosokenne
(pusnyeckoe pacnonoxenne) 1 KonrakT (OTBETCTBEHHOE JIMIIO). DTH JaHHBIC UCIIOIB3YIOTCS CICAYIOIIUMH
KOMIIOHEHTaMU:

* Arent SNMP nnatel ceTeBoro ynpasieHUs
» StruxureWare Data Center Expert uiau EcoStruxure IT

Hanpumep, mone nmenu ucnonb3yercs uaeHtudukaropamu oosektoB (OID) sysName,
sysContact u sysLocation B arenre SNMP nnatel cereBoro ynpasieHusi. JONMOJIHUTENbHYIO
nHpopmaruio 00 uaentuduraropax MIB-II OID cm. B «CripaBOYHOM pyKOBOJICTBE K 0a3e
ynpasnenus napopmanueit (MIB) mporokona PowerNet® SNMP» Ha Beb-caiiTe

OKpaH aatbl 1 BpeMeHu

Pexum.

MyTb: KoHdurypauua > Obwume > [lata/Bpemsa > Pexum
3amaeT BpeMs U J1ary, ucroib3yemsie [ICY. Bel MoXXeTe N3MEHHUTh TEKYIINEe HACTPOHKH BPYYHYIO HITH C
MTOMOIIIBIO cepBepa MpoTokoia cereBoro BpemeHu (Network Time Protocol — NTP):

[Tpu ncrionbp30BaHUM 0OOMX KOMIIOHEHTOB BPEMEHHU HYXXHO BBIOpATh 4aCOB0I 11051¢. DTO pa3HHUIIA MECTHOTO
BPEMEHH C YHHBEPCAJIBHBIM KoopauHupoBaHHbIM BpeMeHeM (UTC), koTopoe Takke Ha3bIBaeTCs CPEIHIM
BpemeneM 1o [ puaBuay (GMT).

e Pyunoii pesxum. BbIoNHUTE OJHO U3 CAEAYIOMUX NEUCTBUN:
— Bgenure gary u Bpemsa 11t IICY unu

— ycranoBure ¢naxok [puvenenne noxansnoro spevenn IK, 90061 1aTa 1 BpeMs COBIIaIaIH
C KOMITBIOTEPHBIMH YacaMH{, U IPUMEHUTE HACTPOUKH.

o Cunxpounnsupoaths ¢ cepeepom NTP. Boamoxxnocts a1t NTP-cepBepa (ceTeBoii poTOKOM C1ykKObI
BpEMEHH) 3a7aBaTh AaTy u Bpems [ICY.

[To ymonuanuto Bce I[ICY Ha nonb3oBarenbckon ctopone Struxure Ware Data Center Expert
MOJIy4ar0T HACTPOUKHU BpEMEHH, UCTIONb3Ys porpammy StruxureWare Data Center Expert B
kagecTBe cepBepa NTP.

Mone OnucaHue

ITpu BBIOOpE 3TOTO MapameTpa AaHHBIE OT IPYTHX UCTOUHHKOB (KaK
npasmwio, DHCP) nomydatoT npropuTeT HaJl yKa3aHHBIMA B 3TOM
pazzneine HacTpoiikamu NTP.

3a0/10KMpPOBATH PYUYHbIe
Hactpoiiku NTP

HepBuunbiii NTP-cepBep Beeaure [P-anpec unu nomenHoe ums nepsuuHoro NTP-cepsepa.

Beeaure [P-anpec unu ums nomena sropuunoro NTP-cepsepa mpu

Bropuunsbliii NTP-cepBep
HAJIMYAH TaKOTO CepBepa.

VYkaxwure, kak gyacto [ICY Oynet momy4ars noctyn k cepsepy NTP ms

Wurepsas obHobaenus obnoBnenust. Munumym: 1; Maxcumym: 8760 (1 rom).
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Mone OnucaHue

Hemenjiennoe o0HoBJICHHE

3amyckaeT MOMEHTaIbHOE OOHOBIIEHHE 1aThl U BpeMenu 1o NTP-cepsepy.
JaHHbIX npu nomomu NTP Y P PBCPY.

lNMepexon Ha neTHee BpeMA.

MyTb: KoHdwurypauua > Obwue > [lata/Bpemsa > lNMepexon Ha neTtHee Bpemsi

ITo ymomuanuto nepexox Ha jetHee Bpems (DST) BeikimoueH. MOKHO BKITIOYHTE TPaIULMOHHBIN HIepexosl Ha
netnee Bpemsi CLIA (DST) nnu BKIIOYUTE U HACTPOUTH COOCTBEHHOE MOSICHOE JIETHEE BPEMS B COOTBETCTBUH
C MECTHBIMH NPaBMJIaMU YCTAHOBKH JIETHETO BPEMEHHU.

IIpu HacTpoiike nepexona Ha JIETHEE BpeMsl CUCTEMA IIEPEBOIUT Yachl BIIEPE HA OJIUH 4acC [IPU HACTYIUICHUH
BPEMEHU U J1aThl, YKa3aHHBIX B none Ilyck, 1 Ha OMH Yac Ha3a[ IIpU HACTYIUICHUH BPEMEHU U JIaThl,
YKa3aHHBIX B IOJIE 3aBepIInTh.

* Ecnu MecTHOE ieTHEE BpeMs BCETNIa HAUMHACTCS U 3aKAHYUBACTCA B Yemeepmoiii AeHb HeJIeIN
OTIPE/ICTICHHOTO Mecslia (HalpuMep, B Y4eTBEPTOE BOCKPECEHbE), BEIOepuTe napameTp UeTBepThIid/
nocjaeqauii. Eciau B 3TOM Mecsiie HaCTynaeT MmiToe BOCKPECCHbE, HEOOXOIMMO TaKiKe BHIOPATh
mapameTp UeTBepThlii/moc/eTHuii.

* Ecmm MecTHOE JIeTHEE BpeMs BCETIIa HAUWHACTCS U 3aKaHUYUBACTCS B 710CI€0HUL, YSTBEPTHIN HITH
MIATHIN IeHb HEACIN OTPECIICHHOTO MecsIa, BeibepuTe mapameTp IIsiThIii/mocsae nuii.

Co3aaHue u UMNOPT HAacCTPoeEK C NomoLlbio ¢hanna KoHcurypauumm
MyTtb: KoHdurypauus > O6wue > Pann koHPUrypaumm nonb3oBartens

C nomMonipto 3Toi GYHKIUH MOYKHO YCKOPUTh U YIPOCTUTH KOH(MUTYPAIHIO HOBBIX YCTPOMCTB C TOMOUIBIO
MTOBTOPHOTO MCTIONB30BaHUS CYIIECTBYIOINX HAacTpoek. [lapamerp OTripaBuTh UCHONB3YETCS IS TTepeadn
JaHHBIX KOH(HUTYypaly B 3TOT HHTepdeiic, a mapamerp 3arpy3uTh UCTIONb3YETC AJIS IEpeaaqyn JaHHbIX U3
3TOro MHTEp(deiica (Al MOCIeIYIOMETo UCIIOIb30BAHMS IPU HACTPOiiKe Apyroro untepdeiica). 1o
yMom4aHuio (aitn umeer ums config.ini.

Wudopmarmrio o 3arpy3ke U n3MeHeHnH (aiina HacTpoeHHoi [ICY cM. B pazzaerne « DKCIOpT
napamMeTpoB KOHPHUTYpaum».

AKpaH KOHhUrypupoBaHUA CCbISIOK
MyTb: KoHdurypauma > O6wwue > BbicTpble CCbISKK

JlanHbIl TapaMeTp UCTIONb3yeTCs AJIsl MPOoCcMOTpa U u3MeHeHus ccbliiok URL, oToOpakaeMbIX B HHXKHEH
JIEBOM YacTH KaXKI0TO IKpaHa uHTepdeiica.

21}151 U3MCHCHUS CCBIIIKH HICITKHUTC HA3BAHUC CCBHIJIKH B CTOJI6H€ Mmsi. MOXXHO BOCCTAaHOBUTH 3HAYCHUS 110
YMOJIYaHHIO CCBUIOK, IICJIKHYB 2JIEMCHT BoccTraHoBJIeHBI H‘dC’l'pOﬁl\‘H o yYMOJT4YaHUI0.
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XypHanbl B MeHI0 KOHdUrypaumm

MyTtb: Kondwmrypaumusa > XypHansbl > Syslog > napamempsbi

TICY MOXeT IOChUIaTh COOOIIEHUS cpasy Ha YeThIpe cepBepa Syslog B cirydae BOSHUKHOBEHHS COOBITHSL.
Cepsepsl Syslog perucTpupyroT coObITHS, TPON3OLIEIINE B CETEBBIX YCTPOUCTBAX B XypHAIax, KOTOphIE
00ecreunBaloT HEHTPAITN30BaHHYIO PETUCTPAIHIO COOBITHH.

PyKoBOZICTBO TOJIL30BATENSI HE CONEPIKUT HOAPOOHBIX ONHCcaHmii cepBepa Syslog u ero
koHuryparmu. Cm. RFC3164 mis nmomydenwnst moapobHoi mHbopMalun o cepaepax Syslog.

UoeHTudukaumsa cepsepoB Syslog

MyTb: Kondurypauusa > XKypHanel > Syslog > CepBepbl

MNone OnucaHue
Cepgep Hcnoneayet aapeca [Pv4/IPv6 nnm nMeHa X0CT-y3JI0B 711 HASHTU(GUKAITUN OTHOTO U3 YEThIPEX
Syslog CepBEPOB s oyueHus coobmenuit Syslog, moceimaemsix [ICY.

[opTt mpoTokona nonp3oBarenbekux gararpamm (UDP), KOTOpEIi HCIIONB3yeT I1aTa CETEBOTO
Hopr yIpaBIeHHUs I OTIIpaBKH coobmernit Syslog. ITo ymomuanuro nmeet 3HaueHue 514, mopt
UDP naznauen ans Syslog.

PEISIN Br16op s361ka coobmmennit Syslog.

IIporoxo. Br16op nporoxona UDP umu TCP. [Ipotokon o ymomuanuto: UDP.

HacTponku cucteMHOro XXypHana

MyTb: KoHdurypauusa > XKypHanbl > Syslog > HacTtpoiiku

MNone OnucaHune
Cosnanue Bxuttouenue popmupoBanus (M BeICHUs )KypHaia) cooduennit Syslog st coObITHI, KOTOpbIE
cooGuenms HacTpoeHbl B Syslog B kauecTBe MeTona yBeromieHus. Cm. pazaen «Kondurypruposanne

NENCTBHM 7151 COOBITHI.

Bribupaer ko 00bekTa, Ha3HAYCHHBIH 11 coo0IIeHui cuctemuoro xypaaia [ICY (o
ymonganuto — [losib3oBareis).

Kon o0bexra | TIpumeuanue. [Tapamerp Ilosin30BaTein Tydle BCEro onpeesseT HacTPOKH cooOmeH it
Syslog, nocemaemsix IICY. He m3MeHsiTe 3TH HaCTpOUKH 0e3 pekoMeHIanuu cetu Syslog
WM aJMHHHCTPATOpPa CUCTEMBI.
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Mone OnucaHue

CorrocraBisieT Kax bl ypoBeHb omacHOCTH coObIThil [ICY mimm cpefpl ¢ COOTBETCTBYIOIIIMU
npuopureramu Syslog. JIokanbHBIMEU TapaMeTpaMu SBIBTIOTCS: « Kputudeckasn»,
«[IpenynpenurensHoe» u «HpopMarronHas». HeoOXoquMOCTH MEHSATh COIIOCTABIICHHS HET.

Crnenytouue onpenenenus B3saTel u3 RFC3164:
e ABapuiiHasi CUTYalMsl: CHCTEMA HETPUTO/IHA K UCTIOIb30BAHHUIO.
* Onogenienne: TpeOyeTcs He3aMEITUTEILHOE BMEIIATENLCTBO.
e Kpurnueckasi: KpUTUYECKUE COCTOSHHUSA.

e OmmdKa: COCTOSHUS OLINOKH.

ComocTaBIe- e [lpenynpeaurensnoe: COCTOSHUSA, TPEOYIONINE BHUMAHUS.
HUe cTeneHu e [lpuMeuane: HOPMANBHBIN PEKUM PAOOTHI C CEPHE3HBIMU COCTOSIHUAMH.
ONacHOCTH e Undopmanmonnas: nHGOPMAIMOHHBIE COOOIIEHHS.

* Ornajka: cooOUeHNs YPOBHS OTIQAKH.

Jlanee npuBegeHbl HACTPOMKH, YCTAHOBIECHHBIE TI0 YMOIYAHHIO JUIS NApaMETPOB
JlokaJbHBIM NPHOPHUTET:

* [Tapamerp Kpurnueckas COOTBETCTBYET COCTOSSHUIO KPUTHHYECKOMY COCTOAHMIO.
e [Tapametp [lpenynpeaureibnoe COOTBETCTBYET IPe/ Ly IIPesk/IeHusIM.
* [Tapamerp Mndopvannonnasi COOTBETCTBYET MHPOPMAIMOHHBIM COOBITHSIM.

Mpumeyanne. adopmaruro 06 oTkirodeHun coodieHnit Syslog cm. B pasnerne
«KonourypupoBanue JeHCTBUH 11 COOBITHID.

Mpumep Tecta n hopmarta Syslog
MyTb: XKypHanbl > Syslog > TectupoBaHue

[To3BoMNseT OTIIPaBUTH TECTOBOE COOOIIEHNE Ha cepBephl Syslog (HacTpoeHHBIE ¢ TTOMOIIBIO (PYHKIINH,
oInrcaHue KOTOpoi npuBeneHo B pasnene «Maentudukanus cepsepos Syslogy). Pesynbrar Oyaet otnpasiieH
Ha BCE HACTPOCHHBIE cepBephl Syslog.

Bri6epute BaXXHOCTh, HA3HAYaEMYH0 TECTOBOMY COOOIIEHHIO, 3aTEM YKaXHTE TECTOBOE COOOIIICHUE.
Brutrounte B opmat cooOieHus turl coobiTus (Hanpumep: APC, cuctema uiil yCTPOUCTBO) C MOCIICAYOIHM
JIBOETOYNEM, MPOOETIOM U TEKCTOM COOBITHS. J[TiHa cooOIeHus He TODKHA TPEeBRIMATh S0 CHMBOIIOB.

» Ilpuoputet (PRI). [Ipuopuret Syslog, yka3saHHBII 11 cOOOIIaeMOT0O COOBITHS, a TAaKXKe KOJl 00BeKTa
COOOIIIEHMIA, oTmpasigeMblx Ha [ICY.

* 3aronoBok. OTmeTrka Bpemenu u [P-anpec IICY.
e Temo coobmenus (MSG).
— Tlone TAG, 3a KOTOpBIM clielyeT IBOETOUHE U Po0el1, OnpenenseT TUI COOBITHSL.
— Tlone COAEPXXKMMOE comepXuT TeKCT COOBITHS, 32 KOTOPBIM CJlelyeT Mpo0er U KO COOBITHSI.

IIpumep. APC: Test Syslog gBIseTCsS HOMNYCTUMEIM.
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MeHo «TecTbl»

TecTnpoBaHue U KanubpoBKa

MyTb: Tectbl > UBI

Ota ¢pyuknms noctymHa He 1 Beex MBI

Ha nexotopsix ycrpoiictBax MBI MoXHO 3amycTUTh cCaMOTECTUPOBAaHUE, TECTUPOBAHUE CUTHAJIOB TPEBOTH
win quHaMudeckyro kanuopoky UBIL. B nomsx Camonnarnoctnka u Kanndposka oroOpaXkaroTcs
PEe3yJIbTaTh OCIEAHETO TeCTa U KaTnOPOBKU.

B xone nunammdaeckoit kanmubposku MBI mepecunTsiBaeT moCcTynmHOE BpeMs pabOThI B 3aBUCHMOCTH OT
TEKyIIei Harpy3Kku. ITo obecrednBaeT 0ojIee BEICOKYIO TOYHOCTH COO0IIaeMOro BpeMeHH padoThl. [Tockombky
pu KaauOpoBKe CYIIECTBEHHO pacxoayercs pecype O0arapeit BI1, Heo0X0uMOo BHITOIHATE KATHOPOBKY MPH
100% 3apsiaxe 6arapeil. UToObI rapaHTUPOBATH, YTO KaIHOpOBKa OyaeT npuHsATa, Harpy3ka Ha MBI nomkHa
cocTaBiATh He MeHee 15% 0e3 xonebanuii.

Buumanue! Jlunamuueckast kamuOpoBka riyooko paspsikaer 0arapeu MBI, Bcinencrue yero MBI
MOYKET OBITH BPEMEHHO HECITOCOOEH MOIePKaTh MOIKIIOYeHHOE 000py/IOBaHHE B CITydae
MIPEKPAIICHHSI TIOIaYH YICKTPOITATAHNU.

YacTble KaTMOPOBKY COKPAILAIOT CPOK CIIyKObI OaTapeil.

BeimonssiiTe kanuOpoBKy MpU Ka)KA0M 3HAYUTEILHOM YBEJIMUSHUN Harpy3Kku, noaaepxusaemoi MBI

Tect curnanos tpesoru st BI1 BeimonHseTCs 7Sl KOHKPETHOTO YCTPOMCTBA K MOKET OBITh HEAOCTYICH IS
ucnonszyemoro MBII. Muapopmaiuio o BKIIOYEHNH CUTHANIA TPEBOTH cM. B paszzene «Jkpan «MBII: obmee».

* [IIpu BeIOOpe Qynkuu TecTupoBanue curnana tpesoru UBIT MBI nogaer 3BykoBoii cUrHai B
TEYEHHUE YEThIPEX CEKYH/[I, U €T0 CBETOJIUO/IbI TOPSIT.

» Ilpu Bei6ope pynkiun TectupoBanue curnana Tpesoru UBII: nenpepsiBubiii BI1 momaer
3BYKOBOM CHUTHAJI, @ €r0 CBETOIUO/ABI FOPAT 10 OTMEHbI TecTa. Ha 3ToM skpaHe oToOpaxaercst
OTAEbHBIA MYHKT OTMEHHTDH TeCTHPOBaHMe HeNPEPbIBHOIO CUTHAJIA TPeBOI'M. YTOOB!I OTMEHUTH
TECT, BEIOEPUTE ATOT 3JIEMEHT U IIEIKHUTE «[IpruMeHnTE». MOXKHO Tak:Ke HaKaTb JII00YI0 KHONKY Ha
untepgerice XKK-nucrues UBII. DToT Tect none3eH s onpeneicuus pacronoxenus VBII.

BknroyeHune muraHua ceeroguonoB NCY

MyTb: Tectbl > CeTb > CBeTOAMOA MepuaeT

Ecnu He ynaercs Haittu ycrporictso MBI, ykaxure KoJIM4ecTBo MUHYT B 1oJie [ IuTe/IbHOCTE MepIaHus
ceeTonnona, menkaute «lIpumMernTs», u cBeTonnoaHble HHANKATopsl Ha [ICY HauHyT MUTATh. DTO MOXKET
NIOMOYb HAUTH (PU3NUECKOE YCTPOHCTBO.
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MeHio «XypHanbi» n «O nporpamme»

Ucnonb3oBaHUue XXypHanoB COOLITUM N AaHHbIX

B xypnan «Kypnai coObITHID 3aHOCSTCS OTAENIBHBIE cOOBITHS. B *xKypHane « KypHan naHHBIX» conepkarcs
MTHOBEHHBIE CHUMKH COCTOSIHHSI CHICTEMBI, TIOTy4aeMbIe C MOMOILBIO 3alTMCH 3HAUEHHUH C peryIIsIpHBIMUA HHTEPBAJIaMHU.

XypHan cobbiTumn

MNyTb: XypHanbl > CobbiTus > docmynHbie napaMmempsbi

ITo ymMomuaHHIO B )KypHaJIe OTOOpaskaroTcs BCe COOBITHS, 3alIICAHHbIC B TEUCHUE ITOCJICAHUX ABYX JIHEH,
Ha4yMHas ¢ nociaegHux coOptuil. Cm. pasznen «Kongurypauus no coobIThio.

Kpome Toro, B sxypHaI 3aHOCSTCSL: 1) 1000€ COOBITHE, KOTOpOe OTHpaBisieT npepbiBanne SNMP, kpome MomnbITok
ayreHTudukarmn SNMP; i) aHoMasbHBIE BHYTPEHHHE CHCTEMHBIE COOBITHSL.

B paznene «JIokanbpHbIC TONTBE30BATENINY MEHIO KOHGHUTYPAIIUH MOXKHO BKJTFOYHUTH [IBETOBYIO KOTUPOBKY
COOBITHH.

OToGpaxeHue XXypHana coobITUMN.

MyTb: XKypHanbl > CobbiTua > XypHan

ITo ymo4aHHIO B )KypHaJie COOBITHI CHavasa 0TOOpakaroTcs mociaeHue coobITus. st mpocMoTpa crmcka
COOBITHIA Ha OJJHOH BeO-CTpaHUIIE IEIKHUTE KHOTKY 3anycTiTh KypPHaJ B HOBOM okHe. J{Js BEITOMTHeHUs
3TOM omnepanuu Tpedyercs, 4ToObl B HACTPOIKax Opay3epa ObLI BKIIIOYCH mapametp JavaScript.

YToOBl OTKPBITH )KypHAIl B TEKCTOBOM (paiiiie MM COXpaHHUTh €T0 Ha JAUCK, IETKHUTE 3HAYOK AUCKETHI EJ
B CTpOKE 3aroyioBka sKypHaJi coObITuHii.

Jlnst mpocMoTpa )KypHaia COObITUN MOXKHO TaKKe UCTIONb30BaTh npotokoi FTP win Secure CoPy
(SCP). Cwm. paznen «Hcnons3oanue nporokona FTP nnmn SCP st momyuenus Gaitnos sxypHaiay.

dunsTpauma xKypHana cobbITMn. UToObl He 0TOOpaKaTh JIMIIHIOW HHPOPMALHIO B )KypHaJe,
BOCIIOJNIB3YHTECHh (DYHKIUEH (QUIBTpaLny.

OuIbTpanus KypHaia Bocmonsayiiteck nepekitodarensmu Ilocnennee wmm C. (Hactpoiika ¢puisrpa
110 /1aTe WJIM 110 BpEMEeHH | COXpaHseTcs o nepe3amnycka [ICY.)

Menxnure OuibTposarh sKypHaa. OTMEHUTE YCTAaHOBKY (IaKKa, YTOOBI OTMEHHTD €0
orobpaxenne. [Tocne Haxxkarust [IpuveHnThL TEKCT B BEPXHEM IPABOM YTy CTPAHHIIBI

OuiabTpauus ;KypHaJia JKypHaja COOBITHH yKa3bIBACT HA TO, YTO (PUIIBTP BKIIIOUCH. DUIIETP aKTHBEH JI0 €0

10 CePbe3HOCTH WK ounctku wim nepeszanycka [ICVY. [{nst ynaneHus: akTHBHOTO (DHIIBTPA IETKHUTE

KATeropusiM coObLITHI @OuILTPOBATH KypHAJI, 3aTeM OUncTUTH GUILTP (MOKA3aTh Bee). B kauecTBe
aJIMIHUCTpPATOpa MEeNKHUTE COXPAHNTEL KAK JIeMeHT 10 YMOJIIAHNI0, YTOOBI COXPaHUTh

3TOT (I)I/UIBTP JIIA OT06pa)KCHI/I$I HOBOTO XypHaJIa 10 YMOJIYaHHUIO I BCEX TIOJTB30BATCIICH.

Baxnplie 3aMevanwsi o GUIsTpam:

*  CoObITHs 00padaTeIBatoTCSA GUIBTPOM C IIOMOIIBIO Jormaeckoro onepatopa MJIN. Pabora ¢punbrpa He
3aBUCHT OT JIPyTUX (QUIBTPOB.

*  CoOBbITusl, OUMIIICHHBIE B CITUCKE DIIILTPOBATE 110 CTEIeHN 0MACHOCTIH, HAKOT/Aa HE OTOOPaKaroTcs B
OT(UIBETPOBAHHOM >KypHaJle COOBITHI, JaXe €CJIM OHU BBIOPaHbI B CIUCKE DUJILTPOBATE 110 KATEIOPHH.

d AHaHOFI/I‘IHO, CO6I)ITI/IH, OYNIICHHBIC B CITMCKE q)llJlb'l*pOBaTl) 1o Kareropuun, HUKoraa HE
0TOOpakatoTcs B OTQUIBTPOBAHHOM XKypPHaJe COOBITHH.

YpaneHue xxypHarna coobITui. st yaaneHus Bcex coObITHi mienkauTe Ounctuth skypHad. [Touck
yIAJICHHBIX COOBITHIA HE BBITIOTHSICTCS.

Ornucanue OTKIIIOYEHUS PETHCTPAINH B XKypHaJle COOBITHI Ha OCHOBAaHWH MTPUCBOSHHOMN CTETIEHU
OTIACHOCTH WJIM KaTeTOPUH COOBITHS cM. B paszeine «Kondurypuposanne o rpymmnam cOOBITHIN.
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HacTpowka o6paTHOro npocmorpa:

MyTb: XKypHanbl > CobbiTua > O6paTHbIN NPOCMOTP

Ecnu ¢yskIms o6paTHOTO MpOCcMOTpa BKITIOUEHA, TPH BOSHUKHOBEHHH COOBITHH, OTHOCSIIINXCS K CETH, BMECTE C
cOOBITHEM B JKypHaJ coObITHI 3aHOCATCS [P-anpec u mMs gjomeHa ceTeBoro ycrpoiictsa. Ecim B ycTpoiicTBe
OTCYTCTBYET 3aIlICh HIMEHH JIOMEHa, TO B CBS3M C COOBITHEM B JKypHaJle perucTpupyercs Toiabko [P-anpec.

Tak kak MMEHa JOMEHOB, KaK IPaBUJI0, H3MECHSIOTCS peke, yeM [P-anpeca, BkiroueHrne GyHKIIMN 00paTHOTO
MPOCMOTPA MOXKET YIIYUIIHTh CIOCOOHOCTh OMPE/ICIICHUS aJ[PECOB CETEBBIX YCTPOMCTB, BBI3BABIIUX COOBITHE.

OO6paTHBII MPOCMOTP BBIKITIOYEH M0 yMordaHuio. He BkitodaiiTe 3Ty (hyHKIHIO, €CIIH OTCYTCTBYET
HacTpoeHHbIH cepBep DNS nim yMeHbIIaeTcsi CKOpOCTh CETH M3-3a IUIOTHOTO TpaduKa.

M3meHeHme pa3mepa XXypHarna coobITUN.

MyTb: XXypHanbl > Co6biTuA > Pasmep

HWcnoneayiite mapamerp «Pa3mep xypHaia cCOOBITHI», YTOOBI YKa3aTh MAKCUMAJIbHOE YHCIIO 3alMCel KypHaa.

Branmanwue. [Ipn n3mMenennn pazmepa sxypHaja COOBITHIA € TIENBI0 yKa3aHUsS MaKCUMaIIbHOTO
pasmepa ece cyujecmayiowue 3anucu yoanaiomes. YToObl n30exaTh IOTEPH JAHHBIX KypHAIa,
ucnoinb3yite npotokosbl FTP unu SCP qiist coxpanenus »xypHaia; cM. pasaen «Mcnonbs3zoBaHue
nporokona FTP nnu SCP mis monmyuenus ¢aiinos sxypHanay. Ecim sxypHan gocturaer
MaKCHUMAaJIbHOTO pa3Mepa, CTaphle 3alMCH YAAISIOTCS B TOCIEI0BAaTENILHOM HOPSIIKE.

XypHan aaHHbIX
MyTtb: XypHanb! > [laHHble > onyuu

Ucnons3yiite GyHKImio « KypHan maHHBIX» 15 0TOOpaXkeHus KypHaina usmepenuit mapamerpos MBI, Bxoma
nutanust UBIL, a Taxoke Temmeparypst okpysxkatomieit cpeast BI1 u 6arapeit.

JeiicTBust U1 0TOOpaXkeHHUs M U3MEHEHHUS pa3Mepa JKypHajla JaHHBIX aHAJIOTHYHBI ACHCTBUAM JUIS XKypHaa
COOBITHIA, 32 HCKIIFOYCHUEM TOTO, YTO HYXHO HCIIOJIb30BaTh MapaMeTphl MeHIO /lannbie BMecTo CoObITHSI.
Cwm. pasnesnsl «OTobpakeHHe )KypHaa coObITHi U «/3MeHeHne pa3mepa KypHaiia COOBITHID.

i dunsTpannu KypHaja JaHHBIX [0 AaTe WIK BPEMEHH UCTIONb3yiTe nepexittodarend [lociennee uau C.
(Hactpoiika ¢punbsrpa coxpansercs 1o nepesamycka [ICY.) [l ynaneHus Bcex AaHHbBIX, 3allMCaHHBIX B
JKypHaJe JaHHBIX, IENKHUTe OunceTuTh sKypHas 1anibix. [IOUCK yoaneHHbIX TaHHBIX HE BBITOIHACTCS.

YcTaHoBKa uHTepBana coopa aaHHbix (KypHanbl > [laHHble > UHTepBan). B HacTpoiikax MuTepsa
JKypHAJIA OTIPEeIeNINTE YaCcTOTy MOMCKA TAaHHBIX B )KypHaie. Eciu BeIOpaTh «lI[puMeHNTEY, YHUCITIO BO3MOXKHBIX
JTHEH XpaHEHUs BBRIYHCISETCS IOBTOPHO M 0TOOpa)kaeTcsl B BEpXHEW 4acTH dKpaHa.

[Tocne Toro Kak *ypHaj 3aloJTHEH, HAYMHACTCS YIaJeHUE CaMBIX CTapbIX 3amuceil. UToOs! n30exarh
aBTOMAaTHIECKOTO YAAIICHHS CTApPBIX JAHHBIX, CM. CICIYIONIHN pasaen «Hactpoiika 0OHOBIIEHHUS KypHaIa
nauabix (OKypaanst > Jlanasie > OOHOBIIEHHE).».

IMpumeuanue. Tak Kak HHTEPBAI ONPEACISIET YACTOTY 3aIIMCH JIAHHBIX, TO YeM MeHblule UHMepEal, TEM Yallle
3aMUCHIBAIOTCS TAHHBIC U TeM O0JIbIne (paiii sxypHaa.

HacTtporika o6HoBRNeHUsA xypHana aaHHbIX (XXypHanbi > [laHHble > O6HoBReHue). OGHOBICHKE
BbI3BIBACT ILO6aBJ’IGHI/Ie COACPIKMMOIO XXypHajia IaHHBIX K (1)2117[.]'[}/' C YKa3aHHBIM UMCHEM U MCCTOIIOJIOKCHUCM.
9t0 3HA4YMT, YTO MOXKXHO COXPAaHUTH JAaHHBIC IICPE UX YIAJICHHUCM, CM. BBIH.ICHpI/IBe,[[eHHBIf/i pasaci «YcTaHOBKa
uHTepBaia coopa ganubx (JKypransl > Jlanusie > UHTEpBan).».

Jlannast QyHKIHS UCTIONB3YETCS JIJISl YCTAHOBKH 3aIlUThI C IIOMOIIIBIO [TAPOJIst U APYTUX MapaMeTpPOR.
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Mone OnucaHue

Cepsep FTP [P-anpec mmm mMs XocTa cepBepa, Ha KOTOPOM HaXOOUTCA (aiii.

Wmst mosp30BaTens 1 mapoiib, HeOOXOAMMBIE JIJIsl OTIPABKH JaHHBIX B (Dailsl ¢ apXxuBOM

HMmsa mojb3oBaTeis o
JTAHHBIX. JJaHHBII TIOJTK30BATENb IOJKEH 00J1a/1aTh MPABOM JIOCTYIIA HA YTCHUE U 3aITUCh

IMapouan . o
JIaHHBIX JUIs (aiisia apxyBa M JUIsl Kataiora (Tarku), B KOTOPOM 3TOT (haidsl XpaHHUTCSI.
yTth K paiiny [IyTh K daitmy apxuBa JaHHBIX.
Vimst daiiia Nwms ¢daiina apxuBa nanabix (TekcToBbiit ASCII-(aiin), Hanpumep datalog. txt.
Bce HOBbIE naHHBIE JO0ABISIOTCS B 3TOT (aiiil, OHU HE Nepe3antCchIBaIOT €ro.
BriGepure 3T0OT (r1askok, YTOOBI COXPaHHUTH JKYpHAI JaHHBIX B (hopmare
YHHKAJILHOE HMS MMIOTTTT <uMsa_daria>. txt, rae «ums_¢ailiay — 3To 3HaYeHUE, YKa3aHHOE
q)aﬁ J1a B I10JIC

Bce HOBbIe nanHbBIe 100aBIAIOTCS B (pailyl, HO KQXKIBI I€Hb CO3aeTCsl HOBBIN (haii.

3anepikka n 4acoB

KonmndecTBO 9acoB Mex 1y 3arpy3kaMu JJaHHBIX B (haiiin (MakcuMym 24 gaca).
MeEKY 3arpy3KaMu.

ITocne coos
BBLINOJIHANTE KonmuecTBO MHHYT MKy IOITBITKAMY 3arpy3UTh JaHHEIE B (haili mocie coos
3arpy3Ky Kas/ble 3arpy3Ku.

n MUHYT(bI)

a0 n pa3 MaxkcumanbHO€ KOJTUYECTBO TTOMBITOK 3arpys3Ku nocje uCXoaHoro cOos.

0 YCHEIIHOro

[MombiTKa 3arpy3ku Qaiiia 10 3aBepIIeHHs TIepeaadn.
3aBepLIeHHsl 3arPY3KH

Ucnonb3oBaHue npotokona FTP unu SCP ana nony4yeHunsa annos XypHana

B Bepcun 6.8.0 u Beie FTP o ymomuanuto otkmouer u SCP He pazpemut nepenars Qaiii, moka
He Oy/ieT U3MEHEH NapoJib CYIepIob30Bareis (apc) .

AIMIHHCTPATOP WITH TTOJIB30BATENh YCTPOHCTBA MOXKeT ncnoip3oBars FTP nmmn SCP s mouncka
pa3feneHHoro CHMBOJIaMU TaOyISAIIuH (aiiia )KypHana COOBITHH (event.txt) Wiu ¢aiina )KypHaza JaHHBIX
(data.txt) ¥ UMIIOPTUPOBAHUS €T0 B AJIEKTPOHHYIO Taduily. Oba daitna Haxonsrcs Ha [ICY.

e @aiin COACPIKUT OTUCT 000 BCeX COOBITHSIX U JAaHHBIX ¢ MOMCHTA IMOCJICAHCTO YAAJICHUS KypHaJia NI
(B CjIydac C )XypHaJioM )_IaHHLIX) YCCUCHUS MMOCJIC NOCTUIKCHUS MAaKCUMAJIbHOT'O pa3sMepa.

* Drort daiin BriIrOYaeT B cedst ”HPOPMaINIo, KOTopas He 0ToOpaxaeTcs B (haiiie )KypHasa COOBITHH WITH
B (haiiie JaHHBIX.

— Bepcus AOS TICY u npunoxxenus.

— Jlara u Bpems moirydeHus Qaiina.

— 3HaueHUs , u , a Takke [P-agpec TICY.

— Hazsanue monenu UBII (Tonbko daiin data.txt)

—  VHUKAJIBHBIN JUTSL KaYKIOTO 3aIMCaHHOTO COOBITHS (TONBKO (hailit event. txt).

— B TIICY s 3anmceit )KypHajia NCIOIB3YeTCs YeThIpex3HadHas 3amuch roja. MoxXHO BEIOpaTh
YeThIPEX3HAYHBINA (POpPMAT AATHl B MPOrpaMMe JIsi pabOThI C ANIEKTPOHHBIMHU TaOIHIIaMU JIsI
0TOOpaKEeHUsI BCEX YETHIPEX Pa3psaoB.

[Ipu ncnoap30BaHMUM MPOTOKOJIOB 3AIIUTHI HA OCHOBE MU(ppOoBaHus cM. paszen «lcrnonb3oBaHue
SCP nns moucka 3tux ¢ainosy. [Ipu ncnonp30BaHUU METOIOB ayTEHTH(HUKAIUY C UG POBAHHEM
JUTst 3auThl cM. paznaen «Mcnonb3oBanue FTP s moucka gaitnosy.

I[J'IH MOJYYUCHU CBeILeHI/Iﬁ O JOCTYIHBIX IPOTOKOJIAaX U crocobax YCTaHOBKH HeOGXOZ[HMOﬁ
3alIuThbl CM. ((PyKOBO,I[CTBO o 0€30IaCHOCTHY Ha BeO-caiTe

HcnoanzoBanne SCP nisa nmoucka stux paiisios. Brrrounte SSH Ha [ICY (cm. paznmen «loctym k
koHconny). [lpumeuyanne. Crenyromye KOMaHIbl IPEACTABICHBI TOJIBKO B KAUECTBE IPUMEPOB.
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UYroObl TOTyuuTh (aiin event.txt, BBEAUTE CICAYIOUIYIO KOMaHILy

scp <uMa_nosbs3oBarTenal@mma _xocra> miam <ip ampec>:event.txt /tmp/event.txt

UrtoObI mostyunTh Qaiin data.txt, BBEIUTE CIACAYIONIYIO KOMAHy

scp <mMsa_nosbps3oBarTendl@mma xocra> mnu <ip ampec>:data.txt /tmp/data.txt

Ucnonb3oBaHue FTP ansa noucka dannoB. Uroosl ¢ momomsto FTP momyunts daiin event.txt nim
data.txt, BBIIOJIHUTE CICIYIOIINE ACHCTBUS:

1.

6.

[Tocne nosiBiIeHUs KOMaHIHOM MofcKa3ku BBequte ftp u [P-ampec IICY, a 3ateM Ha)xXMUTE ENTER.

Ecnu Hactpoiika JUI IapaMeTpa (cM. paznmen «Cepsep FTPy») ommyaercs or 3HadueHHs
10 YMOITYaHHUIO (2 1), He0OXOIMMO HCIIONB30BATh 3TH HOBBIE HACTPOMKH B cTpoke KoManzpl FTP.

Jns kmuentoB FTP Windows ncnonb3yiiTe crieayronre KOMaH/bl, BKitodast mpooensl. [lpuveuanue.
Pabora npyrux xinuentoB FTP moxet ommuaarses. Hanpumep, s Hekotopbix kinueHToB FTP mexny
[P-agpecom 1 HOMepOM MopTa HEOOXOAMMO HCIIOIB30BaTh IBOETOYHE BMECTO Ipodea.

ftp>open ip_adpec Homep nopma

YroOBbl yIy4yIInTb 3aLIUTY, JUIS yCTAaHOBKM 3HadeHus nopta FTP-cepsepa, oTmuuHOrO OT
3HaYeHHMs o ymouanuio, cM. «Cepsep FTP». MoxkHo ykazaTh 11000 OPT B AWAa30HE OT
5001 no 32768.

I[J'IH BXOa B CUCTEMY chonmyﬁTe 3aBUCALICC OT pErucrTpa nu JJIA
AAMHUHHUCTPATOPA UIIH ITOJIB30BATCIIA. I[J'IH AIMHUHHUCTPATOpPA UMS IIOJIB30BATCIIA IO YMOJTYAHUIKO apcC.
I[J'IH MMOJIB30BaTCJIIA YCTPOﬁCTBa 3HAYCHUEM MMCHU MIOJIB30BATCIIA 10 YMOJIYAHUTO SABJISICTCA device.

UtoObI BKIIOYUTH JBOWYHBIN PEXHUM Tiepenadn (paiaoB, BBEANUTE:
ftp>bin

[t oToOpaskeHNs: MHIMKATOpa BHIIIOJIHEHUS B X0/€ Iepeaadn (GpaiioB BBEIUTE:
ftp>hash

Hcnonp3yliTe kOMaHay get JUIsl IEpEAaYM TEKCTA KypHaJla Ha JIOKAJIbHBIA JUCKOBOA.

ftp>get event.txt

W

ftp>get data.txt

JIJ1s1 OYHCTKH COAEP>KUMOTO JIF000T0 JXypHaJla MOYKHO MCIIOJb30BaTh KOMaHay del.

ftp>del event.txt

W

ftp>del data.txt

ITocne 3T0ro NMOsABUTCA 3aPOC HA NOATBEPKIACHUE YIATICHUS.

— Ecnu ynansercs skypHas JaHHBIX, TO B )KYPHAaJIe COOBITHIA 3aITUCHIBACTCS
COOBITHE TIO YIAJICHHIO KypHAJIA,

— Ilpu ouncTke *ypHana cCOOBITHH 3TO COOBITHE 3aMCHIBACTCS B HOBBIN (aii event.txt.

Beemute quit B KOMaHTHOW CTpOKe ftp>, 4T0ObI 3aBepmuTh ceanc FTP.

XypHan UBI

MyTtb: XypHanbi > UBI

DTOT mapamMeTp MeHIo goctyneH He s Bcex UBILL

PykoBoacTBO nonb3oBaTens nnartbl ceTeBoro ynpasneHus UBI 2 80



Ora undopmarus nocrymnaet ot ycrpoiictsa UBIT u otnensiercs ot xypuanos [ICY. (Ona He uMeeT npsamoit
CBSI3M C TUIATOM U He sBIsieTcs YacThio «KypHan cobwituiiy TICY.)

Jamnnas nadopManus MOXKeT UCIIOB30BATHCS CITY KO0 TEXHUICCKON MOMIEPKKY IS YCTPaHEHUS TIPOOIIEM.

Kypuaser nepenaun MBIT — oroGpaxenue tadbnuisl xpanammxcs B MBI coObITuii nepexona B pa3iuuHbIe
COCTOSIHMSI, BKJIIOYasl Iepexos Ha padoTy oT Oarapeii u nepexon B pexxuM Oaiimaca.

Kypuaser coost UBIT — otobpaskenne Tabnuupl xpansiuxcs B MBI omubox.

NoTpebneHune aHeprun

MyTb: XXypHanbl > [MoTpebneHue 3Hepruu

DTOT mapameTp MEHIO 1ocTyneH He it Bcex UBII.

N3zobpaxenus obiero pacxona sHepruu ycrpoiicrsa MBI oroOpakatoTcst B BepxHEl yacTu dKpaHa, a Tabiuia
C OTACJICHHBIMHU 10 HEACIAM JaHHBIMU PACIIOJIOXKEHA B HIKHEH 4acTu OKpaHa.

Mone OnucaHue

3nadenue 3uepru, morpedisiemoit MBI x HacTosmeMy MoMeHTY BpeMenu (KBT1.4). Hanpumep,
UBII, obecrnieunBarouii TUTaHUE JaMIIOUYKH MOIIHOCTEIO 350 BT B Teuenue 1000 yacos,
notpeonser 350 kKBT.4 a5eKTposHepru.

[otpebiienue
HePruu

[Tpnbau3uTenbHas CTOMMOCTD SHEPTHH, HCTIONB3YEMOH 0 3TOr0 MOMEHTa BPEMEHH.
O0mas croumocts | Hampumep, 3a 1000 yacoB namnouka norpednser 350 kBr.u snepruu no 0,10 gonnapa 3a kBT.4,
YTO B UTOTE JaeT CyMMy B 35 JONIapoB.

HpI/I6HI/I3I/ITCJIBHOC KOJIMYCCTBO COZ, KOTOPOC SHEPIreTUICCKOC MPEAITPUATHUC BLI6paCI)IBa€T B

Briopocsl CO»
OKpYKaIOIIYIO CPEJLy, YTOOBI IPOM3BECTH SHEPTHIO, MCTIONIB3YEMYIO JI0 3TOI0 MOMEHTa BPEMEHH.

3HaueHM pacxoagoB u BI:I6pOCOB C02 B 3HAYUTEIILHOM CTEIICHH 3aBUCST OT HCTOUHHKA SHCPrun u
paCHpC,Z[CJII/ITCHLHOﬁ CCTH. I[J'ISI MOJIy4YCHUA HpH6ﬂH3HT€J’ILHOﬁ OLICHKHA BI:I6CpI/ITe CTpaHy B paCKpPbIBAIOIICMCA
criicke Pacnosioskenye uian BOCHOHL3yﬁTCCL CCBUIKOM (])(‘;_IZU\’TH])OBZITI)), YTOOBI BBECTH COOCTBEHHBIE
JAHHBIC O pacxoadax u BBI6pOC3,X.

IIpu n3MeHeHnun MECTOIONOKEHHS CO3AETCSL HACTPAUBAEMOE MECTOIIOI0KEHUE, KOTOPOE HE U3MEHSET
PUCYHKH I10 YMOIYAHHIO ISl JAHHOIO MECTONONOXKEeHHs. Harmpumep, eciiu B pacKphIBAIOLEMCS CITUCKE
BbIOpaTh 3HaueHue IE-Ireland u u3MeHNTH JaHHBIE C TOMOLIBIO CCHIIKH PEJAKTUPOBAHMS, 3aIIUCh C IMEHEM
oan3oBarenscknii (IE-Ireland) cozgaercs B BepxHel yacT pacKpbIBaIOLIEr0OCs CIHCKA.

XypHan 6paHgmayapa

MyTb: XXypHanbl > Bpanamayap
HpI/I CO3JJaH1HU ITOJIMTUKH 6paHL[May3pa B OTOM pa3acic 6y,£[yT MIPOTOKOJIMPOBATHCA COOTBECTCTBYIOIIHC
COOBITHS. I/IH(I)OpMaI_II/IIO 11O MUCIIOJB30BAHUIO MMOJIMTUKU CM. B pa3eiic <<3KpaHLI 6paHL[May3pa».

JlanHast nHGOpMAIIHS MOXKET UCTIONB30BaThCs CITY)KOOW TEXHUYECKOM MOICPIKKH Il YCTPaHESHUs Ipo0ieM C
aKTUBHOU MOJUTUKOU OpaHaMayspa.

B 3anmcsix xypHana copepkutcs HHpopmanus o Tpaduke U IeHCTBUY MpaBui (pa3penieHo, OTKIOHEHO).
CoOBbITHS, KOTOPBIE 3aHECEHBI B ATOT JKypHAJI, HE 3aHOCATCS B TIIABHBIHN KypHal coObiTHil. CM. pasznen
«KypHai coObITHI.

B xypHaie OpanamMayapa copepkarcs 10 50 nmocneanux coobiTuii. XKypHan OpaHaMayspa OUUINaeTCs PU
nepesarpyske narepgeiica ynpasnenus [1CY.
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O nnarte ceTeBOro ynpaBneHusa 2

06 yctponctse UBI

MyTb: O nporpamme > UBI

Wndopmanms, otodpaxkaemas B pasnene MBII, 3aBUCHT OT HCTIOJIB3yeMOT0 YCTPOUCTBA.

Mone

OnucaHue

Monenn/
YuerHblii HOMep/

Cepmniinblii HOMep

OTH MO TTO3BOIISIOT HACHTU(UITPOBATh ycTporicTBo MBI

Jara usroroBiaenust

Hara uzrorosnenus: UBII.

Bepcml MNPOIIUBKHA

Howmepa Bepcuii Momysaeil MUKpOIIpOrpaMMBl, yCTaHOBJIEHHBIX B MBI

Bropoii HoMep Bepcun MUKpoIiporpaMMmsl, yctaHosiaeHHoW B UBII. Ucnonk3yeres,

Bepcusi npomuBku 2
€CJIH IJIS1 HECKOJIBKUX MPOIIECCOPOB TPEOYIOTCS pa3InIHbIC BEPCHU.

Motnast HOMUHAIBHAS O6mas mowmnocts UBI (BA).
MOIIHOCTH
AKTHBHAsi HOMHHAJIbHAS

O6mas Harpyska UBII (Br).

MOIIHOCTb

MornaocTs Kaxaoi dhazer UBIT (BA).

TexHMUYECKH, 3Ta XapaKTEPUCTHKA MPEACTABIIET cO00H (PUKCHPYEMYIO MOIIIHOCTh
IUTA KaKIT01 (a3sl B BodbT-amiiepax (BA). dukcupyemast MOITHOCTE SIBIISETCS
TIPOU3BEACHUEM CPETHEKBAAPATHYHBIX HAPSDKCHNS M CHIIBI TOKA.

IlostHast HOMUHAJILHAN
MOIIHOCTH/(ha3a

Oo6mmas Harpyska UBIT (BT).

Tekymas akTHBHAS MOIIHOCTH JJIsl KaKIOH (a3sl B BarTax (BT). AKTHBHAS
MOIIHOCTh MPEJCTABISET CO00# Cpe/iHee 10 BpeMEHH 3HAYCHUSI MTHOBEHHOTO
MTPOM3BEACHUSI HAMTPSKCHHUSI U CHITBI TOKA.

AKTHBHAsi HOMHHAJIbHAA
MOIIHOCTB/(ha3a

Pasnmuunas uabopMaIus 0 mporpaMMHOM obecrieueHut, moiaydaemas ot UBIT mo

1T UbIl
O HO rontpous nocienoBareabHoMy nopty unu USB.

YdeTHblii HOMep BHYTpeHHel
O0aTrapeu/ YueTHbIIH HOMEp
BHellIHel 0aTapeu

B sTux nossix ykazaHsl HOMEpa KOMIIOHEHTOB Oarapeil. OTa nHdopmarus MoxeT
HCIIONIB30BATHCS MIPU YCTPAHESHUHU MTPOOIEM.

UHdopmauusa o MNMCY n moaynsax mmkponporpamMmmbl
MyTb: O nporpamme > CeTb

3apojcKue mapamMeTpsl alnapaTHoro odeciedenns: tHGopManysa o0 anmapaTHoM 00eCIeUYeHUH BKIIIOYAET
B ce0s Hem3MeHsieMble TaHHbIe 00 ycTpoiicte [ICY, Takue kak Monenb, cepuiinblii Homep u MAC-anpec.

becnepeboiinas padoTa ynpas/ienusi: BpeMsl HEIPEPbIBHOHM padoThl JaHHOTO HHTEpdelica ynpaBIeHHs, TO
€CTh BpeMs, IPOIIE/IIee MTOCJIE TOPSYEero WK XoJoAaHoro 3amycka [ICY.
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, u : JaHHas HHPOPMAIHS UCTIONB3YETCSI
MPU YCTPaHEHUU HEUCTIPABHOCTEH | ISl IIOMCKa OOHOBIEHHON MUKPOIPOrpaMMBbl Ha BeO-caiTe

MertKa nonsa OnucaHue

Hasanue Moaymst MUKPOIIPOIPAMMBL.

Hasanue Moayib npusioskenust 3aBucut ot tTuna ycrpoiicrsa MBI, Hanpumep Ha3BaHue
Nms sumx oTHocutcs K ycrpoiictBam MBIT Smart-UPS, a sy — k ycTpoiictBam Symmetra.

Monyabs APC AOS uMeeT Ha3BaHUE A0S, 2 MOAYJIb MOHUTOPA 3arpy3KH UMEET Ha3BaHUE
bootmon.

Howmep Bepcuu moxynst Mukponporpammel. Homepa Bepcuii Mogyseld MOTyT OTIUYATLCS, HO
COBMECTHMBIE MOYJIY BBIITyCKatoTCs BMecTe. Hukorna He oObeiuHsiTe IpUKIaIHbIe MOTYIH
u Moayan AOS ¢ pa3THYHBIMU BEPCHSIMHU.

Bepcus Ipumeuyanne. Eciu Hy>)kHO 0OHOBUTH MOJIyJIb MOHUTOPA 3arpy3KH, 3TOT MOAYJIb BKIIOYAETCS B
BEPCHUI0 MUKPOIIPOrpaMMBbl. B IpOTUBHOM cilydae, MOAYJIb MOHUTOPA 3arpy3KH,
YCTAHOBJICHHBIH B I1aTe, COBMECTHM C OOHOBJIIEHHEM MUKPOIPOTPaMMBL.

Cw. paznen «OGHOBIICHHE MUKPOIIPOTPAMMBD).

Jara/Bpemst [lata n Bpems cO3maHus MOt MUKPOIIPOTPaMMBI.

Cwm. takxe «IIpoBepka HOMEPOB BepcH YCTAaHOBIEHHOTO MUKPOIIPOIPAMMHOTO 00€CIICUCHHS».

AKpaH noaaepXKu
MyTtb: O nporpamme > MNoaaepxka

OTta QyHKIHS MO3BOISET OOBETUHUTE PA3IMUHBIC JAHHBIC dTOTO HHTEpdelica B OTACNbHBIN (aiil apXuBa,
KOTOPBIX MCTIONB3yeTCs IEHTPOM OOCITYKHBaHUS KIIMEHTOB U IIPH yCTpaHEHUH HeHucIipaBHOCTEl. B aTOT (haiin
BKJTFOYEHEBI JKypHAIIBI COOBITHIA U TaHHBIX, (paiin koHpuryparun (cM. «Co3aaHne 1 UMIIOPT HACTPOEK C
noMouipio (haita KOoHPUTypaLu») U KOMIUIEKCHasi HHPOPMALHS MO OTIa/IKe.

[lenkuure , 4TOOBI CO3/71aTh (haiii, a 3aTeM IICTKHUTE . [ogsnsercs 3anpoc,
KOTOPBII MO3BOJISIET TPOCMOTPETH WIIA COXPAHUTH (aii apxuBa.

Ipumeyanue. Ha HEKOTOPBIX YCTPOHCTBAX CO3TAHHE KYPHAIIOB MOXKET 3aHATH 1—2 MUHYTEHI.
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MacTtep HacTpouku IP-koHdurypaumm
YCTPOUCTB

Bo3MoXHOCTH, Tpe6OoBaHUSI U YyCTaHOBKA

Macrep HacTpoiiku [P-koHpHUTypaIiu ycTpoHCTB MOXKET padoTaTh ¢ raramMu ceteBoro yrpasieHus (NMC 2),
KOTOpbIM He HazHauyeH [P-agpec. [Ipu oOHapyskeHnn Takol MJIaThl ¥ MOAKIIOYEHUH K HEH MOKHO HACTPOUTH
115 Hee mapameTpsl [P-anpeca.

MOJKHO Taxke HalTH yCTPOICTBa, KOTOPBIE y’Ke MOAKIIIOUEHBI K CETH, IIyTeM BBoJa quamna3oHa [P-anpecos,
9T00BI CY3UTh ITOUCK. MacTep ckanupyet IP-angpeca B yka3aHHOM IuanazoHe U ONpeelisieT II1aThl, KOTOPhIM
DHCP-cepgep yxe Haznauun [P-anpec.

MNPUMEYAHUSA
IIpu ycranosnennom I10 Bepcuu 6.8.0 u BhILIE.

* Macrep HacTpoiiku [P-koHuUrypamuu ycTpoicTB Hoaaep >kuBaeT 00HapYKEHHE TOJIBLKO
HEHa3HaYeHHBIX YCTPOUCTB.

* Henp3st mpoBecTH MOMCK HA3HAYCHHBIX YCTPOUCTB, YK€ HAXOMSAIINXCS B CETH, TIPH ITOMOIIH
nuarrasona [P, moka Ber He BKirounte SNMPv1 1 He ycTaHOBHUTE MTapaMeTp B
3ragenue public. s momydenus noapoouoit nadpopmarur o0 SNMPv1 cMm. Pyxosoocmeo
NONb3068AMEIIL.

* [Toce Toro kak HacTpoeHs! mapameTpsl [P-anpeca KapThl ceTeBOro ynpasieHus, Ul I0CTyIa K
BeO-uHTepdeiicy monpzoBatens yepes Opaysep Heodxonumo usmeHuts URL c http Ha https.

[Toapo6uyto nHMOPMALIMIO 10 JTaHHOHW MporpaMMme cM. B 0a3e 3HaHUK Ha CTPAHMILIE TOAEPIKKU

BeO-caiira Y BBITIOJIHUTE TTOUCK (MneHTU(UKATOP COOTBETCTBYIOLIEH
CTaTbu).
B crarbe 6a3bl 3HaHu# ¢ M| TAKXKe COAEPKUTCS HHPOPMALHS 10 UCIIOIb30BAHHIO

napamerpa 12 DHCP (AOS 5.1.5 unu 6onee BBICOKOI BEpCHH).

CucremMHble TpeboBaHus

Mactep paboraet B Microsoft Windows 2000, Windows Server® 2003, Windows Server 2012, a Taxxke B
Windows XP (32- u 64-pa3psaasix Bepcusx), Windows Vista, Windows 2008 n Windows 10.

Macrep nmoep>KkuBaeT IIaThl ¢ MEKPOIpOrpamMMoii Bepcun 3.0.X MK BBITIE B pabOTaET TOIBKO C MTPOTOKOIOM
IPv4.

YcTaHoOBKa

Iopsiok ycTaHOBKHM MacTepa U3 3arpy>KeHHOTO HCIIOIHAeMOoro (aiina

1. IlepeliguTe Ha cTpaHULlY

2. Bomonnaute dunbrparuto o [10/MukponporpaMMHOMY 00€CTIEYeHUI0 — MAacTephl M KOH(PHUTYPATOPHI.
3. 3arpy3uTe mporpaMMmy mMacTepa HacTporku [P-anpeca ycrpoiicTsa.

4. 3amycTHTe HCTIOIHAEMBIN (aiiin u3 MaIky, B KOTOPYIO OH OBbLT 3arpy KeH.

[Tocne ycraHOBKH MacTep cTaHOBHUTCS nocTyrieH B MeHio «[Tyck» OC Windows.
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JKCNOPT napamMmeTpoB KOHcuUrypaumm

NMony4yeHue n akcnopTt hanna .ini

KpaTkoe onucaHue npoueaypbl

AJMHHHUCTpaTOp MOXET IOJTy4arh ini-Qaiii miatsl cereBoro ynpasinenus 2 (IICY) u sxkcnoptupoBarh ux B
Ipyryto riary win B Heckoibko [ICY. [eiicTBust mpuseaens! aajnee. [lonpoOHyio nudopmannio cM. B
CIEeQYIOIUX pa3aenax.

1. Hacrpoiite [ICY c Be1OOpOM TpeOyeMbIX TapaMeTPOB ¥ SKCIOPTHPYHTE UX; cM. paznen «Co3naHue u
UMIIOPT HACTPOEK € IIOMOILBIO (haiisa KOHQUTypaLum.

2. TomyuuTe ini-daiin u3 stoit IICY.
3. Otpenakrupyiite ¢aiis, U3MEHUB Kak MUHUMYM Hactpoiiku TCP/IP.

Hcnone3yiiTe mpoToKoN nepeadn ¢ainos, nonaep:xuBaemslii [ICY, 4To0bI IepeaaTh KOMUIO Ha OAHY
nim HeckoJbko TICY. Jlns nepenadn Ha Heckonbko [ICY ucnonsayiite crierapuit FTP umu SCP nmubo
YTHIUTY A7 ini-(haiinos.

Kaxnas n3 npuauMatomux I[ICY HCHONB3yeT MOMyYeHHBIH haii 11 KoHGUrypauuu cOOCTBEHHBIX HACTPOEK,
HOCJIE YETO YIAJseT ero.

CopepxaHue cdanna ini

daiin config.ini, monydenusiii u3 [ICY, conepkut:

*  3aeonosxu pazoenog U kiodessle c106a (TOIbKO Te, KOTOPbIE IOAEPKUBAOTCS KOHKPETHBIM YCTPOUCTBOM
UBIT nnu TICY, ot koToporo noiyyeH (aiin). 3aro10BKu pasiesioB — 3TO Ha3BaHUS KaTETOPHH,
ykazaHHble B ckoOkax ([ ]). KiloueBble cj10Ba B KaKI0M W3 3aT0JIOBKOB pa3ziesia MPEACTABISIOT cOO0H
METKH, OIUCHIBAIOIIME OlpesieNieHHble HacTpoiku TICY. Iocne kaXa0ro KIIToUeBOro cioBa cIeayeT 3HaK
paBEeHCTBA M 3HaUeHUE (PUHSATOE M0 YMOTYaHHIO WM 33JaHHOE TIPH KOH(HUTYPHUPOBAHKH).

» KirroueBoe ciioBO Override: Ipy 3HAUEHUH, 33JJAaHHOM 110 YMOJIYaHUIO, TaHHOE KITFOUEBOE CJIOBO
MPEIOTBPAIIAET SKCIIOPT OTHOTO MIJIM HECKONBKHUX KITFOUEBBIX CIIOB M UX 3HAYEHUH, OTIPEAEIEMBIX
ycTpotictBoM. Hanmpumep, B pasnene [NetworkTCP/IP] 3HAYCHHE IO YMOIYAHUIO JJIsI CJI0BA
Override (MAC-anpec ynpapistomeii IICY) OJOKHUPYET IKCIIOPT MapaMeTpoB SystemIP,
SubnetMask, DefaultGateway U BootMode.

MoapobHble npoueaypbl
MonyyeHune. [lopsaok HaCTPOHKH U MONTydeHUs ini-daiina s sKcrnopra:

1. Ecam Bo3mMoxHO, uctionsiyiite uaTepdeiic [ICY mis koHbUryprupoBaHHs €€ HACTPOEK JJIS DKCIIOpTa.
(HemocpencTBeHHOE M3MEHEHHE COAECPKUMOTO ini-(haiiia MOXKET BBI3BATh OIIHOKH. )

2. B cnenyromem npumepe MokasaHo, Kak ucroib3oBarb FTP s monydenus ¢aiina config.ini u3
HAaCTPOCHHOM IJIaThl CETEBOTO YIPABJICHUS C TOMOILbIO KIINEHTAa KOMAHIHOW CTPOKH

a. Ycranoure coenunenue c [ICY, ucnonnsys ee [P-aapec:
ftp> ip_adpec

0. 3apeructpupyiTech B CHCTEME, HCIIONB3Ys ISl 3TOTO MMl TTOJIb30BATENS M ApOJIb
aIMUHUCTpPATOPA.

B. UTOOBI BKJIFOUUTH IBOMYHBIA PEIKUM Iepesiauu GailyioB, BBEIUTE:
ftp> bin

IIJ'IH OT06pa)KGHI/I$I WHAWKATOpa BBINTOJIHCHHUSA B XOA€ IICpeaavin (baﬁHOB BBCIUTC:
ftp> hash
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r. [omyuwnre daiin config.ini, comepskamuit HacTpoiiku IICY:
ftp> get config.ini

@aiin OyzmeT coxpaHeH B Tarnke, 13 KOTopoii Obut 3amymieH kiaueHt FTP.

Hpumeuanue. Kpome Toro, ¢aiir .ini MOXXHO TOITY4IHTh ¢ ToMotsio SCP unw 3arpy3uTh ero Ha 3KpaHe
«User Config File» (®aiin kxoH(pUTYpanny MOIp30BaTENs).

O ToM, KaK MOJY4YHUTh apaMeTphl KOHPUTYypaun HecKoIbKuX [ICY U 3KCHOPTUPOBATH UX B APYTHE
IICY, cM. B IPUMEYAHUSX K BBILYCKY « Y THIUTA (aiiyia MHUIHAIU3aUY ini» Ha BeO-caiTe
WIN CTaThe 0a3bl 3HaHUH.

HacTtpouka. Ilepen nepenaucii daitna Ha apyryto [ICY ero HeoOX0mUMO OTPENaKTHPOBATH.
1. Hns penaxtupoBaHus ¢aiiia UCTIONB3YyHTe TEKCTOBBIN pelakTop.

— 3arojaoBKu Ppa3aciioB, KIIFOYEBLIC CJIOBA U MPCABAPUTECIILHO 3a/JaHHBIC 3HAYCHNA HC 3aBUCAT OT
perucrtpa, HO CTPOKOBBLIC IICPEMEHHLIC, 3a/JaBACMBIC ITOJIB30BATCIIEM, 3aBUCAT OT PErUcCTpa.

— Uro0bI yka3aTh, 4TO 3HAUCHHUE HE 33aHO0, UCIIONb3yHTe KaBbIuKU. Hampumep, LinkURL1=""
nokasbiBaeT, yTo URL cnienmansHO HE onpenienieH.

— 3akioJainTe B KaBBIYKH JTIFOOBIE 3HAYCHH, KOTOPBIC COACPIKAT MPEANICCTBYIOINEC NI
MOCJICAYIOIIHNE pa3aCyibl UJIN YIKC 3aKJIIFOYCHBI B KABbIYKU.

— Jlns sKcnopTa 3ariaHupOBaHHBIX COOBITHI HAaCTpauBaiiTe 3Ha4eHNs HEMOCPEACTBEHHO B ini-daiiie.

— J1y14 3KcIopTa CUCTEMHOTO BPEMEHH ¢ MAaKCUMaJIbHOM TOYHOCTBIO, €CIH puHuMaromue IICY
HMCIOT JOCTYII K CEPBEPY IMPOTOKOIA CETCBOIO BPEMEHH, YCTAHOBUTC 3HAYCHUE enabled A
napamerpa NTPEnable:

NTPEnable=enabled

MOoXHO TaK)Xe COKpaTUTh BpeMs Ilepeiadud IyTeM 3KCIopTa paszjena [SystemDate/Time] B BUIE
OTJIeIBHOTO ini-aiina.

— Jlob6aBnsiemble CTPOKM KOMMEHTAPHEB JOKHBI HAUMHATHCS C TOYKH C 3aIIATOH (; ).

[Ipumedganne. [lepenaBats Bce conepkumoe daiina config.ini ma [ICY ne Tpebyercs.
MuHIManBEHO HEOOXOAUMOE conlepkumoe (aina .ini:

* XoTs OBl OTHO IOIYCTUMOE KJIFOYEBOE CIIOBO
* XoTs OBl OTHO IOIYCTUMOE 3HAYCHHUE IS TPeOyeMOro KIII0UueBOro cjIoBa
2. CkomupyiiTe OTpeaKTHPOBAaHHbIN (aiin B (aiin ¢ IpyrumM UMEHEM B 3Ty JKe MaIKy:
— Hwms daiina moxeT cogepxarh 10 64 CUMBOJIOB U I0JDKHO UMETh PACILIUPEHHE ini.

— CoxpaHuTe HCXOJHBIN OTPEIaKTHPOBAHHBIN (haliil ISt NCTIOIB30BAHUS B OyAyIIEM.
Coxpansiemvlii ghaiin a6naemcsi eOUHCMEEHHOU 3ANUCHI0 KOMMEHMAPUes.

Mepepayva cpana Ha ogHy MCY. [Ing nepenaun ini-haiia Ha APYTyIO MJIaTy CETEBOTO YIPABICHHS
BBITOJTHUTE OIHO U3 YKa3aHHBIX ACHCTBU:

* B unTepdeiice monp3oBarens npuHuMarowiei [ICY BbiOepute — —
. YKaKuTe HOJNHBIN My Th K (hailily Win BOCNONIb3yHTECh KHOMKON
O030p Ha JOKAaTBHOM KOMIIBIOTEPE.

* Hcnone3yiite m1000i U3 IPOTOKOJIOB, MOAACPKUBAEMBIX IIATON CETEBOTO yIpaBlIeHHs, HAIPUMED,
FTP, FTP Client, SCP wnu TFTP. B npuBenennoM npumepe ucrosbssyercs npotokon FTP:

a. V3 mamku, cozepikariieil Koo oTpelakTHPOBaHHOTO ini-(aiina, BOCHIONB3yHTECh TPOTOKOIOM
FTP, uto0s1 BoiiTh B [ICY, B KOTOPYIO COOMpPAETECh IKCIIOPTUPOBATH ini-haii.

ftp> open ip azmpec

0. UtoObI BKJIFOYUTH JBOUYHBIN pexHUM Tiepenadn (paiaos, BBEAUTE:
ftp> bin
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Jist oToOpaskeHHs MHIUKATOPa BHIIOTHEHUS B XO/I€ Mepeiadn QaiiioB BBEIUTE:
ftp> hash
B. OKCHOPTHPYHTE KOIHIO OTPEAaKTHPOBAHHOTO ini-(haiina B KOPHEBOH KaTajor MPUHIMATOIIEH
ICy:
ftp> put ums avira.ini
Mepepnayva channa Ha Heckornbko MNMCY. BmecTo 3TOr0 BHITOTHUTE CIEAYIOIINE OMIEPAIIHH.

*  Hcnonesyiite FTP unu SCP, Ho HanumuTe cuieHapuid, KOTOPBIM CONEPKUT U MOBTOPSIET OINEpalii,
MCTIOJIb3yeMBbIe AJIs KCTopTa daiina Ha onHy IICY.

* Vcmonb3yiiTe makeTHBIN (aitn 00padoTKK M YTHINTY A (aiinos .ini.

[Ipumeuanue. B ciayuae ucnons3zoBanus StruxureWare Data Center Expert Mo>kHO KOITUpOBAaTh
¢aiin config.ini Ha npyrue ycTpoiictea ¢ momombo hyaknnn «APC SNMP Device Configuration»
(Kondurypanus ycrpoiictea SNMP APC). Ota ¢pynkuus nogaepxusaet FTP nim SCP

Y TIO3BOJISIET CO3/IaBaTh M1a0JIOHBI (haliyioB .ini JIJIsl SKCIIOPTA.

O ToM, KaK co3/1aTh TaKeTHBIH KOMaHIHBIN (aiil U UCIIONB30BaTh YTHIIUTY, CM. B IPUMEYaHUIX
K BBIITyCKY «YTuinuTa (paiina MHAMATU3alKy ini» Ha BeO-caiite WIIN CTaThe 0a3bl
3HAHUN.

CoobLeHna o coobITUAX 3arpy3Km N owndKax

CoobLeHunst 0 coObITUU M OLLIMOKaX, CBA3aHHbIX C HUM

CJ'ICZ[}’IOH.IGC CcOoOBITHE MMPOUCXOAUT B TOM CJIyHdac, KOTla IpUHUMAOIas 1mjaaTta CCTECBOIo YpaBJICHUA
3aKaHYMBAaCT MCIIOJIb30BaAHUEC ini—q)aﬁﬂa JJIA OOHOBJIEHHUST CBOUX HACTPOCK:

Configuration file upload complete, with mnomep valid values

Ecnu ki1r04eBoe CII0BO, UM pasziesia HITH 3HAUCHUS OKa3bIBAIOTCS HEBEPHBIMU, 3arpy3ka B [ICY 3aBepIiiaeTcs u
BBIJAETCS JOIOIHUTEIBHOE COOOIEHNE 00 OIINOKE.

TeKcT coobueHna o cobbiTumn OnucaHue

[penynpexnenue daiina KOHGUTYpaLnuK: HEBEPHOE

KIIF0YEBOE CIIOBO B CTPOKE HOMED. Crpoka ¢ HenpaBMWIBHBIM KIIFOUEBBIM CJIOBOM WM
IIpenynpexaenne daiina KOHGUTYpaIHA: HEBEPHOE 3HaYCHUEM HUTHOPHUPYCTCSI.

3Ha4YEHHUE B CTPOKE HOMep.

[penynpexnenue daiina kondurypannu: Ecnu M cexnum yka3zaHO HEBEPHO, BCE Maphl KIFOUEBBIX
HEIEUCTBUTENBHBIN Pa3Jell B CTPOKE C HOMEPOM. CJIOB ¥ 3Ha4Y€HUI B JAHHOW CEKI[UN UTHOPUPYIOTCS.
[penympexnenue Qaiina KOHGUTYpPAIIH: KITFOUEBOE KittoueBoe citoBo, BBeleHHOE B Hadase ¢aiina (To ecTbh
CIIOBO OOHAPYKEHO BHE CEKIINH B CTPOKE HOMep. TIePeI 3aTOIOBKOM CEKIINH ), UTHOPUPYETCSI.

Ecmu pasmep daiina caummkoM 60bIIoN, POUCXOIUT
HETIONIHas 3arpy3Ka. YMeHbLINTE pa3mep (daiiia uim
pazbeiite ero Ha Ba (aiiya 1 MOBTOPHTE 3arpy3Ky emie pas.

[penympexaenue Qaiina KoHPUTyparmu: pa3mep daiiia
KOH(UTYpaLMK PEBHIIIAeT MAKCHMAJIBHBII pa3Mep.

CoobuweHus B dpanne config.ini

VYerpoiicto, cesi3annoe ¢ IICY, ¢ KoTopoii 3arpyaetcs aiin config.ini, Z0IKHO OBITH 00HAPYKEHO AJIS
BKJIIOUeHHs ero KoHurypauuu. Ecnu ycrpoiictBo (Takoe kak MBIT) oTcyTcTByeT uiu He 0OOHAPYKEHO,
¢aiin config.ini B COOTBETCTBYIOIIEH CEKLIMHM, BMECTO KIIIOUEBOTO CJIOBA WM 3HAYEHUH, OyleT coaepkaTh
coobmenue. Hanpumep:

UPS not discovered

IEM not discovered
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Ecnu He mnaHupyeTcst SKCHOPT KOHPHUTYpaLlMK YCTPOHCTBA KaK YacTH HMITIOPTUPOBAHHOTO ini-daiina,
WUTHOPHUPYUTE ITH COOOIICHUS.

OwunbKKn, reHepupyemMbie 3ab6OKMPOBaHHLIMU NapamMeTpamMm

KitrodeBoe cioBo Override u ero 3HadeHne OyayT co3faBaTh cOOOMeHns 00 OmMOKax B XypHaie COOBITHIH
pu OIOKUPOBKE IKCITOPTA 3HAYCHHM.

CaezeHust 0 TOM, Kakue mapaMeTpbl MOTYT OJIOKHpoBarbes, cM. «Coaeprkanue ¢aiina ini».

[Mockonbky ONOKHUpyEMbIE TapaMeTPhl OTHOCSITCS K KOHKPETHBIM YCTPOMCTBAM M HE IPUTOAHBI JISI
sKkcnopta B Apyrue [ICY, urHopupyite 3Tu coobieHus 00 ommobkax. YToObl IPEOTBPATUTH MOSIBIICHUE STUX
COOOIIEeHNH, yIamuTe CTPOKH, COIepIKalIlie KIIF0YeBOe CIIOBO Override, U CTPOKH, COEpIKaIINe
61okupyemble apameTphl. He ynansiite u He M3MEHSHTe CTPOKH, COAEPIKAIIe 3ar0JI0OBKH Pa3/IeioB.

CBsA3aHHbIe BOMNpPoOChHI

B onepanmonnsix cucremax Windows BMecTo nepechUIKy ini-(haiiloB MOXXHO HCIIONIB30BaTh MacTep
HacTpoiku [P-xoHdurypamum ycTpoicTB, 4To0b ©I3MEHUTH 0OcHOBHBIE HAacTPOHKH TCP/IP mnarsr ceresoro
ylpaBieHus 1 HACTPOUTS JIPYTHUE IMapaMeTphl Yepe3 HHTepQeiic ToIb30BaTels.

Cwm. paznen «Mactep HacTpoiiku [P-koH(bUTYpanuu ycTponucTB».
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Nepepaya channos

OGHoBNeHne MUKponporpamMmmbl

[Tpu oOHOBIIEHNH MUKPOIIPOrpaMMHOT0 obecniedeHrs Ha miare cereBoro ynpasinenus 2 (IICY) mns
ycrpoiicrBa UBII cTaHOBATCS AOCTYNHBIMH HOCIEAHNE (PYHKIMH, YAYUIIeHNs: 0€30IacHOCTH U
MPOU3BOAUTENBHOCTH U HcipaBieHus omuook. s oononenus UBII cM. pasnen «xpan «OGHOBIEHHE
MIPOILIUBKU» Y.

OO0HoBIEHHE MTOpa3yMeBaeT MPOCTOE KOMMpoBaHKe (aiiioB MOIy/el Ha IJIaTy CETEBOTO YIIPaBICHHUS, IPOLECC
YCTaHOBKH OTCYTCTBYeT. PeryssipHo npoBepsiite BeO-cTpaHuily www.apc.com/tools/download Ha Hammumne
0OHOBIICHUII.

dannbl Mmoaynen MMKkponporpammebl (nnata ceTeBoro ynpasreHus 2)

Bepcust MukponporpaMMHOTo oOecriedeH s BKITIOYaeT TPH MOIYIIS, U UX HeoOX00uMo OOHOBIATH (TO €CTh
nomemath Ha [ICY) B cremyromeM mopsiike:

Mopgynb OnucaHue
1 Monutop 3arpy3ku (bootmon) [TpnbnuznrensHo coorBercTBYeT BIOS KOMIIBIOTEPA
) Onepaonnas cucrema American Power Conversion MoxkeT paccMaTpUBAaThCS KaK OIepaloHHas
(AOS) cucrema I[ICY
3aBucut ot Tuna ycrpoicrsa UBII, nanpume
3 Mpunoxenne yerp > Hatpumep

Mozens Smart-UPS, moznens Symmetra

(Kaxxnplit MOAYIb COOECPIKUT OTHY MJIM HECKOJIBKO IPOBEPOK LUKINYECKOro KOHTpouist u30brognocTr (CRC)
C LIEJIBIO 3aLIUTHI JAHHBIX OT TOBPEXKICHHSL. )

Nmena momymst MoHMTOpA 3arpy3ku, Moxyias AOS n Moxyns ¢ailiioB TPUITOKEHHUS YKa3bIBAIOTCS B
OJTMHAKOBOM 0a30BOM (popmarte:

apc_BepcuA-00OpPYyNOBaHMA THUI BEPCUA-MMKPOIPOTpPaMMHOTO-ofenedeHusa.bin

e apc: 0003HaYaeT KOHTEKCT.

* hardware-version: hwOn, re n 0003HaYaeT BEPCUIO 0OOPYIOBAHUS, HA KOTOPOM MOXHO
MCIOJIB30BATh 3TOT (hail.

*  Tumn: YKa3bIBaeT TUI MOJYIIS.

* Bepcwusa: HOMEp Bepcuu (Qaiina.

* bin: yka3bpIBaeT Ha TO, YTO ATO JBOUYHBIN (aii.

CnocoObl nepenauu ¢pannoB MUKponporpaMmmbil

O0HOBHUTE CHaYaja MOIyJIb MOHHTOpA 3arpy3ku (bootmon), 3arem moayis AOS, a 3aTeM MOYITb
MpUIIOKEeHNH, ycTanapnuBas ux Ha [ICY B aTom mopsiaxe.

MukpornporpamMmy MocieIHe BEpCUr MOXHO OeCIIaTHO 3arpy3uTh 10 aapecy www.apcc.com/tools/
download. [yis 0OHOBIEHUS MUKPOTIPOTPaMMBI O1HOM Wit Heckobkux [ICY ucmonb3yiite oquH u3
CIEIYIOIUX MATH METOJOB:

* B omepannonHoii cucteme Windows HCTIONB3yiTe nporpavmy 00HOBICHIA MUKPOIPOTrPaMMBI,
3arpykeHHYIO ¢ BeO-caiita . CM. paszzen «/cnonp3oBaHue NporpaMMbl OOHOBIICHHUS
MUKPOIIPOTPaMMBI».

* B mo0oii mojep:krBaeMoii orepanroHHon cucreMe ucronbiyiire FTP nin SCP s nepengadn
OTIENBHBIX Moayaeil MukponporpaMMel AOS u npunoxenuil. Cm. pasznen «Mcnons3osanue FTP unu
SCP mist 0OHOBIICHUST OJTHOM IIJIATHI CETEBOTO YIIPABICHUS.
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* B ciyyae ruiarsl ceteBoro ynpasieHusi, koropas HE ycranosnena B Baiweii cetu, ucrionb3yiite u
TIOPT MOCIICA0BATENLHON CBS3H JUTS IIEpeIavy OTACTBHBIX MOIYJIEH MUKPOIIPOrpaMMBI ¢ KomItbtotepa B IICY.
Cwm. pasnen «McnonszoBanne XMODEM st o6HOBCHUS oHOM [ICY».

* Hcmone3yiite JUTSI TIEPEHOCA OTAETBHBIX MOIYJIE MUKPOIIPOTPaMMBI C KOMITBIOTEpa
(tombko mis AP9631 u AP9635).

Cwm. paznen «McnonszoBanne USB-nucka st nepenoca aiinos (tombko s miat AP9631 u AP9635)».

*  Uudopmanuro 06 0OHOBIECHHN cM. B pazaenax «OOHOBIEHHE
MHUKPOTPOTPaMMBI Ha HECKOJIBKHX IIJIaTaX CETEBOTO YIpaBJIeHHs» U «VICronb30BaHne MPOrpaMMBI
00OHOBJICHUS] MUKPOIIPOTPaMMBI JIJIsl HECKOJIBKAX 00HOBJIeHui B cucreMe Windowsy. [lpumeuanue.
Mukpomnporpammy HekoTopbix ycrpoicTB UBIT MoxkHO 00HOBUTE depe3 StruxureWare Data Center
Expert ¢ momontsio FTP nmm SCP.

Ucnonb3oBaHune nporpamMmmbl obGHOBNEeHusA MUKponporpammubl

s ncnons3oBanust Firmware Upgrade Utility neooxoanmo sxmounts FTP. B Bepcun 6.8.0 u BbIme
FTP no ymomuanuio BeikitoueH. Cm. «9kpan cepsepa FTP» Ha cTp. 62.

[IporpamMma 0OHOBIIEHNST MUKPOITPOTPAMMBI SIBIISIETCS YaCThIO MaKeTa JjIsi OOHOBJIEHUS! MUKPOIIPOTPaMMBI,
JTIOCTYITHOTO Ha BeO-caiite . (Huxo20a He NcTonb3yiTe porpamMmy, peTHa3Ha9eHHYIO [T OTHOTO
W3eTHS, JUTE OOHOBIICHHSI MUKPOIIPOTpaMMEI Jpyroro uznenus.) [Ipumedanune. Jrta mporpamMma rmoiepKUBact
Tonbko FTP.

Mcnonb3oBaHue nporpaMmmbl Ansa o6HoBneHnsa B cuctemax Windows. B j1r00bIX mojiepsxuBaeMbIx
cuctemax Windows nporpamMma 0OHOBIIEHHSI MEKPOTIPOTPaMMBI aBTOMATH3HUPYET Tepeiady MOIyJIe
MHUKPOIIPOTPaMMBI, YUUTHIBAS NPABUIbHBLL NOPSAOOK MOOYIEll.

Pacnakyiite 3arpyeHHbIH (paiiil MEKpOTIPOTPaMMBbI U ABAKIBI IIEIKHUTE (DAl ¢ pacImpeHneM .exe. 3aTeM
BBenute IP-anpec, MM NOIB30BaTEN U APOJIb B MOJISX JUAJIOTOBOIO OKHA U IIEIKHUTE . s
MIPOBEPKH BBEIECHHBIX JAHHBIX MOYKHO UCIIOIb30BATH KHOIIKY . Cm. Takxe «/cnone3oBaHue MpOrpaMMsl
0OHOBJIEHHUS] MUKPOIIPOTPaMMBI JIJIsI HECKOJIBKUX OOHOBIIEHHH B cucteme Windowsy.

Mcnonb3oBaHue nporpamMmmbl Ansi OOHOBNEHUsA BPY4HY0 B cuctemax Linux (B ocHoBHOM). B
OTEepaLMOHHBIX CHCTEMAaX, OIMYHBIX 0T Windows, mporpamMMa 0OHOBIICHHSI MEKPOIIPOTPAMMBI U3BJIEKAET
OTJeNbHBIE MOIYIIM MUKpOTIporpamMmsl, HO He 00HOBIsAeT [ICY. Pasnuunbie MeToapI 0OHOBICHHS ITOCITE
M3BIIeUEHUS cM. B pazzene «CrocoObl epenadu GpaisioB MUKPOTIPOTPaMMBbD».

[opsinok u3BneyeHus GaiaoB MEKPOIIPOTPAMMBI:

1. Tlocne usBneueHus (HaiioB U3 3arpyxeHHOTO (aiiia 0OHOBICHUS MUKPOIIPOTPAMMBI 3aITyCTHTE
(paiin .exe).

2. Tlocne nosiBieHUs MPUITIALICHUS EIKHUTE , @ 3aTE€M YK)KUTE MECTOIOJIOKECHUE MATKH,
B KOTOPYIO OyAyT IOMEILEHbI U3BJICKacMble (aiiibl.

3. Ilocne mosiBIEeHUST COOOIIEHUS 3aKpOITE JUATOTOBOE OKHO.

Ucnonb3oBaHue FTP nnu SCP ana o6bHoBneHus oqHoM nnartbl CeTeBOro ynpasneHus

B Bepcun 6.8.0 u Beime FTP o ymomuanwmro otkiroder n SCP He paspemmt nepenars (aii, moka He
OyZeT U3MEHEH TapoJib CYIIEPIIONB30BaTeIsl (apc) .

FTP. Uro0b1 ucnionbs3oBats npotokos FTP mis oOHOBIEeHUs oHO# [ICY depe3 CeTh, BBIIOIHUTE CIENYIOIIe
IEUCTBUA:

¢ TICY pmomkHa OBITH IOAKIIIOYCHA K CCTH, UMCThb IP—a,upec, MACKy OACCTHU U NIIKO3 11O YMOJIYaHHIO.

*  Cepsep FTP nomxken ObITh pa3pernieH B HacTpoiikax I[ICY; cMm. pazaen «Cepsep FTP».
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st nepenayun (aiiyioB BHITIOIHUATE CICAYIONINE ACHCTBUS (B TaHHOW MPOIIEIYPe MOIPa3yMeBaeTCs, YTO
MOZYJIb MOHUTOPA 3arpy3KH bootmon He HyX/aeTcs B OOHOBJICHHH, TaK Kak 3TO TpeOyeTcsl BO BCEX CIy4dasix):

1.

Daitbl MOIYIIEH MUKPOIIPOTPaMMBI JOKHBI OBITH U3BIICUCHBI; CM. pasaen «Ilopsamok u3pnedeHus
(haitIoB MEKPOTIPOTPAMMEI:).

OTKpoiiTe Ha CETEBOM KOMITBIOTEPE OKHO ¢ KOMaHHOW cTpoKoH. [lepelimuTe B manky, CoaepsKamryro
(haiiuTbl MUKPOTIPOTPAMMBI, ¥ TIPOCMOTPHUTE UX CIHHCOK:

C:\>cd apc
C:\apc>dir

Hudopmaruro o daitnax cM. B pasaene «Daiiyiel MoIylIeli MUKPOIPOTrpaMMBbl (TI1aTa CETEBOTO
yIpaBiIeHAs 2)».

OtkpoiiTe knreHTCKui ceanc FTP:
C:\apc>ftp

BBenute komanny open uykaxkute IP-aapec IICY, 3areM Ha)KMUTE KIaBuIly ENTER. Eciin HacTpoiiku
nopta (port) FTP-cepBepa oTiin4aroTcs OT 3Ha4€HUS 110 YMOJYaHUIO, PaBHOTO 21, HEOOX0IUMO
HCIIOJIB30BATh 3TU HOBBIE HACTPOMKH B CTpOKe KomaHabl FTP.

+ Jlnsg ximmentoB Windows FTP otnensiite Homep mopra ot [P-agpeca npobenom. [Ipumep
(c mpobenom miepen 21000):
ftp> open 150.250.6.10 21000

» Hekoropsie knuentsl FTP TpeOytoT cTaBuTh Hiepe; HOMEPOM MOPTa ABOECTOUHE.
Boiinute B cucteMy ¢ paBaMy aIMHHHUCTPATOpa (MM TTOJIB30BATENs [0 YMOTYAHHIO - APC).
BrimonanTe oOHOBNICHHE onepanronHo# cucteMsl (AOS). (Beerma oonoBstiiTe AOS mepen
0OHOBJICHUE MOIYJIS TIPHIIOKCHUN. )

ftp> bin
ftp> put apc hw05 aos mnn.bin (rae nnn— HOMEP BEPCHUH MUKPOIPOIPAMMBI)
Korna FTP-cepBep noaTBepauT nepenayy, BBEAUTE quit AJIs 3aKPBITHS CEaHCa.

Uepes 20 cexyH]] MOBTOPHUTE ACUCTB. 3 — ACWCTB. 7, HCTIONB3YS UMs (ailia MOIYIs IPUIOKEHUH U3
JIEHCTB. 6.

SCP. [lns ucnonp3opanus nporpammel Secure Copy (SCP) ¢ nenbro 06HOBIIeHUST MUKponporpammbl [ICY
BBITIOJIHUATE CIIEAYIONINE ACHCTBUS (B TAHHOW MPOIISIype MOAPa3yMeEBaEeTCsl, YTO MOLYIb MOHUTOPA 3arpy3Ku
bootmon He HyXJ1aeTCsi B OOHOBJICHUH, XOTSI HY>)KHO BCET/la OOHOBJISITH JPYTUe JIBa MOIYJIs)

L.

3.

Hatinure Moxynu Mukponporpammsl, cM. «/cnoiap30BaHre IpoOrpaMMBl JijIsl OOHOBJICHHUS BPYYHYIO B
cuctemax Linux (B OCHOBHOM).».

C momortnsto koMauaHOH cTpoku SCP BBITONHATE TIepenady MOIyisi MEKporiporpamMmbl AOS Ha IICY.
B nannom npumepe nnn nokassiBaeT Homep Bepcuu Mmoayisa AOS:

scp apc_hw05 aos mnn.bin apc@l58.205.6.185:apc_hw05 aos mnn.bin

s nepenaun Moysist npriioxkeHust Ha [ICY UCnob3yiTe CXOKYI0 KoMaHIHyi cTpoky SCP, ykazas
umMms ganHoro moxayiist. (Becerna ooHoBmsiite AOS niepen 0OHOBIICHUE MOJTYJISI IPHIIOKCHHIA. )

Hpumeuanue. /{1 ucnonp3oBanust SCP Heooxonumo BrarounTh SSH. MHbOpManuio o Bkitouennu SSH cm. B
pazaene «9KpaH KOHCOIN.

Mcnonb3oBaHne XMODEM ansa o6HoBneHus ogHou MNCY

Yrto6s1 ucronb3zoBath XMODEM st o0HOBIEHUS ogHoii IICY, He HaXOasIIeHCsS B CETH, HEOOXOAUMO U3BIEYb
(haiiyibl MUKpPOTIPOrpaMMbI U3 TIPOTPaMMbI OOHOBJICHUS MUKPOIIPOTrpaMMabl (cM. pazaen «[lopsigok ussieueHus
(haitioB MUKPOTIPOTPAMMBIL:» ).

Mpumeuanue. YtooOs! ucnonpzoBats XMODEM, HeoOxoanMo BoiTH B peskum Bootmonitor. JlononHuTensHbIe
CBENIEHHS CM. B cTarbe 0a3bl 3HAHUH Ha
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IMopsiok nepeaaun ¢aiinos (B JaHHOW TPOIIEAYPE MOAPA3YMEBACTCS, YTO MOIYITb MOHUTOPA 3arPy3KH
bootmon He HyXJ1aeTCsi B OOHOBJICHUH, TaK KaK 3TO TPEOYETCs BO BCEX CIIydasix):

1. BBI6CpI/ITe HOCJ'IC,Z[OBaTCJ'IBHBIﬁ IOPT Ha JIOKAJIbBHOM KOMIIBHOTEPC U OTKIIFOYUTE BCC CJ'Iy)K6BI,
HCIIOJIB3YIOMIKUE 3TOT MOPT.

2. C momomipro npuiaraeMoro kadens (Homep aeranu: 940-0299) noaxirtounte BEIOPAHHBINA TOPT K
rnociuaenosarebHoMy nopty IICY.

3. 3amycrute nmporpamMmmy TepmuHaia (Hanpumep, HyperTerminal unu Tera Term) u HacTpoiite
CIIEMYIONTUE TIapaMeTPHhI TSI BEBIOPAHHOTO TIOPTa: CKOPOCTh mepemaadn 57600 6ut/c, 8 6ut naHHbIX, O3
MPOBEPKH YETHOCTH, | CTOMOBBINA OHUT, 6€3 KOHTPOJIS TIOTOKA.

4. Haxwmwute KHOIIKY Ha [ICY, nociie yero Cpa3sy K€ ABaXX/JIbl HAJKMUTC KJIABUIILY nin
JOXIUTECHh MOABJICHUS MPUTTIAIICHUS MOHUTOPA 3arpy3Ku: BM>

5. BBeaure XMODEM M Ha)XMUTE ENTER.

6. B meHto nporpammel TepmuHaia Beibepure XMODEM, 3atem BbiOepuTe ABOMYHBIH (aiin
MukporporpamMmmbel AOS, kotopslii Oyaet nepenan ¢ nomomnisio XMODEM. Ilo 3aBepmiennn nepegaqan
XMODEM Ha 3kpaHe MOSIBUTCS MPHUITIANIEHHE MOHUTOPA 3arPy3KH.

(Bcerma oonomistiite AOS mepes; 00HOBIICHHUE MO TIPUTIOKECHHH. )

7. UToOBI yCTaHOBUTH MOJYITh MTPHIIOKEHUS, TIOBTOPHUTE ACHCTBUA 5 1 6. B nelicTBUU 6 yKaKUTE UMS
¢aiina MOy IPUIIOKEHUSL.

8. BBemurte reset WM HAXMUTE KHOIKY , 4TOOBI nepe3anycTuts I[ICY.

JononHuTenbHble cBefeHHs 0 (hopmaTe MOAYIEH MUKPOIIPOrpaMMBbI ¢M. B pazaene «Daibl
MOAYJIe MUKPONIPOrpaMMBI (IJIaTa CETEBOTO YIPABICHUS 2)».

Ucnonb3oBaHue USB-agucka ansa nepeHoca ¢annoB (Tonbko ansa nnat
AP9631 n AP9635)

[Nepen Hawanom nepeHoca yoeaurecs, yro USB-anck oTdopMaTupoBan ¢ HCHONb30BaHHEM cucTeMbl FAT,
FAT16 umu FAT32.

3arpysute Qaiiasl 00HOBIEHHI MUKPOTIPOTPaMMBI U pa3apXUBHPYHTE HX.

Cosnatite Ha USB-aucke manky ¢ uMeHeM

[TomectuTe n3BIeUeHHBIE (haiiIbl MOIysIel B KaTamor apcfirm.

el

C moMo1mIpI0 TEKCTOBOTO PEIaKTopa co3naiTe (aiii . (Heo6xommumo yka3aTh pacimpeHnne
.rcf, a He .txt.)

5. B daiin J100aBbTe CTPOKY AT KaXKI0TO MOZYJIS IPOIIMBKH, KOTOPBIA HY)KHO OOHOBHUTb.
Hanpumep, ans oOHOBIEHHS Ha Bepcuu 1.0.8, Bepcuu 6.8.0 u Smart-UPS
Bepcuu v6.8.0 BBeaUTE Cleqyomee:

BM=apc_hw05 bootmon_108.bin
AOS=apc_hw05 aos_680.bin
APP=apc_hw05 sumx_ 680.bin

Jns oOHOBIIEHUS Ha Bepcuu 1.0.8, v6.8.0 1 Symmetra Bepcuu v6.8.0
BBEINTE:

BM=apc_hw05 bootmon_108.bin
AOS=apc_hw05 aos 680.bin
APP=apc_hw05 sy 680.bin
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[Momecture daiin upload.ref B manky Ha USB-nucke.

Bcrassbre ycrpoiicTBo ¢uami-niamsitu B mopT USB Ha ruiaTe ceTeBoro ynpasieHUs; CM. pasJiel
«Ilepenuss nanens (AP9631)» unn «llepennss nanens (AP9635)».

[Tepe3arpy3uTe miaty CETeBOTO YIPaBICHUS U TOXK/UTECh €€ TOJIHOH mepe3arpy3KH.

Vbenurecs, 4T0 OOHOBJIEHHE OBIIO BHINOIHEHO NIPABWIBHO, UCTIOIb3Ys ONMCAHHBIE B pa3zese
«IIpoBepka 0OGHOBICHHID TPOLIEAYPHI.

O6GHoBnNeHne MUKponporpamMmmMmbl Ha HECKOJIbLKUX niiaTax ceTeBoro ynpaBrieHns

Hcnonw3yiite 011H U3 CIAEAYIONIMX METOHOB:

. Cm. paznen «Mcnonb3oBanue
MpOrpaMMbl OOHOBIICHHSI MUKPOTIPOTPAMMEI JIsl HECKOJIbKUX OOHOBIICHUH B cucTeMe Windowsy.

. Inst oOHOBNEHUs HeckoabkuX IICY ¢ ncronp3oBanreM kirenra FTP
win npoTokoia SCP HanMIIuTe CKPUNT, KOTOPBIA OYAET BBIMOIHATE 3TY MPOLEAYPY aBTOMATHUECKH.

. MoXHO co371aTh KOMaHIHbIC (hafIbl U UCTIOIB30BATh
mporpamMmy Jist OJAy4YSHHs apaMeTPOB KOH(UTYpaluy HECKONbKUX [ICY M AKCIOPTUPOBATh UX HA
npyrue ICY.

. MOXHO OTHOBPEMEHHO OOHOBHTH
MUKpPOIIPOrpaMMy Ha HecKoJbkux ycrpoiictBax I[ICY. st mony4yeHus: 1ONOJHUTENbHBIX CBEICHUN
oOparuTech K TOKyMeHTaImu mo StruxureWare.

O ToM, KaK MOJTy4HUTh apaMeTpsl KoHpurypauuu Heckonbkux [ICY u sxkcnopTupoBars ux B
npyrue [ICY, cMm. B ipuMedaHusx K BBITYCKY «YTwinTa (aiiyia HHUIUaIu3aiyy ini» Ha
BeO-caiiTe WU CTaThe 0a3bl 3HAHUI.

Ucnonb3oBaHue nporpamMmmbli OGHOBMNEHUA MUKponporpamMmmvbl 4nA HeCKOJIbKUX OGHOBMNEHUN B

cucteme Windows.

Jnst ncnonp3oBanmst Firmware Upgrade Utility Heo6xonrmo Brumtounts FTP. B Bepcun 6.8.0 1 BhIie
FTP no ymonuanuto BeikimodeH. CM. «9kpan cepBepa FTP» Ha ctp. 62.

[Mocne 3arpy3ku mporpaMMbl OOHOBJIEHUSI cO CTpaHUIBI 3arpy3ok ajst [ICY Ha BeO-calite
TBXIBI MICIKHUTE (Al ¢ pacmupeHneM exe, 9To0bI 3aImycTUTh porpammy (koropas padotaet TOJIBKO c
IPv4), 1 BBITOJTHUTE CIIEITYIONTHE OMIEPAITH Il OOHOBJICHHSI MEKPOIIpOrpaMMsI IICY:

1.

B aunanorosom okHe nporpammsl BBenute IP-aapec, uMs nmosip30Baresns U apoiib, BEIOEPUTE KHOIIKY
, €CIIM XOTUTE ITpoBeputh IP-anpec.

BribepuTe KHOMKY , 9TOOBI OTKPBITH (haitn iplist.txt. OTKpO#TE U U3MCHUTE
3TOT (a1 ¢ MOMOIIBIO TEKCTOBOTO PEAAKTOPA, BHECS B HETO HEOOXOAUMYIO HHPOPMAIIHIO ISt
Kkaxxioro oonosisiemoro UBIT:

— SystemlP: anpec IPv4 unu IPv6 ycTpoiicTsa.
— SystemUserName: uMs moJIb30BaTelIs ¢ IpaBaMu aJIMHHICTpATOpa, BKItoueHHoro Ha [ICY.
— SystemPassword: naposib aaMuHuCcTpaTopa, BKItodeHHoro Ha [ICY.,

— AllowDowngrade: yTo0ObI 3anpeTUTh MOHIKeHHE Bepcuu, BBeauTe 0. UToObI pa3peiuTs ero,
BBeauTe 1.

VYnanute Bce KOMMEHTApUU M TOUKH C 3aIlIThIMM U3 aiina iplist.txt, 3aTeM COXpaHHUTE
WU3MECHEHUSL.
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Hampumep:
SystemIP=192.168.0.1
SystemUserName=apc
SystemPassword=apc
AllowDowngrade=0

MO’KHO UCTIONB30BaTh CYHIECTBYIOIINN Qaiin iplist.txt.
3. UroObl ucrions3oBath ain iplist.txt, ycTaHOBUTE UIakoK OOHOBUTE M3 CIIMCKA YCTPONCTE.
4. Beibepute KHONIKY O0HOBUTE, YTOOBI 3aITyCTUTH OOHOBJIEHHE MUKPOTIPOTPaMMEI.

5. Bwibepure IlpocMoTpeTs skypHaJl 1Jisl IPOBEPKH OOHOBICHUSL.

NMpoBepka 0OHOBNEHUN

MpoBepka pe3ynsTraToB Nepeaayun

Jlist mpoBepKH pe3yibTaToB OOHOBICHHS MUKPOIIPOIPaMMbI MOXKHO B KOMaH/IHOHM CTPOKE BBECTH KOMaHTY
xferStatus, KOTopas MO3BOJIAET IPOCMOTPETH PE3yNbTaT nocjiaennel nepenaud. Kpome Toro, MoxxHo
ucnonb3oBarh koMaHaxy SNMP GET g OID mfiletransferStatusLastTransferResult.

Koabl pesynsTtaToB nocneaHen nepegaym

Boamoxnsie ommbku epenaun: cepsep TFTP unmu FTP He HalineH, cepBep OTKa3bIBACT B IOCTYIIC, CEPBEP HE
HaxXOJIWT WK HE Paclo3HAET MmepeaaBacMbIi (aiis, mepeaaBacMblid (Dait TOBPEkKICH.

NMpoBepka HOMepPOB BepCUU YCTAaHOBIIEHHOIrO0 MMUKpPONpPOrpaMmMHoOro obecnevyeHus
MyTb: O nporpamme — CeTb

HUcnionw3yiite BeO-uHTEpdeiic monp30BaTeNs At HPOBEPKH Bepcril 0OOHOBIEHHBIX MOJYJIEH MUKPOIPOTPaMMBEL.
Mosxuo Takxe ncronb3oBarb komanay GET mist OID sysDescr MIB 11. B nunaTepdeiice komaHIHON CTPOKH
BBeUTE KoMaHy about.

[JobaBneHne n usMeHeHue A3bIKOBbIX NaKeToB

C nomonipto AByX (aifioB S36IKOBOTO MAaKeTa MJIaThl CETEBOT0 YIPABICHHs 2 MOXKHO MPOCMAaTPHBATh
uHTEpQeElic MoIB30BaTeNs Ha pa3HBIX s3bIKax. Kax bl sI3bIKOBOM MAKeT CONEPKHUT JIO ISATH S3BIKOB (ITOITOMY
PaCKpBIBAIOIIMICS CIMCOK 351K JaeT BOBMOKHOCTD BBIOpATh MPH 3arpy3Ke OJUH U3 TISATH SI3bIKOB). [lpyrue
npunoxenns [ICY 2 MoryT noaepKuBarh Jpyroe KOJMIECTBO S3BIKOB.

Wntepdeiic momp3oBaTens JOCTYIICH Ha JCBATH SA3bIKaxX: PPaHIy3CKOM, UTAJIbSIHCKOM, HEMELKOM, UCTIAHCKOM,
Opa3MIILCKOM MOPTYTaILCKOM, PYyCCKOM, KOPEHCKOM, SITOHCKOM M YIIPOIIEHHOM KHTaHCKOM.

®aiIIbl I36IKOBBIX ITAKETOB HaxXoAATCA B pa3AciiC 3arpy30K NPOIIMUBKHA AJIS IUIAThl CETECBOIO YIIPABJICHUS Ha
BeO-caiiTe . SI3BIKOBBIC MAKETHI BXOJAT B COCTaB IaKeTa OOHOBIICHUS IIPOIINBKHU.

IIpumeuanue. HeoOxonmumo 3arpy3uTh 1 UCTIOIb30BATh S3BIKOBO ITAKET, COOTBETCTBY IO
BEPCUH MUKPOIPOrpaMMBbl M IPUIOKeHUs. Hanpumep, Helb3s 3arpyKaTh S3bIKOBOM IMAaKeT BEPCUU
6.4.6 s ucnonp3oBaHus ¢ Symmetra Bepcuu 6.5.6.

3arpyxaemsle ¢aiiasl uMeroT pacmpenue (pk, a Taxke nms cinegyromiero gpopmara:
<¥MMA_TPUJIOKEHMA> <BEepCHUA INPUIIOKEeHMA> <ASHKOBEE KOOE>.lpk

Hanpumep, st npunoxxenus Symmetra umst aiina OyaeT UMeTh cleIy oI BU:
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sy 672 esEszhCnjaJaptBrkoKo.lpk, rme esEszhCnjaJaptBrkoKo obozHauaerT
VCIaHCKMUM, KUTAMCKUM, SINOHCKMUM, OpPasuUIIbCKUM HNOPTYyTaJIbCKUM U KOPEMCKUMA.
rie eskEszhCnjadaptBrkoKo

0003HaYaeT UCTIAHCKUH, KUTaWCKUH, SITTOHCKUH, Opa3miIbCKUN TIOPTYTalbCKUH U KOPEHCKHMA S3BIKH.

MoskeT noTpeboBaThCsl YCTaHOBUTS JUIsl HHTEpdelica OTCyTCTBYIOIINI B HeM s3bIK. [l1s 3TOTO 3arpy3ure
SA3BIKOBOM MAaKeT ¢ BeO-caiita u 00HOBUTE s13b1K0BOH nakeT Ha [ICY ¢ nomomipio FTP, SCP unu nporpamMmmsl
OOHOBJICHNSI MHKPONIPOTPAMMBI.

Bce ucnonb3yemble B HacTOsIIEE BPEMsI SI3bIKOBBIE TAKEThI OYAYyT yoaseHbl IEpes 3arpy3Kon
HOBOTO nakeTa. B ciyuae HeynauHo 3arpy3Ku sS3bIKOBOTO nakera [ICY He OyaeT UMETh HU OHOTO
S3BIKOBOTO MakeTa. B 3TuX ycinoBusix OyneT JOCTYIEeH TOJIBKO aHITIMUCKUH S3bIK. B TakoMm ciydae
norpoOyHTe MOBTOPHO 3arpy3UTh HOBBIN S3BIKOBOM MaKeT.

OOb6HoBNeHue A3bLIKOBOro nakerta ¢ nomouwbto FTP

1. Hoxxmrountecs k IICY no nmpotokoiay FTP.

2. IlepeiiguTe B manky lang ruraTel CETEBOTO YIIPaBICHUS:
cd lang

3. IlepenutnTe TpeOyeMblii I36IKOBOI MAKET HA IJIATY CETEBOTO YIPABICHHUS.
put <OOJHE OYyThH/MMsS S3SHKOBOTO Nakera>.lpk

4. Tlo 3aBepiiennu nepenauu aiina seiiiaute u3z FTP, Oynet BeimonHeHa nepesarpys3ka nHTepdeiica
yIpaBIIEHUS TUIaThl CETEBOTO YIIPABIECHHUS.

5. Ilo 3aBepiueHHnH nepe3arpy3ky HOBBIN SI3BIKOBOM MakeT OyzeT roToB K paboTe.

OO6OHoBNeHne A3bLIKOBOro nakera ¢ nomouwbto SCP
Jns ncnons3osanus SCP HeoOxomumo Brimounts SSH Ha [ICY. Madopmanuto o Bxmodernn SSH cM. B
paznene «9KpaH KOHCOJIW» Ha CTp. 55.

I[J'ISI OOHOBIIEHHS SA3BIKOBOTO MMAKETA HCHOJ’H:3yI>iTe CJICAYIOIIYIO UJIKM AHAJIOTMYHYIO KOMAaHAY:

scp <mmMmsa Oalya A3HKOBOTO HakeTa.lpk> mma nomb3oBarensa@<IP-ampec IICY>:/lang/<umsa danna
A3BIKOBOT'O MakeTa.lpk>

Hampumep, 4ToOBI 3arpy3HTh A3bIKOBOM NakeT sy 680 esEszhCnjaJaptBrkoKo.lpk HalICVY ¢
IP-ampecom 10.179.230. 62, HEOOXOMUMO BBECTH KOMaHITY:

scp sy 680 esEszhCnjaJaptBrkoKo.lpk apc@l0.179.230.62:/lang/
sy 680 esEszhCnjaJaptBrkoKo.lpk

OGHOoBNEeH1e A3bIKOBOro NakeTa ¢ MNOMOLLb NporpamMmmMmbl OGHOBNEHUS
MUKpONporpaMmmbi

B mro0b1x momnepxuBaeMbix cucremax Windows mporpamMma 0OHOBICHHS MUKPOTIPOTPAaMMBI aBTOMaTH3HPYET
oOHoBIeHHE s13bIKOBOTO MTakeTa Ha [ICY.

1. PazapxuBupyiite aiiin 0OHOBIECHIS MUKPOIIPOTPaMMBI, 3arpy>KeHHBIN ¢ BeO-caiiTa .Cm.
pasnen «/Mcnonp3oBanue nporpaMMbl 0OHOBJIEHUS! MUKPOIIPOrpaMMbl» Ha cTp. 90.

2. Beeaute IP-anpec IICY, a Taxke cBoe Mmisi mosibzosaresis u [aposis nus IICY.
BriOepute 361K B pacKpBIBAIOMIEMCS] MEHIO SI3BIKOBOT MaKeT,

4. Hlenkaute OOHOBUTE, YTOO OOHOBUTH S3BIKOBOM IMAKET.
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YcTpaHeHue npobrnem

NMpobnembl gocTyna K nrnarte ceTeBOro yripaBrieHUs

I[J'IH PpCHICHU np06neM, HC YKa3aHHBbIX 3/1€Ch, CM. OJIOK-CXEMBI YCTpaHCHUS HeHCHpaBHOCTeﬁ Ha
caiite L[eHTpa MMPOAYKIIMHA AJId TUIAaT CETCBOT'0 YIIPABJICHUS:

[MoceTure 6a3y 3HAHMI 1O agpecy JUTSI TIOYYEHUS TIOIIATOBBIX HHCTPYKIIUI 110
YCTPaHEHHIO MTPOOJIEM H MOJIE3HBIX PEIICHUH pacpOCTPaHESHHBIX Hemonaaok. Mudopmaruio o6 obparieHun
B CITy’O0y TOJJICPIKKU CM. B paszeie «[mobanbuas ciyk6a TexHuueckon noanepxku kommnanuu APC kopmopaimu
Schneider Electric».

Npobnema PeweHune

Ecnu nHAMKATOp COCTOSHUS IIIATHI CETEBOTO YIIPABICHUS TOPUT 3€JICHBIM IIBETOM,
a MHAUKAaTOp CBSI3M MHUTaeT, MonpoOyiTe MociaTh KOMaHIy 3X0-TeCTUPOBaHUS
(ping) Ha IpyToii y3eJ TOro K& CerMEeHTa CETH, B KOTOPOM PacroIOKeHa Iiara
ceteBoro ynpasieHus. Eciou tectupoBanue He paboTaert, nonpoOyiiTe clienars
clenyroniee:

* Yoenurech, uto HacTpoitka TCP/IP s [ICY BeImmonHeHa BPYYIHYIO HIIH
nonydena yepe3 DHCP wiu BOOTP.

* [IpoBepbTe YKCIIO OUTOB MOICETH, HACTPOSHHOE JJIsl MACKHU TTOJICETH TLIAThI
CETEBOr0 yNpPAaBICHUS.

* [IpoBeprre HacTpoiiku VLAN, Opanamayspa u mpoKcH-cepBepa.

He ynmaetcs BBITOTHHUTE 3X0-

* [Ipoeepste craryc [ICY u uHpOpMAILIUIO O CHCTEME Yepe3 JIOKATbHBII
tectupoBanue [ICY

MOCJII0BATEbHBIN HHTEPQEIC.

Ecmn HWHAUKATOP COCTOSTHUS I[cy TOPUT HE 3€JICHBIM LIBETOM W/AIH HHAUKATOP
CBSI3M HE MUTACT, IIPOBEPHTE CIICAYIOLIEE!:

* IIpoBepbTe, UTO IJ1aTa CETEBOrO yIPAaBICHUsI HaeKHO ycTaHoBiIeHa B MBII.

* [IpoBeprTe HamekHOCTE onkItoueHus kadens Ethernet k cetn u IICY. Ecnn
mpobiema cBs3aHa ¢ kabemem Ethernet, mompoOyliTe ncnonp30BaTh APYyTroit
Ka0eJb.

* Yoeaurech, 4TO MOPT CETEBOTO yCTPOICTBA (MapLIpyTH3aTOpa), K KOTOPOMY
noakmodeHa IICY, He OTKIIIOUEH U CKOPOCTh IOPTa YCTAaHOBIIEHA ITPABUIIBHO.

* [IpoBepste aktuBHOCTH cepBepa DHCP niu BOOTP B cetn.

He ynaercs nasHauntsb Ilepen ucnonbp3oBaHMEM NIPOrPAMMBbI TEPMUHAIIA JJI1 HACTPOMKHU ILIATHI
KOMMYHHUKALIMOHHBI IIOPT C CETEBOTO YIPABIICHUS CIEAYEeT 3aKPHITh BCE MPHUIIOKEHUS, CITY>KOBI 1
TIOMOILIBIO [IPOrpaMMBbl TEPMUHAIA IIPOrPaMMbl, KOTOPBIE UCIIOJIb3YIOT JAHHBII KOMMYHUKALMOHHBIN IIOPT.

* Yoenutech, uro naaukaropsl [ICY ropsr u va [ICY mogaercs nuraHue.

* Yoenurech, 4TO HACTPONKH CKOPOCTH 0OMEHa TaHHBIMY HE OB H3MECHEHBI.
[MompoOyiite yctanoBuTh 3HaueHUs 2400, 9600, 19200 mmu 38400.

HeBOSMOKEH I0CTYTI 4epes * [IpoBepbTe KOH(DUTYpaLUIO ocieaoBareapHoro mopra [MK
uHTEpQEiic KOMaHIHOH CTPOKH 10 * Y6eaurech, 4TO MOPT HE 3aHSIT.

KaHaJTy MOC/IE/IOBATENBHOTO OOMEHA |« [TpoBephTe HaeKHOCTb MOAKIIOUEHNS 10CIE0BATENbHOTO Kabest [ICY
u IIK.

M HpOBCpLTC JIIs Kabens HOMCED 11O KaTtaJIoTy U y6e,Z[I/IT€CL, YTO OH COBMECTHM.

* Y6eaurech, uTo Ha KilaBuarType He oTkitodeHa (ynkuust SCROLL LOCK.
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Npo6nema

PeweHue

HeBo3morkeH ynaneHHBbIN 10CTy
4yepe3 uHTepeic KOMaHIHON
CTPOKH

* Yoenurech, 4TO UCTIOIB3YeTCs IPABMIIbHBIN crtocob goctyna: Telnet wm
Secure SHell (SSH). AnqmMuHHCTpaTOp MOXKET BKIIOUUTH 3TH METOIBI JOCTYTIA.
ITpu ucnons3zoBanny SSH miiara ceTeBOro ynpasieHUs] MOXKET CO3/1aBaTh
KITI04 XocT-y37a. [Tnate ceteBoro ympasieHus TpeOyeTcst 10 OTHON MUHYTHI
JUTSL CO3JJaHMS KITFoUa XOCT-y3a, B 3To BpeMst SSH Oynet HemocTyIieH.

He ynaercs nomyuuts goctyn K
nuTepdeiicy momszoBareins (Ul)

* Y6enutecs, uro goctyn HTTP unu HTTPS OTKpHIT 1 IpaBUIIBHO HACTPOEH.

* Y6enurech, 9to yka3aH npaBmwibHEI URL-anpec, COOTBETCTBYOIIIIA CHCTEME
0e301macHOCTH, UCTIOIB3YEeMOH TLIaToH ceTeBoro yrpasieHus. s SSL B Hawase
URL-aznpeca Hy>KHO yKa3bIBaTh , aHE

* Ybenurech, 4TO 3X0-TECTUPOBAHHE TUIATHI CETEBOTO YIPABJICHUS BBIIOTHAETCS
YCIIEIHO.

* YoenuTech, 4To HCTIONb3yeMblid Opay3ep MOIIepKUBACTCS IUIATOMH CETEBOIO
ynpasienus. CM. paszen «[obabHast ciry:k0a TEXHHISCKOMN TTOIIEPKKH
xommaari APC xoproparmu Schneider Electricy.

* Eciiu mara ceTeBoro ympaeJieHus Oblia TONBKO YTO Tepe3arpykeHa u
BBIMOJIHAETCS HacTpoiika SSL, BO3MOXHO, T1aTa CETEBOrO YIPaBICHUS
cozmaer ceprudukar cepeepa. s co3nanus 3Toro ceprudukara miare
CETEBOT0 YIpaBJeHUs MOTPeOyeTCs 10 OJHON MHUHYTHI, B 3TO BPEMS CEPBEP
SSL Oynet HeOCTYIICH.

Ecnu yerpauuTh ipo0iieMy He ymaeTcs, TOCETHTE W 00paTuTeCh

B ciyx0y mozepxku. Cm. pasnen «[odanpHast ciry:k0a TeXHHYECKOM
moepxkn kommanuu APC xopniopannu Schneider Electricy.
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HeuncnpaBHoctn SNMP

Npo6nema PeweHune

- * [IpoBeprre Bo3moxkHocTh uteHus: (GET) umenu coobimecrea (SNMPv1) uiu
CBOSMOXKHO koH(puryparuio npoduis noas3osarens (SNMPv3).

BBINIOJIHUTD

oneparuio GET

* Vcmonp3yliTe nHTEpQeiic KoMaHIHOW CTPOKH WIIH HHTEP(EHC TMONb30BaTeNs IS
nposepku gocryna NMS. Cu. pasnen «Oxpanbl SNMPy».

HeBo3moxuo
BBIIOJIHUTE
oneparuio SET

* [IpoBepsre Bo3moxkHOCTh uteHust/3anucu (SET) umenn coodbmecrsa (SNMPv1) unu
koH(puryparuio npoduis moas3osarens (SNMPv3).

* Vcnonp3yiite nHTEpdEiic KOMaHTHON CTPOKH MITH HHTEep(EHC MOTb30BaTeIIs IS IIPOBEPKH
Toro, uro NMS nmeer noctym Ha 3amuch (SET) (SNMPv1) mmu momy9mi JoCTy K
[P-anpecy B criucke ympasienus gocrynoM (SNMPv3). Cu. paznen «Oxparsr SNMPy.

He ynaercs nonyuars
MpepbIBaHUs B
cucteme NMS

« [Iposepsre, uTo0Ob! TUN NpepriBaHus (SNMPv1 nnn SNMPv3) Obu1 npaBHiIbHO HACTPOEH
Juig cucteMsl NMS, ucnions3yeMoii B kauecTBe MpUEMHUKA TPEePbIBaHUH.

* B cmygae SNMP v1 nonmmure 3anpoc meonfigTrapReceiverTable MIB OID, uto0sr
poBepuTH, 9To [P-ampec NMS ykazaH KOPpEKTHO U 9TO MM COOOIIECTBa, YKa3aHHOE
B NMS, cooTBeTCTBYET MIMEHH COOOIIECTBA, yKa3aHHOMY B Tabmune. Ecinu uro-nmbo
YKa3aHO HeNpaBUIIbHO, ucnoib3yite komanay SET mist mconfigTrapReceiverTable
OID nnm ucnions3yiite nHTEp(EHc KOMAaHAHON CTPOKHU WITH HHTEpQEiic moap30BaTes,
4YTOOBI HCIIPABUTh HACTPOWKN MMPUEMHUKA ITPEPHIBAHHUM.

* B cnyuyae SNMPv3 npoBepbre HacTpoiiku mpoduist moas3osaress 1t NMS u 3anycrture
TECT IIPEPhIBAHUMN.

CwMm. pazzaensl «Okpansl SNMP», «Ilomyuarenu npepbrlBaHui» U « DKpaH TECTUPOBAHMS
npepbiBanuii SNMP».

IIpepriBanus,
noixy4yaeMmbeie NMS,
HE OIpe/IeIeHBI

CM. noxymeHTaruio 1o NMS, uToObI IPOBEPUTH, UTO IMPEPHIBAHUS MPABIIIBHO yKa3aHbI
B 0a3e JaHHBIX CUTHAJIOB TPEBOTH M NPEPhIBAHUH.

NMpobnembl ¢ Modbus

[Tnarer cereBoro ynpasnenust AP9630 u AP9631 nonnep:xkusarot nporokon Modbus TCP B
OOJBIIMHCTBE MUKPOTIPOTPaMMHBIX NpuIiokeHHH. UToOBI mpoBepuTh coBMecTUMOCTh [ICY ¢
Modbus TCP, obparurech k moxkymeHTarww 1o I[1CY.

Oynknuto Modbus Serial mognepxxuBaet B nononaenue kK Modbus TCP tonmsko mrata AP9635.

JlononHuTensHy0 MHGOPMALIUIO 110 TPOBOAKE M HACTPOUKE MociienoBaTensHoro nopra Modbus

cM. B «JloNONMHUTENBHOM JOKyMEHTaluK 1o potokoixy Modbus» Ha BeO-caiite

. [lonpobuyt0

WHPOPMAIIHIO O PeTHCTpax U onucanus outoB Modbus cM. B «KapTax perucTpoB nmpoTokoia
Modbus» Ha BeO-caiiTe

JomomautensHyro nHhopmaliuio o mporokosre Modbus u ycrpanernn mpooiem ¢ Modbus cwm.

B

Modbus Installation and Troubleshooting for the AP9635

Network Management Card (YcranoBka u ycTpaHeHue rpooieM Modbus [utst 11aTel CETEeBOr0O

ynpasnenuss AP9635), noctynHoii B crarbe

APC

0a3bl 3HAHUIT Ha BEO-calTe MOIICPIKKU
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,uByXHeTHﬂFI rapaHTuA npounsBoauTens

YCIIoBYsI HACTOSIIICH TapaHTUX PACTIPOCTPAHSIOTCS TOJIBKO HA U3/IEIINs, MPUOOPETEHHBIE JIJIsi COOCTBEHHOTO
KCTIOJIb30BAHUS B COOTBETCTBUM C IAHHBIM PYKOBOJCTBOM.

YcnoBus rapaHTum

Kommanus APC rapantupyer, 4to ee npoxyKIus He OyaeT UMeTh Je(eKTOB MaTepHaioB U N3TOTOBJICHHUS B
TEYeHHE JIBYX JIET OT 1aThl MOKynku. Kommanus APC rapantupyer peMOHT WM 3aMEHY HENCIIPAaBHBIX
W3JENINH, Ha KOTOPBIE paCIPOCTPAHSIOTCS YCIOBHA HACTOSIIEH rapaHTuu. /laHHas rapaHTus He
pacrpocTpassiercss Ha 000pyJOBaHHE, TOBPEKICHHOE BCJICACTBIE HECUACTHOTO CIIy4asi, HEOpPEKHOCTH HJIH
HETMPaBUIBLHOTO UCIIOJIB30BAHUS, & TAKXKE HAa 000pyI0BaHUE, OABEPraBIleecs] U3MEHEHUSIM WM 0Pa0OTKe
KaKUM-JIN00 criocodoM. B cirydyae peMOHTa MIIM 3aMEHbI HEUCIIPABHOTO 000PYA0BAaHHS HIIH €r0 KOMIOHEHTOB
WICXOJIHBII rapaHTUIHBINA CPOK HE MpojieBaeTcs. KOMIOHEHTBI, IPEI0CTaBIsIEMbIE COITIACHO JaHHOU
TapaHTHH, MOTYT OBITh MO0 HOBBIMH, JINOO OTPEMOHTHPOBAHHBIMHE B 3aBOJICKHX YCIOBHUSX.

MapaHTna 6e3 npaBa nepega4vun

JlaHHas rapaHTHsl OTHOCUTCS TOJIBKO K IIEPBOHAYATILHOMY ITOKYIIATEII0, KOTOPBIN 1OJKEH COOTBETCTBYIOIINM
00pa3zoM 3aperucTpupoBars usznenue. [Ipoarykr MoxHO 3aperucTpupoBarh Ha BeO-caiite komnanuu APC:

UcknrouyeHusn

Kommnanust APC He HeceT OTBETCTBEHHOCTH I10 TapaHTHH, €CJIH B Pe3yJIbTare TECTUPOBAHUS M HUCCIIEJOBAHUS
Ob1T0 00HAPYKEHO, YTO TpeIonaraeMblii 1eeKT U3eHsl He CYIECTBYET HIIH €r0 MPUYHHON SBUITUCH
HENpPaBUIIFHOE MCIIOIb30BaHHUE MTOJIH30BATEIEM MIIH TPETHUM JINIIOM, HEOPEKHOCTh, HECOOTBETCTRYOIIIAS
yCTaHOBKa WM TecThpoBaHue. B nanpHeimem komnanus APC He OyaeT HecTH OTBETCTBEHHOCTH 3a
HECaHKIIMOHWPOBAHHBIE MONBITKH PEMOHTA WJIM W3MEHEHUSI HeaIeKBaTHOTO MIICKTPUUECKOT0 HANIPSKCHUS HITH
MOAKJIIOYEHHSI, HECOOTBETCTBYIOIINE YCIIOBHS SKCIUTyaTallii Ha MECTe, KOPPO3UIHYI0 aTMochepy, PEMOHT,
YCTaHOBKY, BO3/ICHCTBHUS OKPY’KaIOIIEH cpe/ibl, CTHXUIHBIC OEICTBUS, ITOXKApP, KPaKy WIN YCTaHOBKY,
MPOTHUBOPEYAIIYI0 pEKOMEHIAUIM Wi crierudukanusiM komnanuu APC, wim moboe coObITHE, TPH KOTOPOM
cepwuiinblii HoMep APC OblT M3MEHEH, NCKaKeH WIIN YaJIeH, HITH JII00YI0 APYTYIo MPUYUHY BHE paMOK
IUTAHUPYEMOT'0 UCIIOJIb30BAHUS.

1O YCJIOBUSAM JAHHOI'O COITTAINEHUSA UJIN B CBA3U C HUM HE TIPEAYCMOTPEHO
HNHBIX, ABHBIX NN ITIOAPA3YMEBAEMBIX, IPUHUMAEMBIX B CHJTY 3AKOHA NJIN
WHBIM OBPA30OM, TAPAHTUMHBIX OBSI3ATEJIBCTB B OTHOIIEHUU ITPOJIABAEMOM,
OBCJIY)KUBAEMOM WX MPEJOCTABJISIEMOM MTPOAYKIIUU. KOMIIAHUS APC
OTKA3BIBAETCS OT ITOJIPA3SYMEBAEMBIX TAPAHTUMHBIX OBSI3ATEJIBCTB B
OTHOIIEHUM KOMMEPYECKOW IIEHHOCTH U ITIPUT'OAHOCTH OBOPY/IOBAHUS K
OINPEJIEJJEHHBIM HEJSAM. IPEJIOCTABJIEHUE KOMIIAHUEN APC TEXHUYECKHUX U
WHbIX KOHCYJIBTAIIMI WUJIH YCJIYT B OTHOIIEHUA OBOPYIOBAHUS HE MOXKET
CIYXUTb OCHOBAHUEM /UIS1 PACLUUPEHUSA NJIN COKPAILEHUSA NN U3MEHEHU A
YCJIOBU TAPAHTHUM, HAJIOKEHHMS JTOTTOJTHUTEJBHBIX OBSA3ATEJIBCTB U
OTBETCTBEHHOCTMU. BBILHENNEPEUUCJIEHHBIE TAPAHTHUU U CPE/ICTBA BOSMELIEHUSA
ABJAIOTCA UCKIIIOYUTEJBHBIMU U 3BAMEIIIAIOT JIFOBBIE IPYT'ME TAPAHTUU U
CPEJACTBA BOSMEIIEHUSA. U3JIOKEHHBIE BBIIIE YCJIOBUA TAPAHTUHA
YCTAHABJIMBAIOT UCKIIOUUTEJIBHYIO OTBETCTBEHHOCTb KOMITAHUU APC 1
UCKJIIOYUTEJIBHBIE ITPABA 3AIIATHI MOKYHATEJIEN B CJIYUAE HAPYIIIEHUS
YKA3AHHBIX TAPAHTUM. IEUCTBUE TAPAHTUI KOMIIAHUM APC PACIIPOCTPAHSIETCSI
HA ITIOKYITATEJIAA, HO HE HA TPETBUX JIMIL.
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HU TP KAKUX OBCTOSITEJIBCTBAX KOMITAHUS APC, EE CJTYKAIIME,
PYKOBOJIUTEJIN, COTPYIHUKH ®HUJIHAJIOB U IITATHBIE COTPYJIHUKHU HE HECYT
OTBETCTBEHHOCTH 3A KOCBEHHBII, OCOBbIN, IOBOYHBIN UJIN ILITPA®HOMN
YIIEPB, HOHECEHHBIN B PE3YJIBTATE UCITOJIB3OBAHUSI, OBCJTY ) KUBAHUSI NI
YCTAHOBKH NNPOAYKLMUHU, HE3ABUCUMO OT TOI'O, YIIOMUHAJIOCH JIU O TAKOM
YHIEPBE B JJIOT'OBOPE WIH JEJUKTE, BYJIb TO HEUCITPABHOCTb, HEFPEXKHOCTD,
OBSIBATEJBCTBA 11O BOSMEIEHUIO YIIIEPBA, NJIA OT TOI'O, BEJIUCH JIX
IPEJIBAPUTEJIbHBIE KOHCYJIBTAIIUU C KOMIIAHUEM APC O BO3SMOKHOCTH TAKOI'O
YIIEPBA. BYUACTHOCTH, KOMIIAHUS APC HE HECET OTBETCTBEHHOCTH 3A
U3JIEPKXKH, IOHECEHHBIE B PE3YJIBTATE HIOTEPHU IIPUBBIJIN UIH JIOXO/IA,
BBIBEJIEHUS U3 CTPOSI OBOPYIOBAHMSI, HEBO3MOKHOCTH UCIOJIB30BAHU S
OBOPYIOBAHMUS, YTPATHI IPOT'PAMMHOI'O OBECIIEYEHUS UIH JIAHHBIX, 3ATPAT HA
3AMEIIEHUE, HCKOB TPETbUX JIUIL ¥ T.JI.

HU OAUH IMPOJABEL, COTPYAHUK NJIU ATEHT KOMIIAHUU APC HE YIIOJIHOMOYEH
JTOBABJISAATH WJIX UBMEHATH YCJIOBUSI JAHHOM TAPAHTHUM. YCJIOBUS TAPAHTUHA
MOTI'YT BbITb UBMEHEHBI (ECJIM BOOBIIE MOT'YT BbITb U3MEHEHBI) TOJIBKO B
NUCBMEHHOM ®OPME, C TOAMMUCSAMHU JOJKHOCTHOI'O JUIA U IOPUIUYECKOIO
OTAEJIA KOMIIAHUU APC.

rapaHTMVIHbIe npeTeH3nun

KitueHTbl, y KOTOPBIX BO3HUKIIM BOIIPOCHI TI0 TAPAHTHUU, MOTYT OOPaTUTHCS B IICHTP CEPBUCHOTO
obciyxuanus APC co crpanutisl «Support»y (ITonnepxka) catita APC: . B BepxHe#
YaCTH CTPAHUIIBI BEIOEPHUTE CTPAHy B COOTBETCTBYIOIIEM criEicke. [[iist momydeHuss mHGOpMAITHH O IEHTpax
CEPBHUCHOTO 00CTYXHBaHUS B KOHKPETHOM pernoHe Beioepute BkIaaKy «Support» ([logmepxka).
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YBeaomMneHusi 06 aBTOPCKMX npaBax

Kpunrosoruueckas 6udanorexa Cryptlib

Cryptlib aBropckoe npaBo © Digital Data Security New Zealand Ltd 1998.

basza nannbix bepkiaun

Asropckue npaBa © PykosoactBo Kanudopuuiickoro yausepcurera, 1991, 1993. Bee npaBa 3aimunIieHsl.

PaCHpOCTpaHeHI/IC 1 UCIIOJIB30BAHUEC B HCXOJHOM WU IBOMYHOM BHUJAC C UBMCHCHUEM WNIIN 0e3 TaKoBOTO
Ppa3pCUICHO TOJIBKO IPpH C06J'I}OI[6HI/II/I CJICAYIOIIUX yCJ'IOBI/II\/'I.

1. PacmpocTpaHeHHe HCXOIHOTO KOJIa IOJKHO YUUTHIBATh BHIIIEYKa3aHHBIC 3asBICHUS 00 aBTOPCKHX
IpaBax, IEpeUeHb YCIOBUHI U CIEAYIOIINE OTPAaHUYEHHUS.

2. PaCHpOCTpaHCHI/IC B IBOMYHOM BH/IC JOJIDKHO YUUTHIBATH BBIIIICYKA3aHHBIC 3asBJICHUA 00 ABTOPCKUX
ImpaBax, N€PCUCHb yCHOBI/Iﬁ " CICAYIOIIHUE OTpaHNYCHUA B JOKYMCHTAIIUN U JPYTUX MaTr€puaiax,
MMpEAOCTaBJICHHBIX MJIA paClIpOCTPAHCHMUS.

3. PexsamHble MaTepualibl, YIIOMHUHAIOLINE XapaKTEPUCTUKU M UCIIOJIb30BaHUE HACTOSLIECTO
MPOrpaMMHOr0 00eCedeHus], JOJKHBI IPU3HABATh CIEAYyIONee. DTOT IPOLYKT CONEPKUT
nporpaMMHoe obecrnieuenue, pazpadorannoe Kanmgpopuuiickum yausepcuteroM B bepknu u ero
COTPYIHUKAMH.

4. Ha3BaHue yHHUBEPCHUTETA U UMEHA €TO COTPYAHUKOB HE TOJKHBI MCITOIB30BATHCS JIS TTOEPIKKHI
Y TIPOABMKCHUSI IPOYKTOB, CO3AaHHBIX Ha OCHOBE JAHHOTO IIPOTPaMMHOTO OoOecIieueHus 0e3
MpEBAPUTEIHLHOTO TUCHbMEHHOTO pa3pelieHusl.

JAHHOE ITPOI' PAMMHOE OBECIIEYEHUE ITPEJJOCTABJIEHO PYKOBOJACTBOM U
COTPYIHUKAMU HA YCIIOBUAX «KAK ECTb», 1, BKIIFOYA S, HO HE OI'PAHMYMBA SICh
TAKOBBIMU, JIFOBBIE ABHO BBIPAJKEHHBIE WMJIN ITOAPA3YMEBAEMBIE TAPAHTHUU
MMPUT'OJHOCTHU U ITPOJAXKM U COOTBETCTBHMA KOHKPETHBIM LIEJISIM HEITPUMEHUMEI.
HU ITPU KAKNX OBCTOSATEJIBCTBAX PYKOBOJICTBO UJIM COTPYJHUKN HE HECYT
OTBETCTBEHHOCTH HU 3A KAKME IIPSIMBIE, HEIIPSIMBIE, CJIYUAWHBIE, CITELIUAJILHEBIE,
IITPA®HBIE UJIN KOCBEHHBIE YBBITKU (BKJIIOYAS, IIOMUMO [TIPOYET'O, ITPUOBPETEHUE
TOBAPOB NJIX YCJIYT HA 3AMERY, IIOTEPIO BO3MOXHOCTU UCITOJIb3OBAHM A, JAHHBIX
WJIA TIPUBBIIA W ITIPUOCTAHOBKY BU3HECA) T10 JIKOBOU ITPUYMHE U 10 JIFOBOM TEOPUN
OTBETCTBEHHOCTH, OBA3ATEJIbBCTBAM, BBIPAJXXEHHBIM B KOHTPAKTE, CTPOI'IM
OBA3ATEJIbCTBAM, WX I1TPU I'PAXXKTAHCKOM ITPABOHAPYIIEHWU (BKJIFOYA S
XAJIATHOCTB U ITPOYEE), BOSBHUKAIOUIUE KAKKMM BbI TO HU BbIJIO OFPA30M BCIIEACTBUE
IMPUMEHEHUA TAHHOT O ITIPOT'PAMMHOI'O OBECIIEUEHUW A, JAKE TP HAJTMYN
NHOOPMAIIMHN O BOSMOXHOCTU HAHECEHHM A JAHHOI'O YIIEPBA.
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Pagno4yacTtoTHbIe NoMexu

BHeceHnne usMeHeHU# B KOHCTPYKIIUIO JAHHOTO YCTPOiicTBa 0€3 MUChbMEHHOI0 pa3penieHunst
OpraHu3aluy, 0TBEYAIOIIeil 32 o0ecnedyeHne COOTBETCTBUS CTAHIAPTAM, MOKET MPUBECTH K
JIMIIEHHIO MOJIB30BATEJIS MPAB HA IKCILTYaTAMIO IAHHOTO 000PYI0BaHMUS.

CWA — FCC

JlanHO€ YyCTpOMCTBO MPOIIO UCTIBITAHNUS, TOATBEPAUBIILE €0 COOTBETCTBUE OTPAaHUUCHUSM,
MIPeIyCMOTPEHHBIM TpeboBaHmsIMH paznena 15 npasun enepanpaoit komuccuu 1o cBsizu (FCC) CIIA k
U POBEIM yCTPOHCcTBaM Kiacca A. DTH OrpaHWYeHHS TPU3BAHBI 00ECIIEYNBATH OCTATOYHYIO 3aIUTY OT
BPEIHBIX TIOMEX BO BpeMsl SKCILTyaTallii 00OPYI0BaHUS B TIPOM3BOJCTBEHHBIX yCIOBHAX. [laHHOE M3/Iemne
TeHEPUPYET, HCIIONB3YET U M3IIyJaeT JICKTPOMarHUTHBIE BOHBI B PaIMOANAIIa30He U, Oymydn
YCTaHOBJICHHBIM C OTKJIOHEHUEM OT TPeOOBAHMIA, U3IOKEHHBIX B HACTOSIIEM PYKOBOJICTBE, MOXKET CTaTh
MCTOYHUKOM PaTUOIIOMeX. DKCIUTyaTalus JAaHHOTO 000pY/IOBaHYsI B )KUIIBIX pPalOHAX MOXKET CO3/1aBaTh
nomexu. OTBETCTBEHHOCTH 3a yCTPAaHEHHE TAKUX TIOMEX IMOJTHOCTHIO JISKUT Ha IMOJIH30BaTelIe.

Kanapa — ICES

D10 nnudpoBoe yCTPOICTBO Kiacca A ynosierBopsier TpeboBanusm cranaapta ICES-003 (Kanana).

Cet appareil numerique de la classe A est conforme a la norme NMB-003 du Canada.

AnoHuna — VCCI

D10 M3AENIHE Ki1acca A OCHOBaHO Ha CTaHAApTe JOOPOBOILHOTO COBETA IO KOHTPOITIO momMex (Voluntary
Control Council for Interference — VCCI) anst nHGOpMaImOHHO-TEXHOIOTHIECKOTO 000pyA0BaHUS.
Hcnons3zoBanue 000py10BaHMsI B JOMAIIHUX YCIOBUSIX MOXKET MIPUBECTH K paguonomMexaM. B aTom ciydae
TMOJIB30BaTENb JOJKEH MPUHSATH HEOOXOIUMBIE MEPHL.
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ABcTtpanua v HoBasa 3enaHgus

Buumanue. JlaHHBINA TPOAYKT SBIIETCS 000pymoBaHUEM Kitacca A. B OBITOBBIX YCIIOBHUSAX TaKOe
o0opynoBaHNEe MOXKET BBI3BIBATH PAIHONIOMEXH. B 3TOM cilydae OT IOJIb30BaTeNs MOXKET MOTPeO0OBaThCS
MIPUHATHE COOTBETCTBYIOIIUX MEP.

EBponenckun coros

JlaHHO€ M3/1eHe COOTBETCTBYET TPEOOBAHMSM K 3allUTe, YKa3aHHBIM B AUPEKTHUBE coBeTa EBponeiickoro
coro3a 2004/108/EC, pa3paboTaHHOH B COOTBETCTBUU C 3aKOHOAATEIHLCTBOM TOCYAapPCTB-UJICHOB B
OTHOUICHUH dJIEKTpOMarHuTHo! coBMectuMocTH. Komnanust APC He npuHHMaeT Ha ce0sl OTBETCTBEHHOCTD
3a M000€e HEBBIIOIHEHNE TPEOOBAHMH K 3alUTe, BHI3BAHHOE HECAaHKIIMOHMPOBAHHON Mo (UKaren
U3/ICITHSL.

JanHoe ycTpoiicTBO OBbUIO MTPOBEPEHO M MPU3HAHO COOTBETCTBYIOIINUM OrpaHndeHusm s U T-
obopynoBanus kiacca A B coorBerctBur ¢ CISPR 22/eBponeiickum crangaprom EN 55022. Orpannuenust
11 000pynoBaHus Ki1acca A ObLIM OIpeeNIeHbl A1s1 KOMMEPUeCKOH 1 MPOU3BOACTBEHHOM Cpesl 1
o0ecrneunBaioT JOCTaTOYHYIO 3aIUTy OT ITOMEX IPH UCIIOIB30BAHNUH JIMLIEH3NPOBAHHOTO
KOMMYHHKALIMOHHOTO 000pYyIOBaHUSL.

Buumanmue. J[aHHbBII IPONYKT sBIIsieTCS 000pYyaOBaHHEM Kinacca A. B OBITOBBIX yCIOBUSX Takoe
000pyI0BaHHE MOXKET BBI3BIBATh PAAMOIIOMEXH. B 3TOM ciydae OT moap30BaTeist MOXKET MOTpe0oBaThCs
MIPUHATHE COOTBETCTBYIOLINX MEp.
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mobanbHas cnyxba TeXxHU4YeCcKon noanepKKu
komnaHuu APC Kopnopauuu
Schneider Electric

[Tonp30BarenpCKas MoAIEPIKKa JAHHOTO HITH JIFOOOTO JIPYTOT0 W3S OCYIICCTBIIICTCS OSCTUIaTHO OTHIM U3
CIIEIYOIIUX CITIOCOOOB:

* OO6parurech Ha caifT kommanuu Schneider Electric mist moctyma k tokymeHTaM 0a3bl 3HAHHIMA
Schneider Electric n otnpaBku 3ampoca Ha 00CITy>KUBaHHE.

- (TIeHTpanbHOE OTACIICHUE)
OO6paruTech Ha JTJOKaTM30BaHHEIC M1 OTACIBHBIX cTpaH BeO-caiThl Koproparuu Schneider Electric,
Ha KaXIOM M3 KOTOPBIX COACPIKUTCS HHPOPMAIIHS O TEXHUICSCKOUW MOAICPIKKE.

[mobanpHas TeXHUIEeCKast oyIepkKa ¢ TIOMOIIBIO TIOMCKa B 0a3e 3HaHmid kommanuu Schneider Electric
Y UCTIONIb30BAHUE CHCTEMBI JIEKTPOHHOM MOAICPIKKY.

» OOparuTech B IIEHTP TEXHUUIECKOU mmomaep>kku komnanuu Schneider Electric mo tenedony nam
ANIEKTPOHHOU TIOYTE.

— PermoHanpHBIE IEHTPHI: CM. KOHTAKTHYIO HH(OPMAITHIO Ha BeO-canTe

WHdopMalmro 0 MECTHBIX IIEHTPAX TEXHHYESCKOW MOAJIEPKKH MOXKHO TAKXKE OIYIUTh Y MPEJCTABUTEIS HITH
y IHCTPUOBIOTOPA, Y KOTOPOTO OBLIO IPHOOPETEHO M3ACIHE.

© Schneider Electric, 2022. Schneider Electric, toBapusrii 3aak APC u morotun APC npuHamiexar
xommannu Schneider Electric SE nnun ux addunupoBanHbM KoMnaHusIM. Bcee ocTanbHbIe TOBapHBIC
3HAKH SIBJSIFOTCS] COOCTBEHHOCTHIO COOTBETCTBYIOIIMX BIIaICIbLIEB.

990-3402Q-028 6/2022


http://www.apc.com
http://www.apcc.com/support
http://www.apc.com/support/contact

	Введение
	Описание продукта
	Функции
	Устройства, в которых можно устанавливать ПСУ 2
	Исходная настройка IPv4
	Исходная настройка IPv6
	Сетевое управление с использованием других приложений

	Функции внутреннего управления
	Обзор
	Приоритет доступа при входе в систему
	Типы учетных записей

	Восстановление утерянного пароля
	Передняя панель (AP9630)
	Передняя панель (AP9631)
	Передняя панель (AP9635)
	Описание индикаторов состояния
	Индикатор состояния
	Индикатор активности сети Link-RX/TX (10/100)

	Функции защиты
	Обзор
	Механизм сетевого интерфейса Watchdog
	Сброс таймера сети
	Автоматический выход из системы


	Веб-интерфейс пользователя
	Введение
	Обзор
	Поддерживаемые веб-браузеры

	Вход в систему
	Обзор
	Форматы URL-адреса
	Первое подключение

	Домашний экран
	Обзор
	Значки и ссылки


	Мониторинг ИБП: меню «Состояние»
	ИБП в меню состояния
	Ввод-вывод ИБП в меню статуса
	Группы розеток в меню состояния
	Система батарей в меню статуса
	Система батарей для устройств ИБП модели SRT

	Универсальный ввод-вывод в меню «Состояние»
	Сеть в меню состояния

	Управление ИБП
	ИБП в меню управления
	«Группы розеток» в меню управления
	«Безопасность» в меню управления
	«Сеть» в меню управления
	802.1 X Конфигурация безопасности


	Настройка параметров: 1
	«Группы розеток» в меню конфигурации
	Описание групп розеток
	Настройка групп розеток

	Настройки питания в меню конфигурации
	«Выключение» в меню конфигурации
	Начало выключения
	Продолжительность выключения
	Параметры выключения PowerChute

	Экран «ИБП: общее»
	Экраны «UPS I/O» (Ввод-вывод ИБП)
	Экран «Output Relays» (Выходные реле)
	Экран «Input Contacts» (Входные контакты)
	Экран «Peak Period» (Период пиковых нагрузок)

	Экран «Расписание самодиагностики»
	Планирование выключения
	Для обоих параметров: ИБП и «Группы розеток»

	Экран «Обновление прошивки»
	Обновление прошивки ИБП с устройства USB (только AP9631 или AP9635)
	Использование FTP для обновления прошивки ИБП

	Клиенты PowerChute Network Shutdown
	Экран «Универсальный ввод-вывод»
	Экран «Температура и влажность»
	Экран «Входные контакты»
	Экран «Выходное реле»
	Настройка политики управления

	Меню «Безопасность»
	Экран «Управление сеансом»
	Ответ ping
	Локальные пользователи
	Аутентификация удаленных пользователей
	Экран RADIUS
	Конфигурирование сервера RADIUS
	Экраны брандмауэра


	Настройка параметров: 2
	«Сеть» в меню конфигурации
	Экран настроек TCP/IP для IPv4
	Экран настроек TCP/IP для IPv6
	Параметры ответов DHCP
	Экран «Скорость порта»
	Экран DNS
	Экран проверки DNS
	Экран веб-доступа
	Веб-экран сертификата SSL
	Экран консоли
	Экраны SNMP
	Экраны Modbus
	Экран BACnet
	Конфигурация BACnet
	Экран сервера FTP

	Меню уведомлений
	Типы уведомлений
	Конфигурирование действий для событий
	Экран уведомлений по электронной почте
	Экран получателей системных прерываний SNMP
	Экран тестирования прерываний SNMP
	Пейджинг (только для платы AP9635)

	Меню «Общие»
	Экран «Идентификация»
	Экран даты и времени
	Создание и импорт настроек с помощью файла конфигурации
	Экран конфигурирования ссылок

	Журналы в меню конфигурации
	Идентификация серверов Syslog
	Настройки системного журнала
	Пример теста и формата Syslog


	Меню «Тесты»
	Тестирование и калибровка
	Включение мигания светодиодов ПСУ

	Меню «Журналы» и «О программе»
	Использование журналов событий и данных
	Журнал событий
	Журнал данных
	Использование протокола FTP или SCP для получения файлов журнала

	Журнал ИБП
	Потребление энергии
	Журнал брандмауэра
	О плате сетевого управления 2
	Об устройстве ИБП
	Информация о ПСУ и модулях микропрограммы
	Экран поддержки


	Мастер настройки IP-конфигурации устройств
	Возможности, требования и установка
	Системные требования
	Установка


	Экспорт параметров конфигурации
	Получение и экспорт файла .ini
	Краткое описание процедуры
	Содержание файла ini
	Подробные процедуры

	Сообщения о событиях загрузки и ошибках
	Сообщения о событии и ошибках, связанных с ним
	Сообщения в файле config.ini
	Ошибки, генерируемые заблокированными параметрами

	Связанные вопросы

	Передача файлов
	Обновление микропрограммы
	Файлы модулей микропрограммы (плата сетевого управления 2)

	Способы передачи файлов микропрограммы
	Использование программы обновления микропрограммы
	Использование FTP или SCP для обновления одной платы сетевого управления
	Использование XMODEM для обновления одной ПСУ
	Использование USB-диска для переноса файлов (только для плат AP9631 и AP9635)
	Обновление микропрограммы на нескольких платах сетевого управления

	Проверка обновлений
	Проверка результатов передачи
	Коды результатов последней передачи
	Проверка номеров версий установленного микропрограммного обеспечения

	Добавление и изменение языковых пакетов
	Обновление языкового пакета с помощью FTP
	Обновление языкового пакета с помощью SCP
	Обновление языкового пакета с помощью программы обновления микропрограммы


	Устранение проблем
	Проблемы доступа к плате сетевого управления
	Неисправности SNMP
	Проблемы с Modbus
	Двухлетняя гарантия производителя
	Условия гарантии
	Гарантия без права передачи
	Исключения
	Гарантийные претензии

	Уведомления об авторских правах


